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1	Introduction
In this contribution we come back to SA3’s LS on authenticity and replay protection of system information, which can be found in R2-2206976 [1].
And while RAN2 waits for SA3 to provide further input according to RAN2’s Reply LS sent in RAN2#119-e (see R2-2208985 [2]), we believe that it is worthwhile to further develop the alternative approach presented by us during the previous meeting (see R2-2208625 [3]). Hence, the intention of this paper.
[bookmark: _Ref178064866]2	Discussion
2.1	Context
In the original LS, RAN2 is informed that SA3 is studying how to enhance 5GS to mitigate false base stations. Among the identified Key Issues of their Study lies one which points to the authenticity and replay protection of System Information (SI).
On this matter, in [2], RAN2 responded to SA3’s questions as follows (see red text):
	1. How many bytes in each of the existing SIBs can be used to carry additional security information?
The physical layer imposes a limit to the maximum size a SIB can take. The maximum SIB1 or SI message, which can carry multiple SIBs, size is 2976 bits. Actual size of the existing SIBs can vary widely with configurations/deployments. SIB’s content may also evolve in the future e.g. with addition of new fields in future releases. Therefore, the available size varies per each SIB and there is no definite answer on available bytes in existing SIBs to carry security information. Currently, SIB segmentation feature is applicable to some of the SIBs and can enable larger message size (e.g. 2976 bits x 64 segments), but that may come with low performance.
2. What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
RAN2 may need to define a new SIB available on demand. The new SIB could carry up to 2976 bits. It is RAN2 understanding that proposed enhancements would not be applicable to the legacy UEs. At the same time, introduction/addition of security information to existing SIBs might make it difficult to introduce/deploy new features in the future.
3. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?
The existing SI framework schedules SIBs by mapping SIB(s) to SI message(s). The new SIB can be mapped to a separate SI message or can be mapped together with other SIB(s) in an SI message. The existing SI framework supports flexible scheduling periodicities (which can be 80/160/320/640/1280/2560/5120 ms) for an SI message. A specific periodicity for an SI message carrying the new SIB can be selected by the network configuration. Further, network can decide when to start/stop broadcasting of the SIB by implementation. RAN2 would need a more detailed understanding of the proposed designs to form a view on what scheduling configuration would be feasible.



However, RAN2 also provided the following in their LS [2]:
	RAN2 expects to evaluate solutions, evaluate impacts to RRC and related performance aspects, and settle the signaling. Therefore, RAN2 would also like to request SA3 to provide the following information on the requirements of the security information to be broadcast so that RAN2 can make a better analysis for this feature:
· Size of the security information or feasible ranges for the size
· Latency requirements for the delivery of the security information
· How often and for how long the new information is expected to be sent
· Whether all SI information or some part need to be protected
· Whether the security information should be updated whenever any of the SIB contents change



2.2	Security information in existing/new SIB?
During the last meeting, RAN2 focused on discussing the Reply LS to SA3. Therefore, there was no detailed discussion regarding the possible solutions to address SA3’s concern.
At this point though, it seems clear to us that introducing security-related information in existent SIBs seems no to be a feasible way forward (please observe RAN2’s answer to Q1 above).
[bookmark: _Toc115427758]RAN2 seems to agree that introducing new security information in existent SIBs is not a feasible way forward.

On the other hand though, some companies were already considering the option of introducing a new SIB for protection of system information (see the concerning email discussion in R2-2208959 [4]). On this matter, as it has been discussed before, RAN2 can “always” introduce a new SIB depending on the purpose, the urgency, and the (specification) impact of it. However, such approach might not be an optimal solution. 
This, since adding a new SIB which should carry the security information for other SIBs would mean that the UE would first receive SIB-X but would have to wait to later receive the related security information that is carried in a different SIB, which is likely scheduled in a different SI message.
[bookmark: _Toc115427759]Having a new SIB to carry security information of other SIBs potentially leads to delays.

Accordingly, RAN2 should also consider alternative approaches as to those suggested by SA3, while still eventually achieving the same objective. 
[bookmark: _Toc115427760]Introducing a new SIB to carry security information, may not be the only way to protect System Information.

For which we then propose the following:
[bookmark: _Toc115427763]While waiting for further SA3 input, let RAN2 analyse alternative approaches as to those originally suggested by SA3. 

2.3	Proposed alternative approach
A more RAN2-centric approach to SA3’s problem is to add the security information directly into the SytemInformation message (some initial aspects were proposed by us in [3]). This avoids having to repeat the information within each SIB and solves the delay issue that rises from introducing a new SIB for security-related information. Furthermore, this approach reduces specification complexity. In this regard, if one “security information” is added to each SIB, then the specification needs to be updated to add such information in each (current and future) SIB.
[bookmark: _Toc115427761]In contrast to SA3’s suggested approaches, bundling the security-related information to the SIBs that are carried within one SI-message reduces the overhead and specification complexity.  

In this sense, let us recall that SIB2 to SIB21 can be bundled in the SystemInformation message. For which, then, different SIB combinations could be transmitted. A possible way to achieve this is depicted in the example below (see the highlighted text).
SystemInformation message
-- ASN1START
-- TAG-SYSTEMINFORMATION-START

SystemInformation ::=               SEQUENCE {
    criticalExtensions                  CHOICE {
        systemInformation                   SystemInformation-IEs,
        criticalExtensionsFuture-r16    CHOICE {
            posSystemInformation-r16        PosSystemInformation-r16-IEs,
            criticalExtensionsFuture        SEQUENCE {}
        }
    }
}

SystemInformation-IEs ::=           SEQUENCE {
    sib-TypeAndInfo                     SEQUENCE (SIZE (1..maxSIB)) OF CHOICE {
        sib2                                SIB2,
        sib3                                SIB3,
        sib4                                SIB4,
        sib5                                SIB5,
        sib6                                SIB6,
        sib7                                SIB7,
        sib8                                SIB8,
        sib9                                SIB9,
        ...,
        sib10-v1610                         SIB10-r16,
        sib11-v1610                         SIB11-r16,
        sib12-v1610                         SIB12-r16,
        sib13-v1610                         SIB13-r16,
        sib14-v1610                         SIB14-r16,
        sib15-v1700                         SIB15-r17,
        sib16-v1700                         SIB16-r17,
        sib17-v1700                         SIB17-r17,
        sib18-v1700                         SIB18-r17,
        sib19-v1700                         SIB19-r17,
        sib20-v1700                         SIB20-r17,
        sib21-v1700                         SIB21-r17
    },
    lateNonCriticalExtension            OCTET STRING                        OPTIONAL,
[bookmark: _Hlk115361589]    nonCriticalExtension                SystemInformation-r18-IEs 			OPTIONAL,

SystemInformation-r18-IEs ::=       SEQUENCE {
	securityInfo						SecurityInfo						OPTIONAL,
	nonCriticalExtension                SEQUENCE {}                         OPTIONAL
}

-- TAG-SYSTEMINFORMATION-STOP
-- ASN1STOP

The main advantages of the aforementioned approach can be exemplified by the following options:
· Option A: all SIBs transmitted in one SI-message are protected.
· Option B: selective protection of given SIB(s) within the SI-message. 

To achieve Option A (and while of course RAN2 is subject to further SA3 input) the implementation could arguably be straightforward. For it, one simply needs to look at the ASN.1 example above and consider that SecurityInfo carries the security-related aspects for all the SIBs bundled in a given SystemInformation message. 
Alternatively, to achieve Option B (i.e., a subset of the SIBs in the SI-message are protected) one would need to carry an additional list for which a given entry applies to a certain SIB. This could be included to SecurityInfo above.
[bookmark: _Toc115427762]By bundling the security-related information to the SIBs that are carried within one SI-message one could: a) protect all SIBs transmitted in the SI-message or, b) selectively protected a subset of the transmitted SIBs.
[bookmark: _Toc115427764]Consider adding security-related information directly into the SystemInformation message as an alternative to introducing a new SIB for that purpose. 

[bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	RAN2 seems to agree that introducing new security information in existent SIBs is not a feasible way forward.
Observation 2	Having a new SIB to carry security information of other SIBs potentially leads to delays.
Observation 3	Introducing a new SIB to carry security information, may not be the only way to protect System Information.
Observation 4	In contrast to SA3’s suggested approaches, bundling the security-related information to the SIBs that are carried within one SI-message reduces the overhead and specification complexity.
Observation 5	By bundling the security-related information to the SIBs that are carried within one SI-message one could: a) protect all SIBs transmitted in the SI-message or, b) selectively protected a subset of the transmitted SIBs.

Based on the discussion in the previous sections we propose the following:
Proposal 1	While waiting for further SA3 input, let RAN2 analyse alternative approaches as to those originally suggested by SA3.
Proposal 2	Consider adding security-related information directly into the SystemInformation message as an alternative to introducing a new SIB for that purpose.
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