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[bookmark: _Ref165266342]Introduction
A New WID on Further NR mobility enhancements [1] has been approved. In the WID, one of the objectives is to specify mechanism and procedures of NR-DC with selective activation of the cell groups, shown as below.
	2. To specify mechanism and procedures of NR-DC with selective activation of the cell groups (at least for SCG) via L3 enhancements:
· To allow subsequent cell group change after changing CG without reconfiguration and re-initiation of CPC/CPA [RAN2, RAN3, RAN4]
Note 4: A harmonized RRC modelling approach for objectives 1 and 2 could be considered to minimize the workload in RAN2.


In RAN2#119e, the following agreements have been reached for NR-DC with selective activation of the cell groups [2].
The selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). CPA FFS. 
Initial focus on SCG
There is interest to support delta configuration, to reduce the signalling overhead (FFS if some other objective should be achieved)
FFS how many subsequent conditional changes are targeted (and what is the impact of such assumption). 
FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).

In this contribution, we provide our understandings for the remaining issues of selective activation of the cell groups. 
Discussion
General principles
For selective activation of the cell groups, it will focus on SCG selective activation to support subsequent conditional changes (CPC) after a cell group change (normal or conditional) [2]. To support objective 2 and allow subsequent CPC after cell group change without reconfiguration and re-initiation of CPC/CPA, UE should keep the CPC configurations after SCG change.
Proposal 1: To support objective 2 of selective activation of the cell groups, UE should maintain CPC configurations after SCG change.
Because all candidate SCGs are associated with the serving MCG and MCG directly or indirectly transmitted CPC configurations to UE, which means CPC configurations rely on the serving MCG, UE should release CPC configuration after MCG change even though selective activation of the cell groups has been configured.
Proposal 2: In selective activation of the cell groups, UE should release CPC configurations after MCG change.
Scenarios
In Rel-16 and Rel-17, intra-SN CPC without MN involvement, CPA and inter-SN CPC were specified and captured in specification. Whether CPA configurations can be reused and which types of CPC can be considered need to be discussed for scenarios of NR-DC with selective activation of the cell groups.
In legacy mechanisms, CPA can be configured to the UE in NR-Standalone, and upon the successful completion of PSCell addition procedure, the UE releases stored CPA configurations. 
Observation 1: In Rel-17, CPA configurations should be released after SCG addition.
Due to the differentiation of event types or thresholds, CPA configuration cannot be reused for subsequent CPC. Hence, the stored CPA configurations can only be used for subsequent CPA when the UE in NR standalone. While UE in DC mode, the stored CPA configurations is invalid, which will result in the waste of resources. Furthermore, if DC is needed for UE to increase throughput and transmission rate, network can configure UE to perform SCG addition (normal SCG addition or Rel-17 CPA). 
Observation 2: CPA configuration cannot be reused for subsequent CPC after SCG addition.
Observation 3: Maintaining CPA configurations for potential subsequent CPA (UE in NR standalone) results in the waste of resources. 
Based on above observations, reusing CPA configuration is not a method with highly cost effective. Therefore, in selective activation of the cell groups, UE should release CPA configurations after SCG addition as in R17 CPA.
Proposal 3: It is not needed to support CPA for selective activation of the cell groups and UE should release CPA configurations after SCG addition.
For intra-SN CPC and inter-SN CPC introduced in Rel-16 and Rel-17 separately, considering different initiating node (MN or SN), CPC can be divided into MN initiated and SN initiated CPC. And the initiating node (MN or SN) indicates a list of candidate target PSCells and associated execution conditions. Based on the previous work in Rel-16 mobility WI and Rel-17 DCCA, the following scenarios can be identified and discussed for SCG selective activation:
Scenario 1: Intra-SN SCG selective activation (including both MN/SN initial)
Scenario 2: Inter-SN SCG selective activation (including both MN/SN initial)
Proposal 4: RAN2 can consider the following scenarios of SCG selective activation:
· Scenario 1: Intra-SN SCG selective activation(including both MN/SN initial)
· Scenario 2: Inter-SN SCG selective activation (including both MN/SN initial)
The flow charts for SCG selective activation (inter-SN) are provided in Annex.
Delta configuration
To reduce the signalling overhead, RAN2 wants to support delta configuration. In legacy CPC procedure, UE can calculated the configuration of the candidate target SCG with reference to current configuration of serving SCG and candidate SCG configuration in CPC configuration, which is the delta configuration the serving SCG. In selective activation of cell groups, the CPC configuration will not be release and reconfigured but the current SCG configuration has been changed after SCG change. Therefore, the whole configuration of candidate SCG cannot be acquired based on current SCG configuration and delta configuration of candidate SCG in CPC configuration. 
According to the differentiation between Rel-17 CPC and Rel-18 SCG selective activation, legacy principle for delta configuration cannot be reused in Rel-18. Which configuration can be referenced for the configuration of selective activation needs to be discussed. To solve the above issue of delta configuration, the following options can be investigated:
Option 1: Network can provide a reference (SCG) configuration for all candidate SCG configurations. 
Option 2: The newly added candidate SCG configuration can be delta of the current serving cell configuration, at the time when the candidate SCG configuration is provided. 
For Option1, UE only needs to store the reference (SCG) configuration which is provided by network, full configuration of each candidate SCG can be calculated referencing to the same reference (SCG) configuration. However, option 2 will require the UE store a long list of “the current serving cell configuration” for each candidate SCG configuration. Hence, Option 1 may be a better way.
Proposal 5: Network can provide a reference (SCG) configuration to UE for all candidate SCG configurations. 
For inter-SN CPC, MN should provide the reference configuration to UE and all candidate T-SNs. T-SNs generate the candidate SCG configuration as the delta of the reference configuration and transmits it to MN. If MN updates the reference configuration, MN need to inform all candidate T-SNs to reconfigure the SCG configuration, and then MN provides the updated reference configuration and CPC configurations to UE. 
Proposal 6: For inter-SN CPC, MN should provide the latest reference configuration to all candidate T-SNs. 
Security
Security of NR-DC with selective activation of the cell groups has been discussed in next meeting but no agreement has been reached for it. The scope of NR-DC with selective activation has been limited to SCG. So, we need to investigate whether there is a security issue in SCG selective activation with high priority. The potential issue of SCG selective activation is that UE may reuse the same security parameters for subsequent SCG switch.
For intra-SN, the same SN key can be reused for subsequent SCG change and there is no security issue without SN change.
Observation 4: There is no security issue for intra-SN SCG selective activation.
For inter-SN mobility, there are two cases need to be investigated about security parameters re-used:
Case 1: The same sk-Counter value is provided for each candidate SCG configuration.
Case 2: Different sk-Counter values are provided for each candidate SCG configuration.
For case 1, Key reuse will occur for every time UE perform subsequent CPC. Even though all candidate SCGs are configured with different sk-Counter values (Case 2), when UE goes back to a previous cell, it will also face the key reuse unless it is not allowed that UE perform subsequent CPC to the same candidate SCG more than once. Due to the unpredictable movement of UE, it is difficult for network to configure appropriate sk-Counter values for each candidate SCG to satisfy the monotonically increment principle of SN Counter as specified in TS 33.501 [3]. Hence, RAN2 need to ask SA3 whether case 2 can be supported and work well.
Observation 5: For inter-SN SCG selective activation, if all candidate SCGs are configured with different sk-Counter values and UE is not allowed to perform subsequent CPC to the same candidate SCG more than once, there is no security issue and the SN key will not be reused.
Observation 6: In the case of each candidate SCG with different sk-Counter values, it is difficult for network to configure appropriate sk-Counter values for each candidate SCG to satisfy the monotonically increment principle of SN Counter.
There are two options can be considered to solve the security issue in Case 1 and Case 2:
Option 1: Network can provide a fresh sk-Counter to UE after SCG change.
Option 2: Network and UE can automatically refresh the sk-Counter using the same criterion after SCG change. i.e. increment by 1.
For case1, the fresh sk-Counter can be used for the subsequent CPC. For case 2, the fresh sk-Counter can be used for the prospective CPC where UE access to the selected candidate SCG again.
Proposal 7: The following options can be considered to solve the security issue in inter-SN SCG selective activation:
· Option 1: Network can provide a fresh sk-Counter to UE after SCG change.
· Option 2: Network and UE can automatically refresh the sk-Counter using the same criterion after SCG change. i.e. increment by 1.
Proposal 8: RAN2 needs to ask SA3 whether the simultaneous existence of multiple candidate SCGs with different sk-Counter values can be supported to achieve subsequent CPC and to evaluate the feasibility of methods in P7.
Conclusions
According to the analysis given above, we have the following observations and proposals:
Proposal 1: To support objective 2 of selective activation of the cell groups, UE should maintain CPC configurations after SCG change.
[bookmark: _Toc502437832]Proposal 2: In selective activation of the cell groups, UE should release CPC configurations after MCG change.
Observation 1: In Rel-17, CPA configurations should be released after SCG addition.
Observation 2: CPA configuration cannot be reused for subsequent CPC after SCG addition.
Observation 3: Maintaining CPA configurations for potential subsequent CPA (UE in NR standalone) results in the waste of resources. 
Proposal 3: It is not needed to support CPA for selective activation of the cell groups and UE should release CPA configurations after SCG addition.
Proposal 4: RAN2 can consider the following scenarios of SCG selective activation:
· Scenario 1: Intra-SN SCG selective activation(including both MN/SN initial)
· Scenario 2: Inter-SN SCG selective activation (including both MN/SN initial)
Proposal 5: Network can provide a reference (SCG) configuration to UE for all candidate SCG configurations. 
Proposal 6: For inter-SN CPC, MN should provide the latest reference configuration to all candidate T-SNs. 
Observation 4: There is no security issue for intra-SN SCG selective activation.
Observation 5: For inter-SN SCG selective activation, if all candidate SCGs are configured with different sk-Counter values and UE is not allowed to perform subsequent CPC to the same candidate SCG more than once, there is no security issue and the SN key will not be reused.
Observation 6: In the case of each candidate SCG with different sk-Counter values, it is difficult for network to configure appropriate sk-Counter values for each candidate SCG to satisfy the monotonically increment principle of SN Counter.
Proposal 7: The following options can be considered to solve the security issue in inter-SN SCG selective activation:
· Option 1: Network can provide a fresh sk-Counter to UE after SCG change.
· Option 2: Network and UE can automatically refresh the sk-Counter using the same criterion after SCG change. i.e. increment by 1.
[bookmark: _GoBack]Proposal 8: RAN2 needs to ask SA3 whether the simultaneous existence of multiple candidate SCGs with different sk-Counter values can be supported to achieve subsequent CPC and to evaluate the feasibility of methods in P7.
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Annex: 
A.2: MN initiated SCG selective activation

Figure 1: MN initiated SCG selective activation (inter-SN)
A.3: SN initiated SCG selective activation

Figure 2: SN initiated SCG selective activation (inter-SN)
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