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1. Introduction
In RAN2#119-e [1], it was agreed that:
· The selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). CPA FFS. 
· Initial focus on SCG

· There is interest to support delta configuration, to reduce the signalling overhead (FFS if some other objective should be achieved)

· FFS how many subsequent conditional changes are targeted (and what is the impact of such assumption). 

· FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).

In this paper, we discuss on some FFSs of selective activation.
2. Discussion
As shown in [2], there is a case that FR1 and FR2 candidate PSCells are allocated in isolation in macro PCell. In this case, especially for the FR2 PSCells, it can be assumed that CPAC would be performed within the macro PCell in subsequent time, so it might not be needed to release CPAC configurations after CPAC successful completion. Therefore, delta signalling seems not to be used in this case.
Observation 1 It can be assumed that there is a case that delta signalling is not used after CPAC successful completion.
In the last meeting, it was agreed for CPC case that selective activation of cell groups is supported after a cell group change. In addition, it was also agreed that there is interest to support delta configuration for selective activation, to reduce the signalling overhead. Whether or not to support selective activation for CPA case is still FFS, but in CPA case full configuration should be needed at least by considering Observation 1. So, we propose:

Proposal 1 RAN2 should discuss how to configure full configuration and delta configuration in CPAC configuration for selective activation if selective activation for CPA is supported.
Furthermore, some companies point out in their contributions of the last meeting that the candidate CG configurations for the legacy delta configuration procedure might be invalid after CG change if these configurations are based on the source CG configuration. One of the solutions to solve this for NW is to prepare a reference configuration which is common among source CG and candidate CGs. For example (see Figure 1 as below), a configuration of CG#1 consists of the reference configuration and Config#A, a configuration of CG#2 consists of the reference configuration and Config#B, and so on. When cell group is changed from CG#1 to CG#2, UE performs delta configuration by releasing Config#A and adding Config#B. As a result, UE can change cell group subsequently without becoming source CG configuration invalid completely.
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Figure 1

Proposal 2 RAN2 should discuss how to enhance the legacy delta configuration procedure for selective activation, for example, using reference configuration.
[image: image1]For security aspect, security key update procedure is specified in clause 5.3.5.7 of [3] as following:
According to this description, if sk-Counter is included in stored CPAC configuration, this sk-Counter is re-used in many times during subsequent CG switch, so some security issues might happen due to the same secondary key derivation.

By considering the above description in clause 6.10.3.1 of 33.501 [4], if the MN wants to re-use the SN Counter (i.e. sk-Counter in [3]) for subsequent CG switch (e.g. the SN Counter is fixed in the CPAC configuration), the MN should refresh the root key to reset the SN Counter to ‘0’ because the secondary key is determined by the SN Counter and the root key. However, it implies that the MN updates the master key every time upon CPAC execution, which might significantly impact PDCP configuration, so we propose
Proposal 3 RAN2 should discuss the mechanism which avoids re-using sk-Counter for subsequent CG switch.
3. Conclusion

In this contribution, we made the following observation and proposals:
Observation 1 It can be assumed that there is a case that delta signalling is not used after CPAC successful completion.
Proposal 1 RAN2 should discuss how to configure full configuration and delta configuration in CPAC configuration for selective activation if selective activation for CPA is supported.
Proposal 2 RAN2 should discuss how to enhance the legacy delta configuration procedure for selective activation, for example, using reference configuration.
Proposal 3 RAN2 should discuss the mechanism which avoids re-using sk-Counter for subsequent CG switch.
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1>	else if this procedure was initiated due to reception of the sk-Counter (UE is in NE-DC, or NR-DC, or is configured with SN terminated bearer(s)):


2>	derive or update the secondary key (S-KgNB or S-KeNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];


2>	derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;


2>	derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;


NOTE 2:	If the UE has no radio bearer configured with keyToUse set to secondary and receives the sk-Counter without any RadioBearerConfig with keyToUse set to secondary, the UE does not consider it as an invalid reconfiguration.





The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 


If the MN decides to release the offloaded connections to the SN and later decides to re-start the offloading to the same SN, the SN Counter value shall keep increasing, thus keeping the computed KSN fresh.


The MN shall refresh the root key of the 5G AS security context associated with the SN Counter before the SN Counter wraps around. Refreshing the root key is done using intra cell handover as described in subclause 6.7.3.3 of the present document. When the root key is refreshed, the SN Counter is reset to '0' as defined above.
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