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1. Introduction
[bookmark: OLE_LINK1]At last meeting, RAN2 discussed NR-DC with selective activation of the cell groups and made the following agreements [1]: 
	· [bookmark: _Hlk115110994][bookmark: _Hlk115029435]The selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). CPA FFS. 
· Initial focus on SCG
· There is interest to support delta configuration, to reduce the signalling overhead (FFS if some other objective should be achieved)
· FFS how many subsequent conditional changes are targeted (and what is the impact of such assumption). 
· [bookmark: _Hlk115110872]FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).


In this contribution, we discussed some open issues on NR-DC with selective activation of the cell groups. 
2. Discussion
2.1 Applicable scenarios
At last meeting, it’s agreed that the selective activation of cell groups should correspond to support of subsequent conditional changes (CPC) after a cell group change (normal or conditional). But it is still FFS whether to support CPA for the selective activation of cell groups. Considering that the NW has provided full candidate cell group configurations for CPA and the CPA candidate cell can also be the target for the subsequent SCG change, it’s reasonable to reuse these candidate cell group configurations for subsequent SCG change after the execution of CPA. Besides, it is also beneficial to keep the CPA candidate cell configurations after the normal PSCell addition, i.e. to be used for the subsequent CPC.
Proposal 1: RAN2 supports subsequent conditional SCG changes (i.e. CPC) after a normal or conditional PSCell addition. 
In Rel-16 and Rel-17, the following types of CPC were introduced:
a. SN initiated intra-SN CPC
b. SN initiated inter-SN CPC
c. MN initiated inter-SN CPC
For Rel-18 subsequent conditional SCG changes, we think all types of CPC could be considered. Considering that SN initiated CPC is usually used for PSCell change caused by coverage problem (e.g. based on A3/A5 events), while MN initiated CPC is initially defined for PSCell change due to load balance (e.g. based on A4/B1 events), SN initiated CPC is more aligned with the objective of frequent cell group changes in FR2 scenario, i.e. small cell. So it’s proposed to consider the support of SN initiated CPC with high priority. 
Observation 1: SN initiated CPC is usually used for PSCell change caused by coverage problem (e.g. based on A3/A5 events), while MN initiated CPC is initially defined for PSCell change due to load balance (e.g. based on A4/B1 events).
Furthermore, for intra-SN CPC, no security key refresh is expected since the cell group change is performed within one CU. So the security issue caused by the switch back to the previous/same candidate cell can be avoided. 
Observation 2: For intra-SN CPC, no security key refresh is required for the subsequent cell group changes within the same SN. The security key issue caused by the switch back to the previous/same candidate cell can be avoided.
Besides, the generation and interaction on execution conditions for the subsequent cell group changes within the same SN is easier, compared to inter-SN CPC case. Thus, it’s proposed to prioritize SN initiated intra-SN CPC.
Observation 3: For intra-SN CPC, the generation and interaction on execution conditions for the subsequent cell group changes within the same SN is easier, compared to inter-SN CPC case.
Proposal 2: RAN2 considers all types of CPC to be applicable for the subsequent conditional SCG changes, with the following priority:
a.	SN initiated intra-SN CPC
b.	SN initiated inter-SN CPC
c.	MN initiated inter-SN CPC
At last meeting, RAN2 made an initial agreement that the support of subsequent conditional cell group change initially focuses on SCG change. However, support of MCG change shall also have some benefit in FR2 scenarios, considering that frequency HO may be performed due to the smaller cell coverage. The overall procedure for subsequent conditional MCG change (i.e. CHO) is similar to the subsequent conditional SCG change (i.e. CPC). Thus, it seems no much extra spec impact is required to support MCG change once the work on SCG change is completed, especially for intra-CU/intra-MN MCG changes. 
Observation 4: The support of subsequent conditional MCG changes shares the same benefits as SCG changes in FR2 scenario. No much extra work is required to support MCG change once the work on SCG change is completed, considering that the overall procedure for CHO and CPC is similar.
Thus, we propose to also consider the support of subsequent conditional MCG changes after a normal or conditional cell group change, at least for intra-CU MCG change scenario. 
Proposal 3: RAN2 also considers to support subsequent conditional MCG changes after a normal or conditional cell group change, at least for intra-CU MCG changes scenario.
2.2 Possible aspects to improve
Issue 1: How to configure multiple candidate cell group configurations?
Regarding how to configure multiple candidate cell groups, delta configuration is excepted to be supported to reduce the signalling overhead. However, the delta configuration for candidate cell groups is usually configured based on the source configuration (i.e. the serving cell configuration when the UE receives RRCReconfiguration message including multiple candidate cell group configurations). When the UE completes one cell group addition or change, i.e. switches to the target cell group, the stored candidate cell group configuration may become invalid. 
Observation 5: In case that the candidate cell group configuration is the delta configuration based on the source configuration, the stored candidate cell group configurations may become invalid after completion of one cell group addition or change. 
In order to keep the stored candidate cell group configurations valid after completion of one cell group addition or change, there are two options can be considered to handle the delta configuration for candidate cell groups.
· Option 1: the UE always stores the baseline or reference configuration, and applies the candidate cell group configuration based on the baseline or reference configuration.
· Option 2: the UE translates the received delta configuration for candidate cell groups into full configuration and stores the translated full configuration.
Each option is a possible way to handle the delta configuration problem. But the option 2 may need larger UE buffer to store full configuration for multiple candidate cell groups. So option 1 is preferred. For option 1, the NW can indicate which configuration is to be used as the baseline/reference configuration, e.g. the source configuration or any other candidate cell group configuration. Then both the NW and the UE shall apply the candidate cell group configuration based on the baseline/reference configuration when the subsequent execution of cell group change, to avoid the configuration misalignment between the UE side and the NW side. 
Proposal 4: The NW indicates which configuration is to be used as the baseline/reference configuration for the delta configuration of candidate cell group configurations, e.g. the source configuration or any other candidate cell group configuration.
Proposal 5: The UE always stores the baseline/reference configuration, and applies the candidate cell group configuration based on the baseline/reference configuration upon the execution of cell group change.
In Rel-16 and Rel-17 CPAC, the UE shall autonomously release all stored candidate cell group configurations upon successful completion of a normal or conditional PSCell addition/change. In order to make full use of the candidate cell group configurations for subsequent cell group change, the UE is required to maintain the candidate cell group configurations after completion of a normal or conditional PSCell addition/change. So the NW should indicate that the UE maintains the candidate cell group configurations, e.g. via an explicit or implicit indication. Furthermore, the NW may want to only keep a subset of candidate cell groups for the subsequent cell group change, e.g. to avoid large resource reserve. So we can further consider whether the NW can also indicate which candidate cell groups are kept or remove upon completion of a normal or conditional cell group addition/change, e.g. introduce a per-cell indication for each candidate cell group configuration.
[bookmark: _Hlk115094752]Proposal 6: The NW indicates that the UE maintains the candidate cell group configurations after completion of a normal or conditional cell group addition/change. FFS whether to indicate per candidate configuration.

Issue 2: How to provide execution conditions for subsequent conditional changes?
[bookmark: _Hlk115096044]For conditional cell group change, execution conditions should be pre-configured by the NW before the UE triggers the execution of cell group change. In the Rel-16 and Rel-17 CPAC, the execution conditions are provided by the MN or the source SN (i.e. source SN for SN initiated CPC, MN for MN initiated CPC), based on the source MCG or SCG measurement configuration. The same principle for execution conditions determination can be applicable to the subsequent conditional cell group change. Namely, the MN decides the execution conditions for the subsequent MN initiated CPC. The (target) SN decides the execution conditions for the subsequent SN initiated CPC.
Proposal 7: For subsequent conditional SCG change, the MN decides execution conditions for the subsequent MN initiated CPC. The (target) SN decides execution conditions for the subsequent SN initiated CPC.
Since the initial execution conditions are provided based on the source configuration, the execution conditions may become invalid after one execution of conditional or normal PSCell addition/change. The NW may need to provide updated or new execution conditions to the UE for the subsequent conditional evaluation. Regarding how to provide the execution conditions for the subsequent cell group change, there are two options:
· Option 1: The NW pre-configures execution conditions for subsequent cell group changes when preparing candidate cell group configurations;
· Option 2: The NW updates execution conditions for subsequent cell group changes after completion of one cell group addition or change.
In option 1, the MN may be required to inform each candidate SN about candidate PSCells prepared by other candidate SNs, e.g. for SN initiated CPC, during CPAC preparation phase. And then the candidate SN generates the execution conditions associated with other candidate PSCells and feedback them to the MN. For MN initiated CPC, the MN may be also required to generate different sets of execution conditions for the subsequent CPC execution, each set is associated with a candidate PSCell. The MN shall provide the execution conditions for subsequent cell group change together with multiple candidate cell group configurations to the UE. Besides, when the MN or the source SN wants to change the candidate cells, each candidate SN may need to be informed to update the execution conditions. In this way, extra and complicated inter-node interaction may be required during CPAC preparation phase. In addition, the MN and candidate SN may rely on the outdated measurement results to configure the execution conditions.
In option 2, when the UE completes the execution of cell group addition or change, the MN or the target SN may need to send an RRC message to update the execution conditions for the subsequent CPC evaluation. For subsequent SN initiated CPC, the (target) SN needs to be informed about the candidate cell information whose configuration are maintained by the UE.
The pros and cons for each option are summarized in the following table:
	
	Pros.
	Cons.

	Option 1
	The execution conditions for subsequent cell group change are pre-configured with candidate cell group configurations. Thus, no additional RRC signalling is required for execution conditions update after completion of one cell group change.
	· Complicated inter-node interaction between MN and candidate SNs may be required during CPAC preparation phase, e.g. for SN initiated CPC, to interact prepared candidate PSCells information and subsequent execution conditions.
· The MN and candidate SNs may rely on the outdated measurement results to configure the execution conditions.

	Option 2
	· No extra inter-node interaction for the subsequent execution condition determination is required during CPAC preparation phase.
· The NW can update the execution conditions for subsequent cell group change based on the latest measurement results.
	Additional RRC signaling is required to update the execution conditions for subsequent cell group change after completion of one cell group addition/change.


Based on the analysis above, it’s proposed to further discuss which option is to be used 
Proposal 8: RAN2 discusses how to provide execution conditions for subsequent cell group changes. Two options can be considered:
· Option 1: The NW pre-configures execution conditions for subsequent cell group changes when preparing candidate cell group configurations;
· Option 2: The NW updates execution conditions for subsequent cell group changes after completion of one cell group addition or change.

Issue 3: How many subsequent conditional changes are targeted?
Regarding how many subsequent conditional changes are targeted, we think no need to define the allowable change times. It could be simply up to the NW implementation. If the subsequent conditional changes are not required or allowed any more, the NW can indicate to release all stored candidate cell group configurations.
Proposal 9: It could be up to the NW implementation how many subsequent conditional changes are targeted, e.g. the NW can explicitly release all stored candidate cell group configurations if subsequent conditional changes are not required or allowed.

Issue 4: Security issue
At last meeting, RAN2 discussed the potential security issue on subsequent conditional changes and listed some FFS issues:
	· FFS whether there is a security issue: e.g. to determine vertical or horizontal key derivation, e.g. security parameters re-used as part of subsequent CG switch (for the case when UE goes back to a previous cell, maybe in another SN), and FFS on the procedure/method with which the UE derives the SN security, e.g. based on a prior MN config (without RRC CPC config at the time of SN switch).



In case that the cell group change across CUs, e.g. inter-SN CPC, the security key refresh is required every time when performing cell group change. It’s assumed different sk-Counter is assigned for each candidate cell group when preparing multiple candidate cell group configurations. However, the UE may switch back to the previous cell in the subsequent cell group changes, but the security parameters (e.g. sk-counter) have been reused. The security key shall not be refreshed based on the current SN key derivation mechanism. Thus, the UE will reuse the same security key to transmit the new date packet with the same cell when switching back to the previous cell, which may cause the security issue due to the reuse of the same key+COUNT+RB ID.
Observation 6: For the cell group change across CUs (e.g. inter-SN CPC), when the UE switches back to the previous cell, the security key refresh for candidate cell groups should be considered, to avoid the security issue caused by the reuse of the same key+COUNT+RB ID. 
In order to avoid frequent security key refresh via RRC signalling after execution of one cell group addition/change, some enhancements on security key refresh should be considered. A possible way is to use the same security key derivation method (e.g. vertical or horizontal key derivation) to derive the new key autonomously at the UE side and the NW side, when the UE switches back to the previous cell. The detailed solution should be further checked and discussed by SA3.
Besides, according to the SN counter derivation principle in TS 33.501 [2], the sk-counter should be monotonically increased by the MN for each additional calculated KSN.
	TS 33.501 v17.7.0
[bookmark: _Toc19634753][bookmark: _Toc26875813][bookmark: _Toc35528564][bookmark: _Toc35533325][bookmark: _Toc45028668][bookmark: _Toc45274333][bookmark: _Toc45274920][bookmark: _Toc51168177][bookmark: _Toc114220790]6.10.3	Establishing the security context between the UE and SN
[bookmark: _Toc19634754][bookmark: _Toc26875814][bookmark: _Toc35528565][bookmark: _Toc35533326][bookmark: _Toc45028669][bookmark: _Toc45274334][bookmark: _Toc45274921][bookmark: _Toc51168178][bookmark: _Toc114220791]6.10.3.1	SN Counter maintenance
*// skip unrelated part //*
The MN shall set the SN Counter to ‘0’ when a new AS root key, KNG-RAN, in the associated 5G AS security context is established. The MN shall set the SN Counter to ‘1’ after the first calculated KSN, and monotonically increment it for each additional calculated KSN. The SN Counter value '0' is used to calculate the first KSN. 


However, when the NW pre-configures sk-counter for each candidate configuration, the NW cannot predict subsequent conditional SCG changes performed by the UE randomly. So it shall be difficult to obey the monotonically increment of sk-Counter principle when preparing candidate cell group configurations. It would be better to check with SA3 whether and how to meet such principle for the execution of subsequent conditional SCG changes.
Observation 7: Based on the current security specs, the sk-counter should be monotonically increased by the MN for each additional calculated KSN. However, it shall be difficult to obey the principle on monotonically increment of sk-Counter when the NW pre-configures sk-counter for each candidate configuration since the subsequent conditional SCG change performed by the UE is unpredictable.
Proposal 10: RAN2 asks SA3 to discuss the following security issues in subsequent conditional changes across CUs (e.g. subsequent inter-SN CPC):
· How to refresh the security key when the UE switches back to the same/previous candidate cell with the reuse of security parameters, e.g. sk-counter;
· Whether and how to meet the requirement on monotonically increment of sk-Counter for the support of subsequent conditional SCG changes.

Issue 5: Triggering mechanism
Currently, the selective activation of cell groups is expected to support of subsequent conditional changes after a cell group change. Namely, the UE based triggering mechanism (e.g. CPAC procedure) for support of subsequent cell group changes is taken as the baseline. But it would be more straightforward and flexible for the NW to indicate which candidate cell groups to be activated/switched, e.g. via RRC signalling or MAC CE. In this way, there is no need to pre-configure execution conditions for subsequent cell group changes. The UE behavior shall become simpler as well since the evaluation of execution conditions is not required. In addition, if delta configuration is supported for the candidate cell group configurations for conditional changes, the same method can be reused for the NW based triggering case to reduce the signalling overhead. We see less work is required to support the NW based triggering mechanism once the UE based triggering mechanism is completed. Thus, we propose to also consider NW based triggering mechanism for support of the selective activation of cell groups.
Proposal 11: RAN2 also considers NW based triggering mechanism for support of the selective activation of cell groups. 
3. Conclusion and proposals
In this contribution, we discussed NR-DC with selective activation of the cell groups with the following observations and proposals:
Proposal 1: RAN2 supports subsequent conditional SCG changes (i.e. CPC) after a normal or conditional PSCell addition. 
Observation 1: SN initiated CPC is usually used for PSCell change caused by coverage problem (e.g. based on A3/A5 events), while MN initiated CPC is initially defined for PSCell change due to load balance (e.g. based on A4/B1 events).
Observation 2: For intra-SN CPC, no security key refresh is required for the subsequent cell group changes within the same SN. The security key issue caused by the switch back to the previous/same candidate cell can be avoided.
Observation 3: For intra-SN CPC, the generation and interaction on execution conditions for the subsequent cell group changes within the same SN is easier, compared to inter-SN CPC case.
Proposal 2: RAN2 considers all types of CPC to be applicable for the subsequent conditional SCG changes, with the following priority:
a.	SN initiated intra-SN CPC
b.	SN initiated inter-SN CPC
c.	MN initiated inter-SN CPC
Observation 4: The support of subsequent conditional MCG changes shares the same benefits as SCG changes in FR2 scenario. No much extra work is required to support MCG change once the work on SCG change is completed, considering that the overall procedure for CHO and CPC is similar.
Proposal 3: RAN2 also considers to support subsequent conditional MCG changes after a normal or conditional cell group change, at least for intra-CU MCG changes scenario.
Observation 5: In case that the candidate cell group configuration is the delta configuration based on the source configuration, the stored candidate cell group configurations may become invalid after completion of one cell group addition or change. 
Proposal 4: The NW indicates which configuration is to be used as the baseline/reference configuration for the delta configuration of candidate cell group configurations, e.g. the source configuration or any other candidate cell group configuration.
Proposal 5: The UE always stores the baseline/reference configuration, and applies the candidate cell group configuration based on the baseline/reference configuration upon the execution of cell group change.
Proposal 6: The NW indicates that the UE maintains the candidate cell group configurations after completion of a normal or conditional cell group addition/change. FFS whether to indicate per candidate configuration.
Proposal 7: For subsequent conditional SCG change, the MN decides execution conditions for the subsequent MN initiated CPC. The (target) SN decides execution conditions for the subsequent SN initiated CPC.
Proposal 8: RAN2 discusses how to provide execution conditions for subsequent cell group changes. Two options can be considered:
· Option 1: The NW pre-configures execution conditions for subsequent cell group changes when preparing candidate cell group configurations;
· Option 2: The NW updates execution conditions for subsequent cell group changes after completion of one cell group addition or change.
Proposal 9: It could be up to the NW implementation how many subsequent conditional changes are targeted, e.g. the NW can explicitly release all stored candidate cell group configurations if subsequent conditional changes are not required or allowed.
Observation 6: For the cell group change across CUs (e.g. inter-SN CPC), when the UE switches back to the previous cell, the security key refresh for candidate cell groups should be considered, to avoid the security issue caused by the reuse of the same key+COUNT+RB ID. 
Observation 7: Based on the current security specs, the sk-counter should be monotonically increased by the MN for each additional calculated KSN. However, it shall be difficult to obey the principle on monotonically increment of sk-Counter when the NW pre-configures sk-counter for each candidate configuration since the subsequent conditional SCG change performed by the UE is unpredictable.
Proposal 10: RAN2 asks SA3 to discuss the following security issues in subsequent conditional changes across CUs (e.g. subsequent inter-SN CPC):
· How to refresh the security key when the UE switches back to the same/previous candidate cell with the reuse of security parameters, e.g. sk-counter;
· Whether and how to meet the requirement on monotonically increment of sk-Counter for the support of subsequent conditional SCG changes.
[bookmark: _GoBack]Proposal 11: RAN2 also considers NW based triggering mechanism for support of the selective activation of cell groups. 
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