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1	Introduction
The WID on Rel-18 network-controlled repeaters holds the following objectives [1]:

	Specify the solution of network-controlled repeater management (i.e., the identification and authorization/validation of NCR) [RAN3, RAN2]
· NOTE: Down-selection of solutions in section 8 of TR 38.867 is needed taking into account the feedback of other working groups (i.e., SA3 and SA5). From a security point of view, the feasibility of NCR validation procedure in solution 1 and the feasibility of solution 2 will be decided by SA3.The selected solution shall provide inter-vendor interoperability.



This contribution discusses the four solutions of NCR management in TR 38.867 [2]. This contribution also discusses parent selection of the NCR.
2	Solution 1: RAN-based authorization
Solution 1 aims to perform both indication and authorization of NCR functionality in the RAN. The NCR-MT connects to the CN like a regular UE, and the CN remains agnostic to the NCR functionality.
Indication of NCR functionality in RAN:
The indication of NCR functionality in RAN is easily done by including an NCR flag into one of Msg5 or the UE capability message of the NCR-MT.
Authorization of NCR functionality in RAN:
To authorize the NCR functionality of the NCR, the NCR needs to provide the gNB with a verifiable identifier or credential. This has two steps:
· Identification step: The NCR provides an NCR identifier to the gNB. This step requires:
· Defining the NCR identifier. The identifier should be sufficiently long to unambiguously identify the NCR
· Configuring the NCR identifier on the NCR by OAM
· Sending the NCR identifier to the gNB via OTA signaling

· Authentication step: The gNB verifies the NCR identifier received in the identification step. This step requires:
· Configuring (and maintaining) an “NCR subscription table” on the gNB via OAM
· Verifying the NCR identifier by the gNB using the NCR subscription table
· Indicating NCR authorization via OTA signaling
Note: Providing secure authorization of NCR functionality is up for SA3 decision and may add additional steps.
The main complication of authorizing the NCR functionality in RAN comes from the management of NCR subscriptions and support of authentication in the gNB. Such functionalities in 3GPP are commonly handled by the CN entities including the UDM, AUSF and UDR. Replicating this CN functionality in RAN adds unnecessary complexity . Further, additional OAM-based configuration is neededwhich further adds OPEX. This is independent of secure or non-secure authorization of the NCR functionality, which is SA3’s scope.
Observation 1: RAN-based authorization of NCR functionality in Solution 1 includes an identification step and an authentication step.
Observation 2: The NCR authentication step in Solution 1 requires replicating CN-based authorization in RAN which adds unnecessary complexity and OAM procedures.
Observation 3: The complexity of the RAN-based NCR authorization may further increase if SA3 requires additional security.
Based on the above, Solution 1 should be dismissed.
Proposal 1: RAN2 to deprioritize Solution 1 for NCR management in TR 38.867
3	Solution 2: OAM-based authorization
In this solution, the NCR provides NCR credentials in a container to OAM via the gNB. The OAM then authorizes the NCR based on the credentials using a proprietary mechanism.
The NCR WID [1] requires that inter-vendor interoperability is supported. This implies that gNB and NCR can be provided by different vendors and therefore use separate OAMs.
This leads to the following options:
· Option 1: The gNB’s OAM can authorise an NCR of a different vendor. This assumption is typically not valid.
· Option 2: The gNB can connect to the OAM of a different vendor’s NCR. This assumption is typically not valid.
· Option 3: The gNB’s OAM is the same as the NCR’s OAM. This assumption does not support inter-vendor operability, as required in the WID [1].  
Observation 4: Solution 2 does not meet the WID requirement for inter-vendor operability.
TR 38.867 [2] further states that for Solution 2 the “CN is absent.” This means the NCR-MT is never authorized by the CN. However, such authorization is needed to derive the security keys KRRCint and KRRCenc to secure the RRC connection of the NCR-MT. This implies all RRC signaling of the NCR-MT including the NCR configuration via RRC cannot be secured which is in violation of TS 33.501 [3]. This is independent of whether the authorization of NCR functionality must be secured, which is presently pending SA3. 
Observation 5: Solution 2 does not secure the RRC connection of the NCR-MT which is in violation of TS 33.501. 
Based on the above, Solution 2 should be dismissed.
Proposal 2: RAN2 to deprioritize Solution 2 for NCR management in TR 38.867
4	Solutions 3 and 4: CN-based authorization
Solution 3 leverages the IAB mechanism for identification and authorization of the NCR. In this procedure, the NCR is authorized by the CN based on the NCR’s subscription data. RAN2 only has to specify an NCR indicator in Msg 5.
Solution 4 leverages the V2X mechanism for identification and authorization of the NCRIn this procedure, the NCR is also authorized by the CN based on the NCR’s subscription data. This procedure has no impact on RAN2 scope.
The down-selection between Solutions 3 and 4 should  be handled in RAN3.
Proposal 3: No RAN2 issues are identified for Solutions 3 and 4. The down-selection between these two solutions should be handled by RAN3.
5	Parent selection of NCR
The gNB needs additional functionality for the support of NCR operation. It cannot be expected that all gNBs will support this functionality. When the NCR integrates into the network, it needs to select a gNB that supports NCR operation. This could be based on broadcasting an “NCR-Support” indication in SIB1 as in IAB.
Proposal 4: An “NCR-Support” indication is broadcasted in SIB1 to assist the parent selection of the NCR.
Conclusion
This contribution discussed the four solutions of NCR management in TR 38.867 [2]. This contribution also discussed parent selection of the NCR. The following observations and proposals have been made:

Observation 1: RAN-based authorization of NCR functionality in Solution 1 includes an identification step and an authentication step.
Observation 2: The NCR authentication step in Solution 1 requires replicating CN-based authorization in RAN which adds unnecessary complexity and OAM procedures.
Observation 3: The complexity of the RAN-based NCR authorization may further increase if SA3 requires additional security.
Observation 4: Solution 2 does not meet the WID requirement for inter-vendor operability.
Observation 5: Solution 2 does not secure the RRC connection of the NCR-MT which is in violation of TS 33.501. 

Proposal 1: RAN2 to deprioritize Solution 1 for NCR management in TR 38.867
Proposal 2: RAN2 to deprioritize Solution 2 for NCR management in TR 38.867
Proposal 3: No RAN2 issues are identified for Solutions 3 and 4. The down-selection between these two solutions should be handled by RAN3.
Proposal 4: An “NCR-Support” indication is broadcasted in SIB1 to assist the parent selection of the NCR.
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