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1	Introduction
In this contribution we touch upon SA3’s LS concerning the authenticity and replay protection of system information, which can be found in R2-2206976 [1].
We additionally, propose an approach to address what is suggested by SA3.
[bookmark: _Ref178064866]2	Discussion
2.1	Context
In the LS, RAN2 is informed that SA3 is studying how to enhance 5GS to mitigate false base stations. Among the identified Key Issues of their Study lies one which points to the authenticity and replay protection of System Information (SI). On this matter, RAN2 has been asked:
	1. How many bytes in each of the existing SIBs can be used to carry additional security information?
2. What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
3. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?



2.2	Addressing SA3’s questions
2.2.1	Available space in each SIB
To answer the first question, one should first focus on the physical layer limitation imposed to SIB1 or the SI message size. On this matter, the following is captured in clause 5.2.1 in TS 38.331:
	NOTE:	The physical layer imposes a limit to the maximum size a SIB can take. The maximum SIB1 or SI message size is 2976 bits.



However, different SIBs carry different information and hence, have different sizes. Even more so, depending on different scenarios, a same SIB can carry different amount of information, e.g., SIB1 can broadcast more (or less) PLMNs in one deployment against another. This implies that the available space for additional security information within each SIB varies from case to case.
Hence, to fully answer the question, RAN2 would need to analyse all configuration scenarios for each SIB, and the different combination of SIBs that could eventually be transmitted within a SystemInformation message (let us recall that SIB2 to SIB21 can be bundled in the SystemInformation message).
Therefore, we believe that there is no direct answer to this question, as RAN2 would have to carry out a complex analysis in order to have a clear picture of what is requested by SA3.
[bookmark: _Hlk110953853][bookmark: _Toc111016974]RAN2 is not able to answer the exact available information that can be included in each SIB for security purposes. Such task is complex and can incur in a high workload for RAN2. 

2.2.2	Discussion around a new SIB
Questions 2 and 3 in the LS have no short answer either.
Regarding Question 2. RAN2 can “always” introduce a new SIB depending on the purpose, the urgency, and the (specification) impact of it. Then again, and going back to what is discussed above, depending on how much information such new SIB would carry lies the amount of available space that would be needed to convey security-related information.
Regarding Question 3. SIBs can indeed have different periodicity depending, e.g., on the use cases. But then again, the impact or the design would depend on the purpose of the information that is carried by the SIB.
In this sense, in order for RAN2 to be able to provide sound answers to SA3’s queries, detailed problems, information and objectives should also be provided to RAN2 in order to outline the specification design to what is required by SA3.
Accordingly, RAN2 could take an alternative approach to that suggested by SA3, while still eventually achieving the same objective. 
[bookmark: _Toc111016975]Assessing the available space in existing SIBs to accommodate security information, or introducing a new SIB to carry such information, may not be the only way to protect System Information.

2.3	Proposed alternative approach
SA3 suggested these approaches:
1. adding additional security information into each particular SIB, or
2. introducing a new SIB to carry security-related information,
On approach 1: adding information to each SIB would have large specification impact in RAN2 and, RAN2 would have to repeat the task of adding the security information related fields in each future SIB.
On approach 2: adding a new SIB which should carry the security information for other SIBs would mean that the UE would first receive SIB X but would have to wait to later receive the related security information that is carried in a different SIB, which likely is scheduled in a different SI message.
A more RAN2-centric approach to the problem is instead to add the security information directly into the SytemInformation message, as seen in the example below. One could make the security information apply to all SIBs that are transmitted in one SI-message without having to repeat the information within each SIB. It should be noted though that with this approach (compared to approach 1 above) either all or none of the SIBs in the SI message are protected, but that should most likely not be a problem (SA3 could confirm). And in comparison, to approach 2, each SI-message would be self-contained meaning that the UE would need to wait for a later SI-message to be able to validate the authenticity of a SIB.
SystemInformation message
-- ASN1START
-- TAG-SYSTEMINFORMATION-START

SystemInformation ::=               SEQUENCE {
    criticalExtensions                  CHOICE {
        systemInformation                   SystemInformation-IEs,
        criticalExtensionsFuture-r16    CHOICE {
            posSystemInformation-r16        PosSystemInformation-r16-IEs,
            criticalExtensionsFuture        SEQUENCE {}
        }
    }
}

SystemInformation-IEs ::=           SEQUENCE {
    sib-TypeAndInfo                     SEQUENCE (SIZE (1..maxSIB)) OF CHOICE {
        sib2                                SIB2,
        sib3                                SIB3,
        sib4                                SIB4,
        sib5                                SIB5,
        sib6                                SIB6,
        sib7                                SIB7,
        sib8                                SIB8,
        sib9                                SIB9,
        ...,
        sib10-v1610                         SIB10-r16,
        sib11-v1610                         SIB11-r16,
        sib12-v1610                         SIB12-r16,
        sib13-v1610                         SIB13-r16,
        sib14-v1610                         SIB14-r16,
        sib15-v1700                         SIB15-r17,
        sib16-v1700                         SIB16-r17,
        sib17-v1700                         SIB17-r17,
        sib18-v1700                         SIB18-r17,
        sib19-v1700                         SIB19-r17,
        sib20-v1700                         SIB20-r17,
        sib21-v1700                         SIB21-r17
    },
    lateNonCriticalExtension            OCTET STRING                        OPTIONAL,
    nonCriticalExtension                SystemInformation-r18-IEs 			OPTIONAL,

SystemInformation-r18-IEs ::=       SEQUENCE {
	securityInfo						SecurityInfo						OPTIONAL,
	nonCriticalExtension                SEQUENCE {}                         OPTIONAL
}

-- TAG-SYSTEMINFORMATION-STOP
-- ASN1STOP

Furthermore, this approach reduces specification complexity. On this matter, if one “security information” is added to each SIB, then the specification needs to be updated to add such information in each (current and future) SIB.
[bookmark: _Toc111016976]In contrast to SA3’s suggested approach, bundling a single security-related information to all SIBs that are carried within one SI-message reduces the overhead and specification complexity.  

Now lies the question on whether the above would serve SA3 needs. However, it is worth mentioning, that the above approach could be extended to cover a broader number of cases as it could be inferred from SA3’s LS. 
At this point though, we believe that it would not only be important to respond to SA3 questions and request for more information in order to design a solution within RAN2. But also, communicate our thoughts and the alternative approach presented above to see if it meets what they are looking for. 
[bookmark: _Toc111016972]Reply the LS including RAN2’s thoughts on the matter (i.e., complexity of the solution suggested by SA3) and the alternative approach proposed in this contribution.
[bookmark: _Toc111016973]Agree to the LS included in the Annex of this contribution. 

[bookmark: _Ref189046994]3	Conclusion
In the previous sections we made the following observations: 
Observation 1	RAN2 is not able to answer the exact available information that can be included in each SIB for security purposes. Such task is complex and can incur in a high workload for RAN2.
Observation 2	Assessing the available space in existing SIBs to accommodate security information, or introducing a new SIB to carry such information, may not be the only way to protect System Information.
Observation 3	In contrast to SA3’s suggested approach, bundling a single security-related information to all SIBs that are carried within one SI-message reduces the overhead and specification complexity.

Based on the discussion in the previous sections we propose the following:
Proposal 1	Reply the LS including RAN2’s thoughts on the matter (i.e., complexity of the solution suggested by SA3) and the alternative approach proposed in this contribution.
Proposal 2	Agree to the LS included in the Annex of this contribution.
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1	Overall description
RAN2 would like to thank SA3 for their LS on authenticity and replay protection of system information in S3-221700 (R2-2206976).
RAN2 has discussed the issue and would like to provide our views on the matter.
First of all, we would like to address your questions. 
1. How many bytes in each of the existing SIBs can be used to carry additional security information?
Answer: RAN2 is not able to provide the exact available information that can be included in each SIB for security purposes. The physical layer imposes a limit to the maximum size a SIB or SI-message can take. The maximum SIB1 or SI message size is 2976 bits. However, different SIBs carry different information and hence have different sizes, while it also depends on deployments.
2. What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
3. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?
Answer to Q2 and Q3: As seen above, RAN2 is not able to provide the exact available information that can be included in a SIB for security purposes. According to the limit imposed by the physical layer, if this new SIB is scheduled in its own SI-message it means that the maximum size is 2976 bits.
It should be noted that if the security information is sent in a separate new SIB (which carries security information for other SIBs) it would in general mean that the UE gets the security information at a different time than the SIB that the information applies to.
Regarding the periodicities, the NR specification supports the following SI-message transmission periodicities: 80, 160, 320, 640, 1280, 2560, 5120 milliseconds.
RAN2 did discuss a different approach than to add the security information in each SIB or to introduce a new SIB for this purpose. From a RAN2 signalling point of view, there are some benefits to instead add the security information in the SI-message container that carries the SIBs. It has the benefits that the security information does not have to be added to each SIB, and the security information for a SIB always arrives together with the associated SIBs. RAN2 seeks SA3’s input on this alternative approach.
2	Actions
To: SA3 
ACTION: 	Please kindly consider the information provided above and answer whether the proposed approach is such that allows to meet SA3’s objectives. 

3	Dates of next TSG RAN WG 2 meetings
RAN2#119bis-e	10 -19 October 2022			Online
RAN2#120		14 -18 November 2022		Canada
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