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1. Introduction
There is an LS from SA3 on authenticity and replay protection of system information, in which SA3 seek for feedback on some questions. In this contribution, we analyse the potential RAN2 impacts and propose corresponding RAN2 answers to the SA3 questions.
2. Discussion
[bookmark: _Toc57376961]In the received LS [1], SA3 asked the following questions:
1. How many bytes in each of the existing SIBs can be used to carry additional security information? 
2. What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
3. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?
To answer the questions, two aspects needs to be considered: 1. The size required for the security related information in the SA3 solutions; 2. From RAN2 perspective, whether new SIB or existing SIB is feasible/suitable for the SA3 solutions.
1. The size of the security related information in the SA3 solutions
In SA3 TR 33.806, the solutions for KI#2 on the authenticity and replay protection of System Information propose to broadcast the security information including timestamps, digital signatures, and/or public keys. The time stamp is of 4 bytes, the length of the signature may be different depending on the algorithm used, e.g.  64 bytes ~ 2420 bytes, and the public keys is not required to be broadcasted in some solutions while in other solutions it is broadcast with the possible size of 58.8 kB  ~  1312 bytes. Whether the information is to be included in the existing SIB(s) or new SIB(s) does not have much impact on the solutions from feasibility-wise. 
Observation 1: According to SA3 TR 33.806, the length of the security related information to be included in SIB (regardless of existing SIB or new SIB) is at least 68 bytes and could be up to 2424 bytes.
2. From RAN2 perspective, whether new SIB or existing SIB is feasible/suitable
As captured in TS 38.331, duo to the physical layer restriction on the transmission size, the maximum SIB1 or SI message size is 2976 bits (372 bytes). In later releases of LTE, for some SIBs the specified fields in total already exceed the maximum size, and it is up to network implementation to omit some fields to ensure the size of SIBs does not exceed the upper limit. This may be the case in NR as well. Furthermore, for SIB1 the size in field deployment should be less than the upper limit in order to have good coverage. Adding new bits in SIB1 will impact the cell coverage. For other SIBs, there may be room left for now, but we need to reserve space for extensions in future releases, especially for SIB2/3/4. Therefore we don’t prefer to include additional security information in the existing SIBs. 
In addition, from ASN.1 coding point of view we wonder how it works to carry security information in existing SIBs. According to SA3 solutions, the whole MIB/SIBs are taken as part of the inputs to generate digital signature. In this case, we assume it should be the data stream after ASN.1 coding. Then it is not feasible to put the security information back to MIB/SIBs. On the other hand, if part of SIB (before ASN.1 coding) is taken as the inputs, which fields/IEs are to be used needs further discussion, which would be not so straightforward because there are many IEs introduced in different release and UE may not support them all. There would be no such issues for new SIB.
Based on above analyse, it is more suitable to introduce new SIB(s) to carry security related information for authenticity and replay protection of System Information in SA3 solutions, instead of using existing SIB(s). This can be reflected in the reply LS when answering Q1 so that SA3 can take it into account in their further discussion.
Observation 2: From RAN2 perspective, it is recommended to introduce a new SIB to carry the security related information instead of using the existing SIBs, considering the size limitation and the possible further extensions.
Proposal 1: In the reply LS to SA3, RAN2 to answer Q1 as: it is recommended to introduce a new SIB to carry the security related information instead of using the existing SIBs, considering the size limitation and the possible further extensions.
Regarding Q2 and Q3 on introducing a new SIB, the generic NR system information mechanism can support introducing new SIB and the on-demand SI request mechanism can be applied to the new SIB. Assuming the new SIB is used to validate the security of existing SIBs, the UE needs acquire the new SIB and the to-be-validated existing SIB before the UE can validate it. Then for the question of whether the acquisition of the new SIB will cause additional delay, it depends on the periodicity of the new SIB and whether the new SIB is broadcasted already or on-demand procedure is required.  Following the size limitation as the same as SIB1 or existing SI message, 372 bytes can be used to carry security information at maximum in a new SIB. 
Proposal 2: In the reply LS to SA3, RAN2 to answer Q2 as: From RAN2 perspective, a new SIB can be introduced to carry security information, and it can be requested by a UE in the same manner as the existing on-demand SI mechanism. In this new SIB, 372 bytes can be used to carry security information at maximum.
As for the third question, the current SI scheduling mechanism can be used to schedule new SIB directly and the scheduling period can be 80, 160, 320, 640, 1280, 2560, 5120ms. We don’t see additional impact unless the new SIB has some special requirement.
Proposal 3: In the reply LS to SA3, RAN2 to answer Q3 as: the current SI scheduling mechanism can be used to schedule the new SIB and the scheduling period can be 80, 160, 320, 640, 1280, 2560, 5120 ms.
3. Conclusion
In this contribution, we discuss the questions from SA3, and give our proposed answers as below:
Observation 1: According to SA3 TR 33.806, the length of the security related information to be included in SIB (regardless of existing SIB or new SIB) is at least 68 bytes and could be up to 2424 bytes.
Observation 2: From RAN2 perspective, it is recommended to introduce a new SIB to carry the security related information instead of using the existing SIBs, considering the size limitation and the possible further extensions.
[bookmark: _GoBack]Proposal 1: In the reply LS to SA3, RAN2 to answer Q1 as: it is recommended to introduce a new SIB to carry the security related information instead of using the existing SIBs, considering the size limitation and the possible further extensions.
Proposal 2: In the reply LS to SA3, RAN2 to answer Q2 as: From RAN2 perspective, a new SIB can be introduced to carry security information, and it can be requested by a UE in the same manner as the existing on-demand SI mechanism. In this new SIB, 372 bytes can be used to carry security information at maximum.
Proposal 3: In the reply LS to SA3, RAN2 to answer Q3 as: the current SI scheduling mechanism can be used to schedule the new SIB and the scheduling period can be 80, 160, 320, 640, 1280, 2560, 5120 ms.
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