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1. [bookmark: OLE_LINK14][bookmark: OLE_LINK13]Introduction
[bookmark: _Hlk53665621]SA3 has discussed authenticity and replay protection of system information [1] and sent Ls to RAN2 with the following questions:

	SA3 would like to seek feedback from RAN2 on the following questions: 
1.  How many bytes in each of the existing SIBs can be used to carry additional security information?
1. [bookmark: _GoBack]What are the impacts of introducing a new SIB for carrying security information that can be requested by a UE on demand to validate the security of existing SIBs? How many bytes in this new SIB can be used to carry security information at maximum? 
1. What are the impacts of scheduling a new SIB so that a UE can acquire the new SIB to validate the security of existing SIBs? More specifically, what periodicity can this new SIB be broadcasted?


In this contribution, we will discuss the above SA2 questions and provide our view on RAN2 potential response.
2. Discussion
2.1. SIB or SI message size limitation
Before answering SA3 question 1: How many bytes in each of the existing SIBs can be used to carry additional security information, the current SIBs message should be considered. Based on RAN2 TS 38.331, the SIBs message size has the following limitation as below:
	NOTE:	The physical layer imposes a limit to the maximum size a SIB can take. The maximum SIB1 or SI message size is 2976 bits.


The maximum size limit of SIBs message is 2976 bits. Any new field addition in SIBs message to carry additional security information should comply with this SIB1s message limit. 
Thus,
1. Any new field addition in SIBs message to carry additional security information should comply with the maximum SIBs message size limit of 2976 bits.
To answer SA3 question1, the following two options can be considered:
· Option 1: Remove optional field(s) in SIB1~SIB21 and use the remaining bits to carry additional security information for SIB1 protection.
· Option 2: in SIB 1~ SIB21, consider current remaining bits to field in additional security information for SIB1 protection.
On Option 1, it may be considered as viable approach, but removing some SIBs message optional fields may impact standalone network functioning.
On Option 2, it seems simple as all current SIBs message content can broadcast. But, the remaining bits in SIBs message may not be sufficient to carry additional security information. additionally, this may not be appropriate as each SIB2 ~ SIB21 is used for a specific purpose rather than security purpose. 
1. Reusing current removing SB(s) bits may not sufficient or adequate to carry additional security information, that may be hundreds to thousand bits, for SIB protection.
2.2. Impacts of introducing a new SIB
As LS mentioned, a new SIB can be considered to carry security information for SIBs protection. As the maximum size of SIB is 2976 bits, the new SIB size should comply with this size limitation. Based on the SIB size, if the SIB content size may exceed 2976 bits, a SIB segmentation can be considered as some SIB such as SIB12 already supports SIB segmentation as shown below[2]:
SIB12-r16 ::=                 SEQUENCE {
    segmentNumber-r16             INTEGER (0..63),
    segmentType-r16               ENUMERATED {notLastSegment, lastSegment},
    segmentContainer-r16          OCTET STRING
}
As the maximum of SIB(s) broadcast is 2976 bits, the size content of SIB12 can be up to 2976*64 = bits. If the content size of the new SIB for SIB(s) security protection exceeds 2976 bits, SIB segmentation can be applied. This segmentation may induce additional delay of broadcasting the new SIB. Additionally, the delay to transmit new security segmented SIB may have some impact on security validity, as longer security information broadcasting mat result in security information received outside of security validity window.
1. Impact of introducing new SIB to carry security information may be that SIB segmentation and its relative security validity resulting from SIB segmentation delay
2.3. Impacts of scheduling a new SIB
Current SI is scheduled in TS 38.331[2] as follows：
–	SI-SchedulingInfo
The IE SI-SchedulingInfo contains information needed for acquisition of SI messages.
SI-SchedulingInfo information element
-- ASN1START
-- TAG–SI-SCHEDULINGINFO-START
 
SI-SchedulingInfo ::=               SEQUENCE {
    schedulingInfoList                  SEQUENCE (SIZE (1..maxSI-Message)) OF SchedulingInfo,
    si-WindowLength                     ENUMERATED {s5, s10, s20, s40, s80, s160, s320, s640, s1280},
    si-RequestConfig                    SI-RequestConfig        OPTIONAL,  -- Cond MSG-1
    si-RequestConfigSUL                 SI-RequestConfig        OPTIONAL,  -- Cond SUL-MSG-1
    systemInformationAreaID             BIT STRING (SIZE (24))  OPTIONAL,   -- Need R
    ...
}
 
SchedulingInfo ::=                  SEQUENCE {
    si-BroadcastStatus                  ENUMERATED {broadcasting, notBroadcasting},
    si-Periodicity                      ENUMERATED {rf8, rf16, rf32, rf64, rf128, rf256, rf512},
    sib-MappingInfo                     SIB-Mapping
}
 
SIB-Mapping ::=                     SEQUENCE (SIZE (1..maxSIB)) OF SIB-TypeInfo
 
SIB-TypeInfo ::=                    SEQUENCE {
    type                                ENUMERATED {sibType2, sibType3, sibType4, sibType5, sibType6, sibType7, sibType8, sibType9, sibType10-v1610, sibType11-v1610, sibType12-v1610, sibType13-v1610, sibType14-v1610, spare3, spare2, spare1,... },
    valueTag                            INTEGER (0..31)       OPTIONAL, -- Cond SIB-TYPE
    areaScope                           ENUMERATED {true}     OPTIONAL -- Need S
}
 
-- TAG-SI-SCHEDULINGINFO-STOP
-- ASN1STOP

	SchedulingInfo field descriptions

	areaScope
Indicates that a SIB is area specific. If the field is absent, the SIB is cell specific.

	si-BroadcastStatus
Indicates if the SI message is being broadcasted or not. Change of si-BroadcastStatus should not result in system information change notifications in Short Message transmitted with P-RNTI over DCI (see clause 6.5). The value of the indication is valid until the end of the BCCH modification period when set to broadcasting.

	si-Periodicity
Periodicity of the SI-message in radio frames. Value rf8 corresponds to 8 radio frames, value rf16 corresponds to 16 radio frames, and so on.


 
SIs are scheduled and periodically broadcast with period from 8 radio frames (rf8) to rf512. Similarly, the new SIB can also be scheduled and periodically broadcast with period from rf8 to rf512. And additionally, this period can be extended to include more period for the new SIB for security protection.
1. Current SI-SchedulingInfo can be reused as baseline for scheduling of the new SIB carrying security information for SIBs protection.
3. Conclusion
In this paper, the following observations and proposal are given:
Observation 1 Any new field addition in SIBs message to carry additional security information should comply with the maximum SIBs message size limit of 2976 bits.
Observation 2 Reusing current removing SB(s) bits may not sufficient or adequate to carry additional security information, that may be hundreds to thousand bits, for SIB protection.
Observation 3 Impact of introducing new SIB to carry security information may be that SIB segmentation and its relative security validity resulting from SIB segmentation delay
Observation 4 Current SI-SchedulingInfo can be reused as baseline for scheduling of the new SIB carrying security information for SIBs protection.
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