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1	Introduction
According to the LS received by RAN2 in [1], RAN3 is asking the security can be updated for a DRB in case the security algorithm signalled by the AMF to the target gNB are not matching. In this contribution, the question received from RAN3 is addressed and is also clarified how the security is changed for a DRB according to current RRC specification.
[bookmark: _Ref178064866]2	Discussion
The scenario described in the RAN3 LS in [1] it is when at Xn handover the SMF sends its locally stored UE's UP security policy of the corresponding PDU sessions to the target gNB via Path Switch Request Acknowledge message. If this UE's UP security policy does not match the one ongoing in the target gNB, this shall initiate an intra-cell handover procedure in order to change the security algorithm at the UE.
According to this, what RAN3 is asking in [1] is to provide feedback whether the enabling/disabling of ciphering or integrity protection of one or multiple DRBs can be achieved by intra-cell handover within one RRC reconfiguration message.
Going through the LS, it seems that the RAN3 understanding on how the gNB can change the security at the UE is that this should be done by releasing and adding a DRB with the same DRB ID. However, even this could be a possible option that is not prevented by current RRC signalling, looking at what is currently stated in TS 38.331, clause 5.3.1.2, the change of RRC integrity protection and ciphering can only be changed with a reconfiguration with sync procedure.
----------------------------------- TS 38.331 --------------------------------
[bookmark: _Toc60776738][bookmark: _Toc83739693]5.3.1.2	AS Security
The integrity protection and ciphering algorithms can only be changed with reconfiguration with sync. The AS keys (KgNB, KRRCint, KRRCenc, KUPint and KUPenc) change upon reconfiguration with sync (if masterKeyUpdate is included), and upon connection re-establishment and connection resume.
-----------------------------------------------------------------------------------
This is also confirmed by the ASN.1 where the UE derives new keys based on the newly received security algorithm is those are included in the RadioBearerConfig IE within the RRCReconfiguration message.
----------------------------------- TS 38.331 --------------------------------
RRCReconfiguration-v1530-IEs ::=            SEQUENCE {
    masterCellGroup                         OCTET STRING (CONTAINING CellGroupConfig)                              OPTIONAL, -- Need M
    fullConfig                              ENUMERATED {true}                                                      OPTIONAL, -- Cond FullConfig
    dedicatedNAS-MessageList                SEQUENCE (SIZE(1..maxDRB)) OF DedicatedNAS-Message                     OPTIONAL, -- Cond nonHO
    masterKeyUpdate                         MasterKeyUpdate                                                        OPTIONAL, -- Cond MasterKeyChange
    dedicatedSIB1-Delivery                  OCTET STRING (CONTAINING SIB1)                                         OPTIONAL, -- Need N
    dedicatedSystemInformationDelivery      OCTET STRING (CONTAINING SystemInformation)                            OPTIONAL, -- Need N
    otherConfig                             OtherConfig                                                            OPTIONAL, -- Need M
    nonCriticalExtension                    RRCReconfiguration-v1540-IEs                                           OPTIONAL
}

	Conditional Presence
	Explanation

	MasterKeyChange
	This field is mandatory present in case masterCellGroup includes ReconfigurationWithSync and RadioBearerConfig includes SecurityConfig with SecurityAlgorithmConfig, indicating a change of the AS security algorithms associated to the master key. If ReconfigurationWithSync is included for other cases, this field is optionally present, need N. Otherwise the field is absent.



-----------------------------------------------------------------------------------
Therefore, it would be for RAN2 to clarify to RAN3 that, in case the security algorithms need to be updated on the UE, the current procedure to be used is a reconfiguration with sync. Further, whether this is done within one RRC message (i.e., RRCReconfiguration message), it is good to clarify that this can be done within one message and there is no requirement for the network to first release the DRB and then re-add the DRB with the same DRB ID.
[bookmark: _Toc85723703]According to current TS 38.331, when a change of the security algorithms for a DRB is needed, there is no requirement for the network to release and add a DRB (with the same DRB ID).
[bookmark: _Toc85723704]According to current TS 38.331, clause 5.3.1.2, the integrity protection and ciphering algorithms can only be changed with a reconfiguration with sync.
According to the above discussion, it is good to reply to RAN3 that when a change of the security algorithms for a DRB is needed, the network should do it via a reconfiguration with sync and that this imply that only one RRC message is used (i.e., the RRCReconfiguration message). Thus, we propose:
[bookmark: _Toc85723706]RAN2 to inform RAN3 that the integrity protection and ciphering algorithms for a DRB can only be changed with a reconfiguration with sync and this can be done in a single RRCReconfiguration message.
[bookmark: _Toc85723707]RAN2 to approve the LS to RAN3 in [2]
3	Conclusion
In the previous sections we made the following observations: 
Observation 1	According to current TS 38.331, when a change of the security algorithms for a DRB is needed, there is no requirement for the network to release and add a DRB (with the same DRB ID).
Observation 2	According to current TS 38.331, clause 5.3.1.2, the integrity protection and ciphering algorithms can only be changed with a reconfiguration with sync.

Based on the discussion in the previous sections we propose the following:
Proposal 1	RAN2 to inform RAN3 that the integrity protection and ciphering algorithms for a DRB can only be changed with a reconfiguration with sync and this can be done in a single RRCReconfiguration message.
Proposal 2	RAN2 to approve the LS to RAN3 in [2]
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