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1	Introduction
It has been debated during several previous RAN2 meetings how to handle a situation when the non-SDT data arrives at the UE while the UE is in the middle of SDT procedure. It was decided to consider two potential solutions, i.e.:
1. Non-SDT data indication by reusing RRC Resume procedure and RRCResumeRequest message (aka. CCCH-based solution).
2. Non-SDT data indication by using a newly defined RRC message sent over DCCH channel (aka. DCCH-based solution).
In order to clarify whether there is a security concern with sending a second RRCResumeRequest message before having received a reply for the first one (used when SDT was triggered), RAN2 send an LS to SA3 in [1] and received a reply towards it in [2]. The details of both approaches were also discussed during an e-mail discussion and are summarized in [3]. By considering this input and previous discussions, this contribution discusses further details of CCCH-based approach, discusses which of the two approaches is more advantageous and makes a recommendation based on that.
2	Discussion	
2.1	Comparison of CCCH-based and DCCH-based approaches
Advantages and disadvantages of the two solutions were discussed in the past already. The main disadvantage that was mentioned for CCCH-based approach was potential security issue and its alleged complexity. When it comes to the first issue, an LS from SA3 in [2] already gives a hint on how to address it and in section 2.2 of this contribution we propose a related solution. It reuses an existing RRC resume request procedure and has a very low specifications impact (see Annex), proving the second reproach also not pertinent. 
Observation 1: A security issue of CCCH-based approach can be avoided with a very simple specification change.
If the very simple specification change for the security issue of CCCH-based approach is agreeable, then the network needs to differentiate whether the RRCResumeRequest message is made for the regular resumption or the non-SDT data arrival indication. There are multiple choices to resolve this: definition of a new resume cause, definition of a new LCH-ID for non-SDT data arrival indication or identification based on the UE’s I-RNTI. 
Proposal 1: Either a) adding a new resume cause or b) allocating a new LCID or c) identifying based on UE’s I-RNTI, is adapted for the differentiation between the regular RRC resumption and the non-SDT data arrival indication.
Currently RRC spec has the following options for the network after RRCResumeRequest reception at gNB.
1. Sending RRCResume to resume the suspended radio bearers
2. Sending RRCReject with waitTimer to postpone the resumption
3. Sending RRCSetup to release the RRC connection and establish the RRC connection.
4. Sending RRCRelease without/with suspendConfig to make UE move into RRC_IDLE/RRC_INACTIVE state again.
If we go for the CCCH based solution, all the scenarios will be covered automatically.
Observation 2: Except for these simple modifications (minor modification for the security issue + differentiation of the second resume request), CCCH-based approach reuses the existing RAN procedures (RRC connection resume), as they are.
When it comes to the DCCH-based approach, it requires a specification of a completely new procedure for non-SDT data indication with potentially new RRC message. Moreover, this message would actually have the same role as the existing RRCResumeRequest message, as it should e.g. carry resumeCause, as concluded in [3]. Also, the procedure needs to consider message delivery error handling, which is given in CCCH-based approach already. In addition, if a DCCH solution is introduced, two different RRC behaviors need to be defined for the non-SDT data arrival indication depending on whether there is ongoing SDT procedure or not. That is, if there is an ongoing SDT procedure, the UE generates a DCCH message, but if there is no ongoing SDT procedure, the UE generates a CCCH message (i.e. legacy RRCResumeRequest). Defining two different RRC behaviors based on the SDT operation status makes the RRC spec much complicated.
Observation 3: DCCH-based approach requires definition of a new procedure and potentially a new RRC message, serving a similar purpose as RRCResumeRequest message serves currently.
Moreover, in the CCCH solution, there is no issue in U-plane because the UE stops the ongoing SDT procedure and initiates the legacy RRCResume procedure. On the other hand, in the DCCH solution, a new UE behaviour should be discussed in case the generated DCCH indication is not transmitted. 
It is assumed that the SDT procedure is terminated when the UE receives RRCRelease message. Then, there is a time interval between last SDT data transmission and RRCRelease message reception. If the DCCH indication is generated within this time interval, the DCCH indication cannot be transmitted within the SDT procedure, because the network does not know the UE’s generation of DCCH indication and does not provide UL grant for DCCH indication.
If the SDT procedure is terminated while there is DCCH indication stored in L2 buffer, the UE does not trigger RRCResume procedure after SDT procedure because the UE has already generated DCCH indication. 
Therefore, a new UE behaviour should be defined, e.g. trigger a new RRCResumeRequest when the generated DCCH indication is not transmitted, to cover this case in the DCCH solution.
Observation 4: The DCCH based solution would introduce a new UE behaviour, which needs to be defined so that UE triggers a new RRCResumeRequest when the generated DCCH indication is not transmitted (e.g. for the crossover case between the DCCH indication and RRCRelease).
Furthermore, the following agreement from the previous meeting has to be noted:
	When a UE detects a failure of an ongoing SDT session, UE transitions autonomously into RRC_IDLE (as baseline solution).   If time allows or have a ready solution we can consider further optimizations.


DCCH-based approach cannot be reused for SDT failure handling since it relies on DCCH channel to send the RRC message. CCCH-based solution on the other hand can be practically reused with no further changes to handle SDT failure cases, including SDT failure timer expiry, RLC max transmissions or cell reselection during an ongoing SDT procedure (which is not a failure case as such). 
Observation 5: CCCH-based approach can be directly reused to handle cell reselection during an ongoing SDT procedure and to handle SDT failure cases. DCCH-based approach does not offer this possibility.
Even though not all companies are in favour of optimizing the above scenarios in this release, it should be noted that this is given practically for free. Even if it was to be handled only in the next release for some reason, then it is definitely preferential to adopt a solution which can be reused in future instead of having to specify two solutions instead of one. 

2.2	Details of CCCH-based approach for non-SDT data arrival
[bookmark: OLE_LINK185][bookmark: OLE_LINK186]In the “[Post114-e][507][SData] Non-SDT data arrival handling” e-mail discussion as summarized in [3], the main advantage of having a new DCCH message instead of reusing an existing CCCH message and procedure that was mentioned, was that by using DCCH, the potential security issues can be avoided. RAN2 asked SA3 to analyse this issue in an LS sent in [1], and the following reply was provided in [2]: 
	SA3 would like to state its preference for not reusing the same I-RNTI/resumeMAC-I for same cell and NCC/I-RNTI for new SDT in different cell.
Furthermore, for both cases (same cell and different cell), SA3 would like to provide the following feedback:
To circumvent replay attacks, the reuse of resumeMAC-I should be avoided. The input parameters for calculating resumeMAC-I are: KEY, PDCP COUNT, MESSAGE, DIRECTION, and BEARER. A change in any input parameter will be sufficient for producing a different resumeMAC-I and avoiding its reuse.



Therefore, SA3 indicated their preference of not reusing I-RNTI/resumeMAC-I, but at the same time underlined that the main issue is that by reusing the same resumeMAC-I, replay attacks can be performed. SA3 also advises RAN2 that such attacks would be avoided if a different resumeMAC-I would be produced for the second resume request, which can be achieved by changing any input parameter used for resumeMAC-I calculation.
Observation 6: SA3 advises that replay attacks can be avoided by changing any input parameter use for resumeMAC-I calculation for the second resume request.
The solution proposed by SA3 was somewhat anticipated by the companies and there were already rather straightforward proposals made on how to address it: 
	Proposal 8. [bookmark: _Toc78492608][bookmark: _Toc78497656][bookmark: _Toc78534547][bookmark: _Ref78537271][bookmark: _Toc78538166][bookmark: _Toc78538214][To agree] [12/16] If SA3 has some security concern with Proposal 7.1 or agreement in Proposal 6 requires an update of the security key, to continue discussion on how to update the security key for the 2nd RRCResumeRequest, considering at least the following proposed options:
Proposal 8.1. [bookmark: _Toc78492609][bookmark: _Toc78497657][bookmark: _Toc78534548][bookmark: _Toc78538167][bookmark: _Toc78538215][To discuss] [5/16] [option 6.e)/6.a)] UE’s new KRRCint key i.e. the one calculated when triggering SDT (which is calculated based on the NCC provided in last RRCRelease msg). 
Proposal 8.2. [bookmark: _Toc78492610][bookmark: _Toc78497658][bookmark: _Toc78534549][bookmark: _Toc78538168][bookmark: _Toc78538216][To discuss] [10/16] [option 6.b)] Horizonal key derivation.
Proposal 8.3. [bookmark: _Toc78492611][bookmark: _Toc78497659][bookmark: _Toc78534550][bookmark: _Toc78538169][bookmark: _Toc78538217][To discuss] [3/16] [option 6.c)] New NCC that was provided by the serving gNB in the 1st DL message after UE sends the 1st UL SDT msg (i.e. upon initiating the SDT session)
Proposal 8.4. [bookmark: _Toc78492612][bookmark: _Toc78497660][bookmark: _Toc78534551][bookmark: _Toc78538170][bookmark: _Toc78538218][To discuss] [1] [option 6.x)] TS 33.501 is updated to use COUNT=2 for resumeMAC-I calculation of the 2nd RRCResumeRequest for SDT operation (instead than COUNT=1)


Most of the companies were in favour of dealing with an issue by UE using a new security key for resumeMAC-I calculation for the second resume request. An option where the new key is derived horizontally was indicated by most of the companies with an option of using KRRCint key calculated when triggering SDT was also considered by a number of companies. However, both of these options are actually complementary and they should not have been separated. In order to avoid sending the same resumeMAC-I, the UE needs to use a key different than the one used for the first resumeMAC-I, but it should be noted that when non-SDT data arrives, the UE has already a new K_RRC_int in use, which is different from the one used for the first resumeMAC-I, as per current specifications (yellow highlight):
	[bookmark: _Toc60776834][bookmark: _Toc76423120]5.3.13.3	Actions related to transmission of RRCResumeRequest or RRCResumeRequest1 message
The UE shall set the contents of RRCResumeRequest or RRCResumeRequest1 message as follows:
1>	if field useFullResumeID is signalled in SIB1:
2>	select RRCResumeRequest1 as the message to use;
2>	set the resumeIdentity to the stored fullI-RNTI value;
1>	else:
2>	select RRCResumeRequest as the message to use;
2>	set the resumeIdentity to the stored shortI-RNTI value;
1>	restore the RRC configuration, RoHC state, the stored QoS flow to DRB mapping rules and the KgNB and KRRCint keys from the stored UE Inactive AS context except for the following:
-	masterCellGroup;
-	mrdc-SecondaryCellGroup, if stored; and
-	pdcp-Config;
1>	set the resumeMAC-I to the 16 least significant bits of the MAC-I calculated:
2>	over the ASN.1 encoded as per clause 8 (i.e., a multiple of 8 bits) VarResumeMAC-Input;
2>	with the KRRCint key in the UE Inactive AS Context and the previously configured integrity protection algorithm; and
2>	with all input bits for COUNT, BEARER and DIRECTION set to binary ones;
1>	derive the KgNB key based on the current KgNB key or the NH, using the stored nextHopChainingCount value, as specified in TS 33.501 [11];
1>	derive the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key;
1>	configure lower layers to apply integrity protection for all radio bearers except SRB0 using the configured algorithm and the KRRCint key and KUPint key derived in this subclause immediately, i.e., integrity protection shall be applied to all subsequent messages received and sent by the UE;
NOTE 1:	Only DRBs with previously configured UP integrity protection shall resume integrity protection.
1>	configure lower layers to apply ciphering for all radio bearers except SRB0 and to apply the configured ciphering algorithm, the KRRCenc key and the KUPenc key derived in this subclause, i.e. the ciphering configuration shall be applied to all subsequent messages received and sent by the UE;
1>	re-establish PDCP entities for SRB1;
1>	resume SRB1;
1>	submit the selected message RRCResumeRequest or RRCResumeRequest1 for transmission to lower layers.
NOTE 2:	Only DRBs with previously configured UP ciphering shall resume ciphering.
If lower layers indicate an integrity check failure while T319 is running, perform actions specified in 5.3.13.5.
The UE shall continue cell re-selection related measurements as well as cell re-selection evaluation. If the conditions for cell re-selection are fulfilled, the UE shall perform cell re-selection as specified in 5.3.13.6.




Observation 7: At the moment of non-SDT arrival, the UE already has a new KRRCint in use, which is different than the one used for the first resumeMAC-I calculation.
Therefore, there is no need to derive a new key for the second resumeMAC-I calculation, but the UE can use its current K_RRC_int to do that. Horizontal key derivation still needs to take place during the second RRC Resume procedure to get the keys to be used during the upcoming connection, but this would just follow the existing procedure (i.e. the highlighted yellow part again). However, according to the current specifications, the UE would not use this new KRRCint key for the second resumeMAC-I calculation, but would rather use the key stored in its UE Inactive AS Context (green highlight above), which is the key which was already used previously and would lead to repetition of resumeMAC-I. In order to be able to reuse the current RRC resume procedure as much as possible, the simplest way to address this would be for the UE to update its UE Inactive AS context with a new KRRCint before sending a second RRCResumeRequest message. Similarly, the UE Inactive AS context would have to be also updated with this key by the Anchor gNB. 
Observation 8: The UE can use its current KRRCint key (i.e. the one derived based on KgNB* when SDT was triggered) for the resumeMAC-I calculation for the purpose of the second RRC resume procedure by updating UE Inactive AS context with a new KRRCint and KgNB* keys when triggering RRC Resume procedure due to non-SDT data arrival.
Similarly, the Anchor gNB would need to update UE Inactive AS context with a new KRRCint and KgNB* keys when receiving RRC Resume Request from the UE for which SDT session is ongoing before verifying resumeMAC-I in this request.
Other input parameters used for resumeMAC-I parameter include BEARER, DIRECTION, COUNT and MESSAGE. As indicated by SA3 in [2], the change in any of these parameters will result in a different resumeMAC-I and will allow avoiding replay attacks. For example, MESSAGE should currently is set to VarResumeMAC-Input/VarShortInactiveMAC-Input as defined in TS 38.331, i.e.:
VarResumeMAC-Input  ::=     SEQUENCE {
    sourcePhysCellId                        PhysCellId,
    targetCellIdentity                      CellIdentity,
    source-c-RNTI                           RNTI-Value
}
RAN2 could define, e.g. VarResumeMAC-InputForNonSDT, which has different message contents. 
Another option would be to set the value of COUNT, e.g. to 2, for the sake of resumeMAC-I calculation for the resume triggered for non-SDT data. 
Observation 9: Another possibility to avoid resumeMAC-I repetition for CCCH-based approach is, e.g. to define new contents of MESSAGE or use another value of COUNT.
It should be noted that in any case the required specification changes should be very simple. An example, following the option of using an updated KRRCint key is presented in the draft CR in the Annex. An overall procedure for non-SDT data arrival indication in case of SDT with anchor relocation is presented in Figure 1 below, for the option of using an updated KRRCint key. 


Figure 1 Non-SDT data indication using second RRC Resume Request
The procedure presented above follows the legacy RRC Resume procedure where the only modifications that need to be specified are included in step 15 and step 18. 
Based on the discussion above, we propose the following:
Proposal 2: When non-SDT data arrives at the UE during an ongoing SDT session, the UE triggers another RRC resume procedure where the resumeMAC-I is calculated with input parameter(s) (either KEY, MESSAGE or COUNT) modified with respect to the resumeMAC-I included in the previous RRCResumeRequest.
3	Conclusions
In this contribution, we have proven that CCCH-based approach is superior to DCCH-based approach when it comes to handling non-SDT data arrival indication during an ongoing SDT procedure. In particular the following has been observed:
Observation 1: A security issue of CCCH-based approach can be avoided with a very simple specification change.
Observation 2: Except for these simple modifications (minor modification for the security issue + differentiation of the second resume request), CCCH-based approach reuses the existing RAN procedures (RRC connection resume), as they are.
Observation 3: DCCH-based approach requires definition of a new procedure and potentially a new RRC message, serving a similar purpose as RRCResumeRequest message serves currently.
Observation 4: The DCCH based solution would introduce a new UE behaviour, which needs to be defined so that UE triggers a new RRCResumeRequest when the generated DCCH indication is not transmitted (e.g. for the crossover case between the DCCH indication and RRCRelease).
Observation 5: CCCH-based approach can be directly reused to handle cell reselection during an ongoing SDT procedure and to handle SDT failure cases. DCCH-based approach does not offer this possibility.
Observation 6: SA3 advises that replay attacks can be avoided by changing any input parameter use for resumeMAC-I calculation for the second resume request.
Observation 7: At the moment of non-SDT arrival, the UE already has a new KRRCint in use, which is different than the one used for the first resumeMAC-I calculation.
Observation 8: The UE can use its current KRRCint key (i.e. the one derived based on KgNB* when SDT was triggered) for the resumeMAC-I calculation for the purpose of the second RRC resume procedure by updating UE Inactive AS context with a new KRRCint and KgNB* keys when triggering RRC Resume procedure due to non-SDT data arrival.
Observation 9: Another possibility to avoid resumeMAC-I repetition for CCCH-based approach is, e.g. to define new contents of MESSAGE or use another value of COUNT.
Based on these observations, it is proposed to adopt CCCH-based approach for non-SDT data arrival indication, based on the following proposals:
Proposal 1: Either a) adding a new resume cause or b) allocating a new LCID or c) identifying based on UE’s I-RNTI, is adapted for the differentiation between the regular RRC resumption and the non-SDT data arrival indication.
Proposal 2: When non-SDT data arrives at the UE during an ongoing SDT session, the UE triggers another RRC resume procedure where the resumeMAC-I is calculated with input parameter(s) (either KEY, MESSAGE or COUNT) modified with respect to the resumeMAC-I included in the previous RRCResumeRequest.

The draft CR for the option with an updated KEY is provided in the Annex of this document.
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Annex – Draft RRC CR
[bookmark: _Toc83739788][bookmark: _Toc60776833]5.3.13.2	Initiation
The UE initiates the procedure when upper layers or AS (when responding to RAN paging, upon triggering RNA updates while the UE is in RRC_INACTIVE, or for NR sidelink communication/V2X sidelink communication as specified in sub-clause 5.3.13.1a) requests the resume of a suspended RRC connection.
The UE shall ensure having valid and up to date essential system information as specified in clause 5.2.2.2 before initiating this procedure.
Upon initiation of the procedure, the UE shall:
1>	if the resumption of the RRC connection is triggered by response to NG-RAN paging:
2>	select '0' as the Access Category;
2>	perform the unified access control procedure as specified in 5.3.14 using the selected Access Category and one or more Access Identities provided by upper layers;
3>	if the access attempt is barred, the procedure ends;
1>	else if the resumption of the RRC connection is triggered by upper layers:
2>	if the upper layers provide an Access Category and one or more Access Identities:
3>	perform the unified access control procedure as specified in 5.3.14 using the Access Category and Access Identities provided by upper layers;
4>	if the access attempt is barred, the procedure ends;
2>	if the resumption occurs after release with redirect with mpsPriorityIndication:
3>	set the resumeCause to mps-PriorityAccess;
2>	else:
3>	set the resumeCause in accordance with the information received from upper layers;
3> if Txxx(NewSDTTimer) is running:
4>	suspend all SRB(s) and DRB(s), except SRB0;
4>	indicate PDCP suspend to lower layers of all DRBs;
4>	replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys in the stored UE Inactive AS context;
1>	else if the resumption of the RRC connection is triggered due to an RNA update as specified in 5.3.13.8:
2>	if an emergency service is ongoing:
NOTE:	How the RRC layer in the UE is aware of an ongoing emergency service is up to UE implementation.
3>	select '2' as the Access Category;
3>	set the resumeCause to emergency;
2>	else:
3>	select '8' as the Access Category;
2>	perform the unified access control procedure as specified in 5.3.14 using the selected Access Category and one or more Access Identities to be applied as specified in TS 24.501 [23];
3>	if the access attempt is barred:
4>	set the variable pendingRNA-Update to true;
4>	the procedure ends;
1>	if the UE is in NE-DC or NR-DC:
2>	if the UE does not support maintaining SCG configuration upon connection resumption:
3>	release the MR-DC related configurations (i.e., as specified in 5.3.5.10) from the UE Inactive AS context, if stored;
1>	if the UE does not support maintaining the MCG SCell configurations upon connection resumption:
2>	release the MCG SCell(s) from the UE Inactive AS context, if stored;
1>	apply the default L1 parameter values as specified in corresponding physical layer specifications, except for the parameters for which values are provided in SIB1;
1>	apply the default SRB1 configuration as specified in 9.2.1;
1>	apply the default MAC Cell Group configuration as specified in 9.2.2;
1>	release delayBudgetReportingConfig from the UE Inactive AS context, if stored;
1>	stop timer T342, if running;
1>	release overheatingAssistanceConfig from the UE Inactive AS context, if stored;
1>	stop timer T345, if running;
1>	release idc-AssistanceConfig from the UE Inactive AS context, if stored;
1>	release drx-PreferenceConfig for all configured cell groups from the UE Inactive AS context, if stored;
1>	stop all instances of timer T346a, if running;
1>	release maxBW-PreferenceConfig for all configured cell groups from the UE Inactive AS context, if stored;
1>	stop all instances of timer T346b, if running;
1>	release maxCC-PreferenceConfig for all configured cell groups from the UE Inactive AS context, if stored;
1>	stop all instances of timer T346c, if running;
1>	release maxMIMO-LayerPreferenceConfig for all configured cell groups from the UE Inactive AS context, if stored;
1>	stop all instances of timer T346d, if running;
1>	release minSchedulingOffsetPreferenceConfig for all configured cell groups from the UE Inactive AS context, if stored;
1>	stop all instances of timer T346e, if running;
1>	release releasePreferenceConfig from the UE Inactive AS context, if stored;
1>	release wlanNameList from the UE Inactive AS context, if stored;
1>	release btNameList from the UE Inactive AS context, if stored;
1>	release sensorNameList from the UE Inactive AS context, if stored;
[bookmark: OLE_LINK10][bookmark: OLE_LINK9]1>	release obtainCommonLocation from the UE Inactive AS context, if stored;
1>	stop timer T346f, if running;
1>	release referenceTimePreferenceReporting from the UE Inactive AS context, if stored;
1>	release sl-AssistanceConfigNR from the UE Inactive AS context, if stored;
1>	apply the CCCH configuration as specified in 9.1.1.2;
1>	apply the timeAlignmentTimerCommon included in SIB1;
1>	start timer T319;
1>	set the variable pendingRNA-Update to false;
1>	initiate transmission of the RRCResumeRequest message or RRCResumeRequest1 in accordance with 5.3.13.3.
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