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1 Introduction
In RAN2#114e, some agreements on type-2/3 BH RLF indication are [1]:

· The trigger to generate a type 2 RLF indication is at RLF detection. FFS whether for both: single and dual connection cases.
· The trigger for type 3 RLF indication transmission is successful recovery after BH RLF. FFS whether for both: single and dual connection cases.
· Type 2 and Type 3 BH RLF Indications are transmitted via BAP Control PDU.
· Upon reception of the type-2 indication, the IAB node does not initiate RRC re-establishment.
· If an IAB node with dual parents (via DC) receives type-2 BH RLF indication from one parent, IAB-node may trigger a local re-routing to the other parent. The detail of local re-routing and whether/how the action on type-2 indication is configurable is FFS.

In this contribution, we would like to discuss the details of triggers of type-2 BH RLF indication. We also identify an open issue on the control plane behavior upon receiving the type-2 BH RLF indication and propose some solutions.
2 Discussion 
2.1 The trigger(s) to generate a Type 2 BH RLF indication
In RAN2#114-e meeting, it has been agreed that the trigger to generate a type 2 RLF indication is at RLF detection. FFS whether for both: single and dual connection cases. 
For single connection, it is natural that the trigger to generate a type 2 RLF indication is at RLF detection.
Proposal 1-1: For single connection case, the trigger to generate a type 2 BH RLF indication is at RLF detection.

For dual connection case, if SCG RLF is detected, the SCG failure information procedure can be initiated to report SCG radio link failure via MCG transmission. In this case, the MCG link can be used for the transmission and if the SCG transmission can be resumed after the SCG failure information procedure, the possibility of overload for MCG link is low. So, there is no impact to its child IAB nodes and thus a type 2 RLF indication can be saved. A type 2 RLF indication is triggered only in case that the IAB node cannot initiate the SCG failure information procedure.

Proposal 1-2: For dual connection case, at SCG RLF detection and if the SCG failure information procedure cannot be initiated, a type 2 BH RLF indication is triggered.
Also, for dual connection case, a type 2 RLF indication is triggered at MCG RLF detection only in case that the IAB node cannot initiate the MCG failure information procedure.
Proposal 1-3: For dual connection case, at MCG RLF detection and if the MCG failure information procedure cannot be initiated, a type 2 BH RLF indication is triggered.

In addition, RAN2 agreed that Type 2 and Type 3 BH RLF Indications are transmitted via BAP Control PDU.
According to existing mechanism, a BAP Control PDU is constructed by the BAP entity and is carried on the BH RLC channel of a backhaul link. One BH RLC channel involves PHY/MAC/RLC/BAP protocol. PDCP which provides security protection including ciphering/deciphering and integrity protection/integrity verification is established for carrying RRC and NAS. So, there is no security protection for a BAP Control PDU, e.g., Type 2 BH RLF Indication.
Observation 1: There is no security protection for Type 2 BH RLF indication.

According to BAP specification [2], an indicated BH RLC channel or any BH RLC channel can be used to carry the BAP Control PDU, e.g., Type 2 BH RLF Indication. 

Many events can trigger an RLF, e.g., RA problem, expiry of a radio problem timer started after indication of radio problems from the physical layer, RLC retransmission reaching the maximum number. For example, RLC entity shall indicate that the max number of retransmissions has been reached when the number of retransmissions for an RLC SDU or RLC SDU segment equals to a configured threshold. In case of RLF, most RLC SDUs or RLC SDU segments are failed for transmission and thus RLF will be triggered for multiple times before the transmission is suspended. If a storm of Type 2 BH RLF indications occur, a lot of BH resource is consumed.

From a security and resource consumption perspective, the trigger(s) to generate a Type 2 BH RLF indication should be restricted.
Observation 2: The trigger(s) to generate a Type 2 BH RLF indication should be restricted.

Based on these, it is proposed to introduce a mechanism to avoid a storm of Type 2 BH RLF indications.

Proposal 2: A mechanism is introduced to avoid a storm of Type 2 BH RLF indications. 
For example, only one type 2 BH RLF indication is triggered before a Type 3 BH RLF indication is generated. Alternatively, a prohibit timer-based mechanism can be introduced.
2.2 Control plane behavior upon receiving type-2 BH RLF
It has been agreed in RAN2 that when IAB node receives a type-2 BH RLF indication from its parent, it may select an alternative path for local re-routing. Local re-routing happens at BAP sublayer, which is suitable for backhaul traffic (F1-U and F1-C). For IAB-MT’s RRC and NAS connections, there is no BAP sublayer for them at this IAB-MT. The protocol stack for the SRB is shown in Figure 1. Therefore, local re-routing is not applicable for control data. How to ‘re-route’ RRC/NAS of IAB-MT upon reception of type-2 BH RLF indication needs to be addressed, since RRC/NAS does not go through BAP at this node. Some enhancements are needed for control plane transmission in this scenario.
Observation 3: Local re-routing cannot handle IAB-MT’s SRB.
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Figure 1. Protocol stack for the support of IAB-MT’s RRC and NAS connections [3]
With the similar principle of local re-routing, cell group re-selection for transmission of RRC messages should be supported upon reception of the type-2 BH RLF indication. We propose several options where solution in each option is applicable to specific condition.
Option 1: make use of split SRB
If split SRB1 or SRB2 is configured and pdcp-Duplication is not configured, change the primaryPath of this SRB to refer to the other cell group than the one through which the type-2 BH RLF indication is received. For example, when type-2 BH RLF indication is received from MCG, the UL RRC and NAS can then be transmitted through SCG. This method is simple and straightforward if split SRB is configured. It is not useful for RRC message on SRB3 if type-2 BH RLF indication is received via SCG.
Proposal 3: If a split SRB is configured, pdcp-Duplication of its PCDP entity is not configured, and the primaryPath is set to refer to the cell group belonging to the parent who sends the type-2 BH RLF, then set the primaryPath to refer to the other cell group.

Option 2: enhance ULInformationTransferMRDC
When receiving type-2 BH RLF notification from MCG, split SRB1/2 is not configured, and SRB3 is configured, we may enhance the current ULInformationTransferMRDC to carry the SRB1 or SRB2 RRC messages on SCG. RRC Transfer from SN to MN is needed, if this IAB node connects to two donors. In this way, RRC messages such as MeasurementReport, FailureInformation, UEAssistanceInformation, RRCReconfigurationComplete message, can be contained in ULInformationTransferMRDC and transferred to the network via SRB3.
Similarly, when receiving type-2 BH RLF notification from SCG, we may enhance the current ULInformationTransferMRDC to carry the SRB3 RRC messages on MCG. RRC Transfer from MN to SN is needed, if this IAB node connects to two donors. In this way, RRC messages such as SN MeasurementReport, SN FailureInformation, SN UEAssistanceInformation, IABOtherInformation message, can be contained in ULInformationTransferMRDC and transferred to the network via SRB1.

Proposal 4: ULInformationTransferMRDC is enhanced to carry the RRC messages which was intended to send on the link towards the parent who sends the type-2 BH RLF.

Option 3: enhance F1-C
If the conditions for option 1 and option 2 are not satisfied, there is another alternative depending on the path of the F1-C connection. Based on current RAN2/RAN3 agreements and ongoing discussions, there are different possibilities of which leg the F1-C connection will use in different scenarios, e.g., CP-UP separation, topology redundancy, etc. In some scenarios the enhancement of F1-C can achieve the path change of the RRC messages.
When a type-2 BH RLF is received from MCG at the IAB-MT and if there is a F1-C connection for its collocated IAB-DU via its SCG link, then this F1-C can carry the UL RRC message originally intended to transmit via SRB1/2. There is already RRC-Container IE defined in F1AP signalling. RAN2 may liaise with RAN3 on whether to reuse the UL RRC message transfer F1AP procedure or design a new F1AP procedure for this scenario. Again, RRC transfer over Xn may be needed depending on the topology. Figure 2 gives several examples on the deployment scenario and the signalling path of F1-C.
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a) NR-DC, one donor           b) NR-DC, MN is the F1-terminating node        c) NR-DC, SN is the F1-terminating node
Figure 2. Illustration of different topological scenario when type-2 BH RLF indication is received via MCG
Similar approach can be designed for the case when type-2 BH RLF indication is received via SCG.
Proposal 5: F1-C can be enhanced to carry RRC messages.
All the above three options can only be used under specific conditions, so all of them need to be supported for continuity of the control plane traffic.
3 Conclusion

In this contribution we discuss several open issues of type-2 BH RLF indication, namely the triggers of the indication, and the control plane behavior upon reception of the indication.

RAN2 is suggested to discuss the following proposals on the triggers of type-2 BH RLF indication:
Proposal 1-1: For single connection case, the trigger to generate a type 2 BH RLF indication is at RLF detection.

Proposal 1-2: For dual connection case, at SCG RLF detection and if the SCG failure information procedure cannot be initiated, a type 2 BH RLF indication is triggered.
Proposal 1-3: For dual connection case, at MCG RLF detection and if the MCG failure information procedure cannot be initiated, a type 2 BH RLF indication is triggered.

Observation 1: There is no security protection for Type 2 BH RLF indication.

Observation 2: The trigger(s) to generate a Type 2 BH RLF indication should be restricted.

Proposal 2: A mechanism is introduced to avoid a storm of Type 2 BH RLF indications. 
We have proposed several solutions for control plane behavior when a type-2 BH RLF is received at IAB-MT. RAN2 is suggested to discuss the following proposals:
Observation 3: Local re-routing cannot handle IAB-MT’s SRB.

Proposal 3: If a split SRB is configured, pdcp-Duplication of its PCDP entity is not configured, and the primaryPath is set to refer to the cell group belonging to the parent who sends the type-2 BH RLF, then set the primaryPath to refer to the other cell group.

Proposal 4: ULInformationTransferMRDC is enhanced to carry the RRC messages which was intended to send on the link towards the parent who sends the type-2 BH RLF.

Proposal 5: F1-C can be enhanced to carry RRC messages.
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