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1	Introduction
This document contains the following:
1. Reply to comments on the CCCH solution provided in R2-2111275 [1].
2. Further comparison of CCCH and DCCH approach.
2	Discussion
2.1	Reply to comments from R2-2111275 [1]
	Issue 1. [bookmark: _Ref86523344][bookmark: _Hlk86523007]Same security key is used by two different network notes (anchor and serving gNBs); SA3 needs to be contacted on whether there is any security concern with this.
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Reply to “Issue 1”:
We do not see this a security issue at all for the following reasons:
1. Anchor gNB is anyway the node which calculates the keys and knows them anyway.
2. The key is used on the air interface between only two nodes, i.e. UE and TgNB. The Anchor gNB uses the key (that it anyway calculated previously) only to verify resumeMAC-I.
3. After the connection is resumed, new keys are used (as per legacy procedure).

	Issue 2. [bookmark: _Ref86581265]Security concern as UE autonomous performs the horizontal key derivation.
This could be checked again with SA3, but in previous SA3 LS [2], SA3 explained that the usage of horizontal key derivation on UE side violates SA3 security requirement for forward security.


Reply to “Issue 2”:
The LS just provides a single sentence that is cut out from the context of the discussion which took place several years ago and refer to a completely different case. Horizontal key derivation is a procedure specified for mobility and state transitions in SA3 specifications (TS 33.501, section 6.8.2) and RAN2 (TS 38.300, section 13.1, 13.3) and is used during normal network operation as well.

	Issue 3. [bookmark: _Ref86581270]How resumeMAC-I is calculated for the 2nd RRCResumeRequest msg would require further discussion on RAN2 and SA3.
Multiple solutions are discussed in the paper for second resumeMAC-I and it is unclear if horizontal key derivation is the proposed solution or not. However, if horizontal key derivation should be used then it is not clear whether this is compliant with the forward security requirements as noted above (especially in case of cell reselection).  


Reply to “Issue 3”:
As explained above, there are no security issues with the proposed solution. The reply LS from SA3 already suggested a solution to the issue by modifying one of the inputs for resumeMAC-I calculation [2]. It is not clear why SA3 would suggest a solution in case they believed it is infeasible. Hence, we do not think further involvement from SA3 is needed (even though they should be informed on the outcome of the discussion). There are numerous open issues to be discussed for DCCH solution as well as mentioned in section 2.2. In our view, this solution requires even more discussion and further interaction with CT1. 

	Issue 4. [bookmark: _Ref86523322]Security keys between UE and network may go out of sync (e.g. if the 2nd RRCResumeRequest using the new key is sent before the contention resolution of the 1st RRCResumeRequest is completed).
Figure 2 shows an example scenario when this may happen. When the 1st UL SDT msg (including RRCResumeRequest msg and UL SDT data) is lost, UE autonomously updates the keys. Then non-SDT is available, and UE autonomously ends the SDT procedure and sends the 2nd RRCResumeRequest msg, which would result on a failure of the resume procedure. 
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Reply to “Issue 4”:
DCCH solution cannot cope with that scenario in the first place and that is why DCCH proponents argued this is a corner case not worth addressing in the e-mail discussion summarized in [3]. The advantage of CCCH solution is that it can actually very easily be applied in this case, if companies now believe this has to be addressed, e.g. before the contention resolution, the UE may use an old key to avoid issues and anchor gNB may do blind decoding using both keys (by implementation). 

	Issue 5. [bookmark: _Ref86581278]After UE autonomously terminates the SDT procedure, DL SDT data being sent by serving gNB gets lost whilst the key is refreshed and the 2nd RRCResumeRequest msg is sent (i.e. the new resume procedure starts). 
Figure 3 depicts how this work considering the CCCH solutions described in [1]. In addition, new handling would be required in serving gNB to prevent further data loss of that DL SDT data that is in its buffers while UE autonomously stops the SDT proc.
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[bookmark: _Ref86442979]Figure 3. DL SDT data lost while the UE is performing 2nd resume procedure


Reply to “Issue 5”:
Firstly, it has to be underlined that the data loss will happen for RLC UM data and we do not see a single application that is likely to be running UM kind of traffic, as per the WID justification in RP-212594 [4]:
	· Smartphone applications: 
· Traffic from Instant Messaging services (whatsapp, QQ, wechat  etc)
· Heart-beat/keep-alive traffic from IM/email clients and other apps
· Push notifications from various applications
· Non-smartphone applications:
· Traffic from wearables (periodic positioning information etc)
· sensors (Industrial Wireless Sensor Networks transmitting temperature, pressure readings periodically or in an event triggered manner etc)
· smart meters and smart meter networks sending periodic meter readings



Secondly, SDT is not targeted at high priority applications, so even if RLC UM is used and small data loss occurs, this will not pose issues for such applications, in the rare cases where non-SDT data arrival procedure will be triggered.
Furthermore, to minimize data loss the serving gNB may stop sending DL data after detecting second resume request from the UE having an SDT session.

	Issue 6. [bookmark: _Ref86523371]Potential data loss, out of order delivery and interruption as PDCP is suspended which results on a reset of the PDCP COUNT.
Drafted CR for CCCH solution shows how RB(s) and PDCP are suspended during the initiation of the 2nd resume procedure (with TP shown underline) 
3>  set the resumeCause in accordance with the information received from upper layers;
3>   if Txxx(NewSDTTimer) is running:
4>  suspend all SRB(s) and DRB(s), except SRB0;
4>  indicate PDCP suspend to lower layers of all DRBs;
4>  replace the KgNB and KRRCint keys with the current KgNB and KRRCint keys in the stored UE Inactive AS context;
Moreover, it is stated “in the CCCH solution, there is no issue in U-plane because the UE stops the ongoing SDT procedure and initiates the legacy RRCResume procedure” which seems to mean that UP is indeed fully reset/flushed as shown above.  However, there is no discussion on how to address the potential DL data loss.  Further, CCCH solution introduces additional delay and interruption compared to DCCH solution as data transfer continues for DCCH during non-SDT data indication.
Different options on how to update resumeMAC-I are proposed in [1]. RAN2 will need to further discuss them and select one approach. And then, SA3/RAN2 coordination is required (as last SA3’s inputs were not fully clear/complete in SA3 LS [3]).


Reply to “Issue 6”:
According to TS 38.323, when PDCP entity is suspended, the PDCP PDUs are discarded, but PDCP SDUs are not:
	[bookmark: _Toc37126944][bookmark: _Toc46492057][bookmark: _Toc46492165][bookmark: _Toc76549889]5.1.4	PDCP entity suspend
When upper layers request a PDCP entity suspend, the transmitting PDCP entity shall:
-	set TX_NEXT to the initial value;
-	discard all stored PDCP PDUs;
When upper layers request a PDCP entity suspend, the receiving PDCP entity shall:
-	if t-Reordering is running:
-	stop and reset t-Reordering;
-	deliver all stored PDCP SDUs to the upper layers in ascending order of associated COUNT values after performing header decompression;
-	set RX_NEXT and RX_DELIV to the initial value.



This is the foremost reason for which RAN2 considers to allow keeping the UE in RRC INACTIVE upon SDT failure or cell reselection, instead of moving it to RRC IDLE where also PDCP SDUs are discarded:
	[bookmark: _Toc46492056][bookmark: _Toc46492164][bookmark: _Toc76549888]5.1.3	PDCP entity release
When upper layers request a PDCP entity release for a radio bearer for Uu or PC5 interface, the UE shall:
-	discard all stored PDCP SDUs and PDCP PDUs in the transmitting PDCP entity;
-	for UM DRBs and AM DRBs, deliver the PDCP SDUs stored in the receiving PDCP entity to upper layers in ascending order of associated COUNT values after performing header decompression, if not decompressed before;
-	release the PDCP entity for the radio bearer.
NOTE:	For NR sidelink communication for groupcast and broadcast, the receiving PDCP entity release for an SLRB is up to UE implementation.



Thanks to this, there is no data loss due to suspend operation, so this issue is also not correct.
The issue of DL data loss and necessity for further discussion is repeated here and was already replied to for “issue 3” and “issue 5”.  

	Issue 7. [bookmark: _Ref86523416]How anchor gNB differentiates the 2nd RRCResumeRequest requires discussion in RAN2.
[bookmark: _Hlk86523616]Different options on how anchor gNB differentiates the 2nd RRCResumeRequest are proposed in [1]. RAN2 will need to further discuss them and select one approach


Reply to “Issue 7”:
As commented already in reply to “issue 3”, also for DCCH there is a need to discuss details, e.g. whether to use an existing or new message, what should be the contents of the DCCH message, how to trigger a new procedure instead of RRC Resume Request etc. This is “business as usual” and the list of things to discuss is actually shorter for CCCH than for DCCH solution.

	Issue 8. [bookmark: _Ref86523421]How the anchor gNB and serving gNB enable CCCH solution needs discussion in RAN2/RAN3. 
This topic is not discussed in [1] and RAN3 impact is foreseen. RAN2/RAN3 coordination would be needed e.g. (1) (old) anchor node needs to retain the UE context even after anchor relocation and path switch is done (i.e. SDT proc. is ongoing), and (2) (old_ anchor gNB will perform MAC-I verification (even though the UE context has been relocated to a new anchor gNB).


Reply to “Issue 8”:
This is again “business as usual”, i.e. of course the solution will have to be described in the relevant specifications. For RAN3, there is only stage-2 specification impact as no new procedures or signalling are required. The context is always retained in the old anchor gNB until the new anchor sends UE CONTEXT RELEASE message, so this is just a matter of proper network implementation and potentially stage-2 description, as mentioned above.

	Issue 9. [bookmark: _Ref86523428]How proposed CCCH solution can be re-used to a new 3rd gNB is not clear (e.g. when cell reselection happens).
Observation 5 of [1] claimed that the proposed CCCH solution can be reused to handle failure due to cell reselection (i.e. “Observation 5. CCCH-based approach can be directly reused to handle cell reselection during an ongoing SDT procedure and to handle SDT failure cases. DCCH-based approach does not offer this possibility.”). However, if there is a new 3rd gNB (as shown in Figure 4), further discussion would be needed as there are many factors to consider.


[bookmark: _Ref86522832]Figure 4. Recovery mechanism via CCCH solution
On this topic, it is important to point that RAN2 already agreed that “When a UE detects a failure of an ongoing SDT session, UE transitions autonomously into RRC_IDLE (as baseline solution)..”  Therefore, if this scenario does not aim to be addressed (as claimed in [1]), this issue #9 with the 3rd gNB would not be applicable.


Reply to “Issue 9”:
Firstly, it should be pointed that only a part of the RAN2 agreement was quoted in the “issue 9” description above and the full agreement says: “When a UE detects a failure of an ongoing SDT session, UE transitions autonomously into RRC_IDLE (as baseline solution).   If time allows or have a ready solution we can consider further optimizations.” Obviously, when we choose DCCH approach, there is no way of addressing this issue at all in this release. And even if there is no time to address it in this release, if we go with DCCH approach, we will have to design a new solution from scratch if it is agreed to address it in future.
Secondly, it is unclear what is meant by “many factors to consider”. What we mean by “reuse” is that the same rules will apply for cell reselection case as for non-SDT arrival case and there will be no need to re-discuss aspects such as which key to use, as seems to be suggested in the figure above. For the KEY-based CCCH approach, the procedure as proposed in [5] can be reused with the following (rather obvious) differences:
1. The RRCResumeRequest will be sent to a reselected cell/gNB (using the same principles as in the same cell case).
2. The old anchor gNB will provide context to the reselected gNB instead of the previously serving gNB.
3. The connection will be resumed in the reselected gNB rather than the previously serving gNB.
2.2	Open issues for DCCH solution
In the past discussion, it was very often mentioned that a disadvantage of CCCH solution is that it requires further discussions on two points:
1. How to calculate resumeMAC-I for the second resume request (i.e. whether to use new KEY or a different COUNT value or modified MESSAGE as input)
2. How the gNB recognizes the second resume request, i.e. whether to do this based on new resume cause, new LCID or based on I-RNTI.
What is being ignored is that DCCH solution requires further discussion on numerous points:
· Issue 1: Whether to use an existing or a new message.
· Issue 2: What should be the contents of the message.
· Issue 3: Related to issue 2, it should be discussed whether a new resume cause is needed, e.g. if non-SDT is triggered by RNA update or signalling while SDT was triggered for data etc. The CT1 reply on this aspect provided in [6] was very unclear and further interactions with CT1 may be needed.
· Issue 4: What happens if the UE does not receive a reply from the network timely (this is especially problematic in case the non-SDT data is high priority traffic, e.g. an emergency call).
· Issue 5: A new procedure for choosing between normal resume procedure (when SDT is not ongoing) and new DCCH-based procedure (when SDT is ongoing).
· Issue 6: What happens in case DCCH message was triggered and the UE receives RRCRelease in the meantime, e.g. will the UE trigger a new setup/resume procedure in this case? Based on which trigger?
· Issue 7: In general, it should be discussed what the UE behaviour is when different network replies are received after sending DCCH message and the UE is not moved to RRC Connected, e.g. if network replies with RRC Reject. All possible cases are already covered for RRC Resume Request procedure.
As can be seen, the amount of the discussions required to specify DCCH solution is higher than for CCCH approach. Some of these were addressed, e.g. in [7] (issue 1, 2), but they express a preference of only some companies while the decision has to be made by all the companies in RAN2 anyway. There are several issues though that were not addressed nor discussed until now (issue 3, 4, 5).

3	Summary
In section 2.1 we addressed the comments that were made for CCCH-based approach in [1] showing why we believe the issues that are raised are either not issues or are irrelevant for the scenario that is being discussed. In section 2.2 we show that the number of the real issues that need to be addressed is actually higher for DCCH solution than for CCCH one. It is clear that both solutions are feasible and therefore we believe the decision should be made by considering objective factors such as:
1. The specifications impact of each of the solutions (especially considering that the addressed scenario is unlikely to happen often)
2. The possibility of reuse of the existing procedures (especially considering that the addressed scenario is unlikely to happen often).
3. The potential of the solution to be applied to other use cases, namely SDT failure/cell reselection optimization.
Based on this we propose:
Proposal 1: RAN2 is requested to choose between CCCH-based approach and DCCH-based approach, considering objective factors such as:
1. The specifications impact of each of the solutions (especially considering that the addressed scenario is unlikely to happen often)
2. The possibility of reuse of the existing procedures (especially considering that the addressed scenario is unlikely to happen often).
3. The potential of the solution to be applied to other use cases, namely SDT failure/cell reselection optimization.
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