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1	Introduction 
The issue of user privacy in relation to user location information sharing for SON was discussed at the RAN2#115 meeting and it was agreed that the discussion will continue. This is the revision of the paper submitted to RAN2#115 [2] with the main change being the introduction of a normative text for TS 38.331 [1] (on top of what was initially proposed in [2]) to solve the issue.
Furthermore, some additional explanation of the related concept of user consent have been added.
2   	Discussion
According to TS 38.331 [1] the network may request the UE to provide GNSS location information, as well as WLAN, Bluetooth, and Sensor information for SON. The network may do so by including the otherConfig IE in the RRCReconfiguration message and setting the obtainCommonLocation, btNameList, wlanNameList, and sensorNameList IEs to setup.
With regards to the location information, the procedural text in the 5.3.5.9 clause of TS 38.331 [1] uses the language “available location information”, as in “include available detailed location information for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation”. However, the normative specification does not clearly state what “available” means. 
Observation 1: the network may request the UE to provide “available detailed location information”, however there is no clear definition in the normative specification of what “available” means. 
Furthermore, there is an informative note, which does provide some additional, but partial clarification as follows:
“NOTE 1:	The UE is requested to attempt to have valid detailed location information available whenever sending a measurement report for which it is configured to include available detailed location information. The UE may not succeed e.g. because the user manually disabled the GPS hardware, due to no/poor satellite coverage. Further details, e.g. regarding when to activate GNSS, are up to UE implementation.”
The procedural text pertaining to the WLAN, Bluetooth, and Sensor information reporting is similar – it uses the “available” language and there is a similar note as follows:
“NOTE 2:	The UE is requested to attempt to have valid Bluetooth measurements, WLAN measurements and Sensor measurements whenever sending a measurement report for which it is configured to include these measurements. The UE may not succeed e.g. because the user manually disabled the WLAN or Bluetooth or Sensor hardware. Further details, e.g. regarding when to activate WLAN or Bluetooth or Sensor, are up to UE implementation.|
Observation 2: the network may request the UE to provide “available WLAN/Bluetooth/Sensor measurements”, however there is no clear definition in the normative specification of what “available” means. 
The current specification text is troublesome as the ambiguity in the spec may result in unpredictable UE behaviour. 
Furthermore, and even more importantly, one particular interpretation may be that the spec only allows the UE not to report the location information if it is not available for technical reasons (e.g. GNSS turned off). This seems to rule out the option when a user wishes to turn GNSS on (e.g. for navigation), but is not willing to share his/her location information with the network for privacy concerns. Not only this may violate important user rights to privacy, but it may also violate regulations in certain jurisdictions. 
Observation 3: one possible and particularly troublesome specification interpretation is that the UE may be required to report user location when he/she turned GNSS on (e.g. for navigation), but is not willing to share his/her location with the network. 
A related concept of “user consent” has been defined in 3GPP specifications and the relation between the two perhaps warrants an explanation. User consent is defined in TS 32.422 [3], specifically for NG-RAN the definition is provided in clause 4.5 “User consent handling in MDT for NG-RAN”, which defines the relevant procedures for signalling and managed based MDT. However, the definition (as should be clear even from the clause 4.9 title) is only applicable to MDT – not to SON. This means, in particular, that an operator is not required to collect user consent in order to request user location information in RLF report.
Observation 4: user consent defined in 3GPP specifications applies to MDT only, not to SON.
Therefore, we propose to resolve the ambiguities explained above and to provide clear normative text indicating when the UE is required to report location and when it may be allowed not to. In particular, it is proposed to define a “User Preferences” concept allowing the UE to let the user indicate whether he/she is willing to share location and non-3GPP hardware measurement information with the network.
Proposal 1: to define a “User Preferences” concept allowing the UE to let the user indicate whether he/she is willing to share location and non-3GPP hardware measurement information with the network.
An example of how the user preferences can be defined in TS 38.331 [1] is provided in the Appendix A below.
Note: the text in the Appendix A is just one possible option; a better alternative might be to address the issue in the normative text rather than an informative note, as in the Appendix A.
3	Conclusions
Observation 1: the network may request the UE to provide “available detailed location information”, however there is no clear definition in the normative specification of what “available” means. 
Observation 2: the network may request the UE to provide “available WLAN/Bluetooth/Sensor measurements”, however there is no clear definition in the normative specification of what “available” means. 
Observation 3: one possible and particularly troublesome specification interpretation is that the UE may be required to report user location when he/she turned GNSS on (e.g. for navigation), but is not willing to share his/her location with the network. 
Observation 4: user consent defined in 3GPP specifications applies to MDT only, not to SON.
Proposal 1: to define a “User Preferences” concept allowing the UE to let the user indicate whether he/she is willing to share location and non-3GPP hardware measurement information with the network.
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A UE is either in RRC_CONNECTED state or in RRC_INACTIVE state when an RRC connection has been established. If this is not the case, i.e. no RRC connection is established, the UE is in RRC_IDLE state. The RRC states can further be characterised as follows:
-	RRC_IDLE:
-	A UE specific DRX may be configured by upper layers;
-	UE controlled mobility based on network configuration;
-	The UE:
-	Monitors Short Messages transmitted with P-RNTI over DCI (see clause 6.5);
-	Monitors a Paging channel for CN paging using 5G-S-TMSI;
-	Performs neighbouring cell measurements and cell (re-)selection;
-	Acquires system information and can send SI request (if configured).
-	Performs logging of available measurements together with available location and time for logged measurement configured UEs.
-	RRC_INACTIVE:
-	A UE specific DRX may be configured by upper layers or by RRC layer;
-	UE controlled mobility based on network configuration;
-	The UE stores the UE Inactive AS context;
-	A RAN-based notification area is configured by RRC layer;
The UE:
-	Monitors Short Messages transmitted with P-RNTI over DCI (see clause 6.5);
-	Monitors a Paging channel for CN paging using 5G-S-TMSI and RAN paging using fullI-RNTI;
-	Performs neighbouring cell measurements and cell (re-)selection;
-	Performs RAN-based notification area updates periodically and when moving outside the configured RAN-based notification area;
-	Acquires system information and can send SI request (if configured).
-	Performs logging of available measurements together with available location and time for logged measurement configured UEs.
-	RRC_CONNECTED:
-	The UE stores the AS context;
-	Transfer of unicast data to/from UE;
-	At lower layers, the UE may be configured with a UE specific DRX;
-	For UEs supporting CA, use of one or more SCells, aggregated with the SpCell, for increased bandwidth;
-	For UEs supporting DC, use of one SCG, aggregated with the MCG, for increased bandwidth;
-	Network controlled mobility within NR and to/from E-UTRA;
-	The UE:
-	Monitors Short Messages transmitted with P-RNTI over DCI (see clause 6.5), if configured;
-	Monitors control channels associated with the shared data channel to determine if data is scheduled for it;
-	Provides channel quality and feedback information;
-	Performs neighbouring cell measurements and measurement reporting;
-	Acquires system information;
-	Performs immediate MDT measurement together with available location reporting.
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5.3.3.7	T300 expiry
The UE shall:
1>	if timer T300 expires:
2>	reset MAC, release the MAC configuration and re-establish RLC for all RBs that are established;
2>	if the UE supports RRC Connection Establishment failure with temporary offset and the T300 has expired a consecutive connEstFailCount times on the same cell for which connEstFailureControl is included in SIB1:
3>	for a period as indicated by connEstFailOffsetValidity:
4>	use connEstFailOffset for the parameter Qoffsettemp for the concerned cell when performing cell selection and reselection according to TS 38.304 [20] and TS 36.304 [27];
NOTE 1:	When performing cell selection, if no suitable or acceptable cell can be found, it is up to UE implementation whether to stop using connEstFailOffset for the parameter Qoffsettemp during connEstFailOffsetValidity for the concerned cell.
2>	if the UE has connection establishment failure informaton or connection resume failure information available in VarConnEstFailReport and if the RPLMN is not equal to plmn-identity stored in VarConnEstFailReport; or
2>	if the cell identity of current cell is not equal to the cell identity stored in measResultFailedCell in VarConnEstFailReport:
3>	reset the numberOfConnFail to 0;
2>	clear the content included in VarConnEstFailReport except for the numberOfConnFail, if any;
2>	store the following connection establishment failure information in the VarConnEstFailReport by setting its fields as follows:
3>	set the plmn-Identity to the PLMN selected by upper layers (see TS 24.501 [23]) from the PLMN(s) included in the plmn-IdentityInfoList in SIB1;
3>	set the measResultFailedCell to include the global cell identity, tracking area code, the cell level and SS/PBCH block level RSRP, and RSRQ, and SS/PBCH block indexes, of the failed cell based on the available SSB measurements collected up to the moment the UE detected connection establishment failure;
3>	if available, set the measResultNeighCells, in order of decreasing ranking-criterion as used for cell re-selection, to include neighbouring cell measurements for at most the following number of neighbouring cells: 6 intra-frequency and 3 inter-frequency neighbours per frequency as well as 3 inter-RAT neighbours, per frequency/ set of frequencies per RAT and according to the following:
4>	for each neighbour cell included, include the optional fields that are available;
NOTE 2:	The UE includes the latest results of the available measurements as used for cell reselection evaluation, which are performed in accordance with the performance requirements as specified in TS 38.133 [14].
3>	if available and allowed by the user, set the locationInfo as follows:
4>	if available and allowed by the user, set the commonLocationInfo to include the detailed location information;
4>	if available and allowed by the user, set the bt-LocationInfo to include the Bluetooth measurement results, in order of decreasing RSSI for Bluetooth beacons;
4>	if available and allowed by the user, set the wlan-LocationInfo to include the WLAN measurement results, in order of decreasing RSSI for WLAN APs;
4>	if available and allowed by the user, set the sensor-LocationInfo to include the sensor measurement results as follows;
5>	if available and allowed by the user, include the sensor-MeasurementInformation;
5>	if available and allowed by the user, include the sensor-MotionInformation;
NOTE 3:	Which location information related configuration is used by the UE to make the locationInfo available for inclusion in the VarConnEstFailReport is left to UE implementation.
3>	set perRAInfoList to indicate the performed random access procedure related information as specified in 5.7.10.5;
3>	if the numberOfConnFail is smaller than 8:
4>	increment the numberOfConnFail by 1;
2>	inform upper layers about the failure to establish the RRC connection, upon which the procedure ends;
The UE may discard the connection establishment failure or connection resume failure information, i.e. release the UE variable VarConnEstFailReport, 48 hours after the last connection establishment failure is detected.
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5.3.5.9	Other configuration
The UE shall:
1>	if the received otherConfig includes the delayBudgetReportingConfig:
2>	if delayBudgetReportingConfig is set to setup:
3>	consider itself to be configured to send delay budget reports in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to send delay budget reports and stop timer T342, if running.
1>	if the received otherConfig includes the overheatingAssistanceConfig:
2>	if overheatingAssistanceConfig is set to setup:
3>	consider itself to be configured to provide overheating assistance information in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide overheating assistance information and stop timer T345, if running;
1>	if the received otherConfig includes the idc-AssistanceConfig:
2>	if idc-AssistanceConfig is set to setup:
3>	consider itself to be configured to provide IDC assistance information in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide IDC assistance information;
1>	if the received otherConfig includes the drx-PreferenceConfig:
2>	if drx-PreferenceConfig is set to setup:
3>	consider itself to be configured to provide its preference on DRX parameters for power saving for the cell group in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide its preference on DRX parameters for power saving for the cell group and stop timer T346a associated with the cell group, if running;
1>	if the received otherConfig includes the maxBW-PreferenceConfig:
2>	if maxBW-PreferenceConfig is set to setup:
3>	consider itself to be configured to provide its preference on the maximum aggregated bandwidth for power saving for the cell group in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide its preference on the maximum aggregated bandwidth for power saving for the cell group and stop timer T346b associated with the cell group, if running;
1>	if the received otherConfig includes the maxCC-PreferenceConfig:
2>	if maxCC-PreferenceConfig is set to setup:
3>	consider itself to be configured to provide its preference on the maximum number of secondary component carriers for power saving for the cell group in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide its preference on the maximum number of secondary component carriers for power saving for the cell group and stop timer T346c associated with the cell group, if running;
1>	if the received otherConfig includes the maxMIMO-LayerPreferenceConfig:
2>	if maxMIMO-LayerPreferenceConfig is set to setup:
3>	consider itself to be configured to provide its preference on the maximum number of MIMO layers for power saving for the cell group in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide its preference on the maximum number of MIMO layers for power saving for the cell group and stop timer T346d associated with the cell group, if running;
1>	if the received otherConfig includes the minSchedulingOffsetPreferenceConfig:
2>	if minSchedulingOffsetPreferenceConfig is set to setup:
3>	consider itself to be configured to provide its preference on the minimum scheduling offset for cross-slot scheduling for power saving for the cell group in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide its preference on the minimum scheduling offset for cross-slot scheduling for power saving for the cell group and stop timer T346e associated with the cell group, if running;
1>	if the received otherConfig includes the releasePreferenceConfig:
2>	if releasePreferenceConfig is set to setup:
3>	consider itself to be configured to provide assistance information to transition out of RRC_CONNECTED in accordance with 5.7.4;
2>	else:
3>	consider itself not to be configured to provide assistance information to transition out of RRC_CONNECTED and stop timer T346f, if running.
1>	if the received otherConfig includes the obtainCommonLocation:
2>	include available detailed location information for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;
NOTE 1:	The UE is requested to attempt to have valid detailed location information available whenever sending a measurement report for which it is configured to include available detailed location information, if allowed by the user. The UE may not succeed e.g. because the user manually disabled the GPS hardware, due to no/poor satellite coverage. Further details, e.g. regarding when to activate GNSS, are up to UE implementation.
1>	if the received otherConfig includes the btNameList:
2>	if btNameList is set to setup, include available Bluetooth measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;
1>	if the received otherConfig includes the wlanNameList:
2>	if wlanNameList is set to setup, include available WLAN measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;
1>	if the received otherConfig includes the sensorNameList:
2>	if sensorNameList is set to setup, include available Sensor measurement results for any subsequent measurement report or any subsequent RLF report, CEF report and SCGFailureInformation;
NOTE 2:	The UE is requested to attempt to have valid Bluetooth measurements, WLAN measurements and Sensor measurements whenever sending a measurement report for which it is configured to include these measurements, if allowed by the user. The UE may not succeed e.g. because the user manually disabled the WLAN or Bluetooth or Sensor hardware. Further details, e.g. regarding when to activate WLAN or Bluetooth or Sensor, are up to UE implementation.

1>	if the received otherConfig includes the sl-AssistanceConfigNR:
2>	consider itself to be configured to provide configured grant assistance information for NR sidelink communication in accordance with 5.7.4;
1>	if the received otherConfig includes the referenceTimePreferenceReporting:
2>	consider itself to be configured to provide UE reference time assistance information in accordance with 5.7.4;
1>	else:
2>	consider itself not to be configured to provide UE reference time assistance information;
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