[bookmark: _Ref399006623][bookmark: _Toc92513360]3GPP TSG RAN WG2 #113bis-e	R2-2104039
Electronic, 12th – 20th Apr, 2021                                                       
[bookmark: _GoBack]Source: 	Huawei, HiSilicon
Title: 	Discussion on user location identification from SCell Activation message
Agenda Item:	9.3
Document for:	Discussion and decision
Introduction
A LS was sent from the GSMA FSAG regarding the potential security threats on user location identification from CA Scell Activation messages [1]. In the LS, GSMA introduced that the threats were identified by the research paper entitled “A Stealthy Location Identification Attack Exploiting Carrier Aggregation in Cellular Networks” [2]. The paper shows that UE location information can be leaked to an unauthorized adversary stealthily through the SLIC attack in LTE networks, and may also in near-future 5G networks.
In the paper, it states that in the CA scenario, the activation of the secondary cells includes two steps. The first step is the primary cell assigns each candidate secondary cell a unique index and sends the mapping in a configuration message to the UE. This message is encrypted and cannot be used in the SLIC attack. The second step is to activate the secondary cell through a compact activation bitmap MAC control element, which is sent in plaintext. The paper claims that any unauthorized adversary can learn the number of Activated secondary cells for a UE by counting 1-bis in an activation bitmap. 
Figure 1 shows the system model of the SLIC attack. It uses the information of the number of activated secondary cells (side channel measurements). A time series of this side channel can constitute a unique fingerprint of a walking path, which allow an adversary to identify a user’s walking path.
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In the last RAN2 meeting, we submitted a paper to discuss this issue and was not treated [3]. In this paper, we further discuss the above issue from RAN2 perspective.
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[bookmark: OLE_LINK2][bookmark: OLE_LINK4]Scell Activation/Deactivation procedure
Configuring a secondary cell for a UE	mainly includes the following steps: UE reporting the measurements for multiple cells, RAN node configuring Scells for the UE; and RAN node activate the Scells. In the first step, the UE reports the measurement results including cell quality of multiple cells to the RAN node. Then the RAN node will assign an index for each Scell and sent to UE via RRCConnectionReconfiguration message. 
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The value of the Scell index is 1~7 for Rel-10 and 1~31 for Rel-13. Then, in the third step, the RAN node actives the SCells by sending a MAC CE [4]. The MAC CEs used for SCell activation/deactivation have the LCID 57 or 58 and have the structure showed in Figure 1. The MAC CE is 8-bit or 32-bit, each of which corresponds to the configured Scell index, i.e., the Ci field is set to 1 to indicate that the SCell with SCellIndex i shall be activated while the Ci field is set to 0 to indicate the SCell with SCellIndex i shall be deactivated. 
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Figure 1: SCell Activation/Deactivation MAC CEs, the R field is the reserved bit
The first two steps are conducted using RRC messages, which is integrity protected and ciphered by PDCP. In the third step, the MEC CE is unencrypted and is sent in plaintext. Therefore, anyone who successfully received the MAC CE can learn how many bits with value “1” and “0”. The adversary can even know that this MAC CE is used for activation/Deactivation from the LCID and thus deduce how many SCell is activated. However, the information of detailed configurations of the Scells, e.g. the cell ID, cell quality and etc., are sent via encrypted RRC messages and cannot be understood by any adversary.
The adversary cannot understand the configuration of the SCells but can learn the number of activated SCells if the unencrypted MAC CE is successfully received by the adversary.
UE temporary ID
Adversary needs to acquire the UE’s ID to match the walking path information. The IDs that the adversary can acquire through the air interface is the UE’s RNTI, which is a temporary ID assigned in message 2 of the initial access procedure and is un-encrypted. This ID is also used for scrambling the PDSCH payload. During the SLIC attack, it needs to know a series of the number information of the SCells. During this time, the UE may have already moved to another cell and the UE ID would be changed when handover. The adversary would have no idea for the updated UE ID and would not be able to descramble the PDSCH or receive the MAC CE anymore.
The adversary will not be able to know the UE ID after UE move to another cell and will not be able to receive any PDSCH. 
SLIC attacks
Additionally, the SLIC attack assume that a UE will be configured the same/similar number of Scells at the same location. This may not true as the number of SCells is not only related to the UE location (cell quality), but also related to the data service type of the UE. The later is not directly related to the location. Thus, an adversary may not be able to obtain similar side channel measurements at the same walking path.
The numbers of SCells configured for different UEs at the same location may be different, because the number is not only related to the UE location (cell quality), but also related to the data service type of the UE.
Summary
The above is the rough analysis from RAN2 perspective. However security risks should be evaluated mainly in SA3. It is notable that this issue is also under discussions in SA3 [4]and better to let SA3 make thorough evaluation before RAN2 concludes anything. Therefore, it is proposed that RAN2 should wait for SA3 to make the conclusions on SLIC attack before making any decisions.
RAN2 waits for SA3 to make the conclusions on SLIC attack before making any decisions.
Conclusion
[bookmark: OLE_LINK3]Based on the discussion above, we have the following proposals:
1. The adversary cannot understand the configuration of the SCells but can learn the number of activated SCells if the unencrypted MAC CE is successfully received by the adversary.
1. The adversary will not be able to know the UE ID after UE move to another cell and will not be able to receive any PDSCH. 
1. The numbers of SCells configured for different UEs at the same location may be different, because the number is not only related to the UE location (cell quality), but also related to the data service type of the UE.
1. RAN2 waits for SA3 to make the conclusions on SLIC attack before making any decisions.
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