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Discussion and Decision
1 Introduction
In SA3 LS Reply (R2-2102669/S3-210756), SA3 requests RAN2 to evaluate feasibility of their false base station solution#4. 
In this contribution we would like to analyze the potential RAN2 impact to check the feasibility in RAN side. 
2 Discussion

2.1 SA3 Solution#4 for false base station detection
According to the description in TR33.809, in solution#4, the HASH of the system information is introduced to help NW detect the false system information and detect the false base station accordingly.
The solution#4 can be summarized as below:
1> NW triggers UE to report HASH of the serving cell or neighbor cell’s MIB/SIB1/ SIB to NW;
2> UE reports the HASH of the system information and the corresponding cell to NW; 
3> NW acquires the corresponding cell’s MIB/SIB1/SIBx from OAM, and calculates the HASH by itself;
4> By comparing the HASH value reported by UE and the value calculated by itself, NW identifies whether the cell’s broadcast is false or not. 
2.2 RAN2 impact
According to SA3 LS [3], we can acquire the following information about the SA3 solution#4 from SA3 LS. 
Table-1. Analysis on the SA3 feedback
	SA3 Answer
	Analysis 

	[image: image1.png]Q1: How frequently the network will request UE to report the hashes of system information which will bring
impact on UE power consumption?

A1: SA3 does not have any requirement on the frequency of reporting the hashes of system information.




	The SI HASH reporting can be based on legacy RAN mechanism, and carried in the current reporting from UE to NW.

	[image: image2.png]Q2: For the hash of MIB/SIBs, does SA3 assume this is only for MIB and SIB1, or also for other SIBs? Does
SA3 assume this mechanism applies for both idle/inactive mode and connected mode?

A2: SA3 assumes the hash of MIB/SIBs is applicable to MIB and SIB1, and other SIBs as well. SA3 assume
this mechanism applies in general for all RRC states.

- Idle/Inactive mode:
1) UE monitors following information: MIB, SIB1 and any other SIBs that UE is interested in;

2) UE stores logged MR the hashes of monitored MIB, SIB1 and any other SIBs if read
- Connected mode:

1) UE reports the logged MR;
2) UE reports as part of measurement report, the hashes of MIB and SIB1 if already available




	The HASH reporting can rely on the logged MDT and CGI reporting mechanism. 


	[image: image3.png]Q3: For the additional information to be included in the logged MDT results, what additional information is

required by SA3, compared with the existing parameters defined in NR measurement reporting (including
SON/MDT)?

A3: SA3 has not concluded any additional information to be included in the logged MDT, SA3 kindly requests
RAN2 to evaluate the feasibility of reporting reject_info and signal_info in the solution.




[image: image4.png]reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS
attempts, e.g., presence of rogue REJECTs;

signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of
erratic radio signals:





	For the signal_info,  it can use the current measurement report or the radio quality recorded in the loggedMDT result. 
For the reject_info, since RAN is only aware of the RRC connection reject event via the CEF reporting, therefore, the CEF reporting can be used to report the SI HASH. 


According to the analysis in Table-1, following RAN procedures can be used for SI HASH reporting: 
· SI HASH reporting via CGI reporting procedure
In legacy CGI reporting, NW configures the CGI reporting as a special measurement event. The CONNECTED UE will follow NW measurement configuration to acquire the indicated cell’s MIB and SIB1 and report that cell’s CGI via the measurement report to NW. 

Observation 1: During CGI reporting procedure, the CONNECTED UE acquires the indicated neighbor cell’s MIB/SIB1, report the CGI in SIB1 of the neighbor cell to NW via measurement report. 
In legacy, NW configures the CGI reporting as a special measurement event. The CONNECTED UE will follow NW measurement configuration to acquire the indicated cell’s MIB and SIB1 and report that cell’s CGI via the measurement report to NW. 

If the SI HASH reporting ruses this procedure, the potential RAN impact includes three parts as follows:

1) HASH reporting configuration is under the CGI reporting configuration;

2) UE calculates the HASH of MIB and SIB1 of the indicated neighbor cell;

3) UE reports the CGI reporting including the HASH info to NW.
The additional UE work based on legacy CGI reporting is acceptable, and the SI HASH reporting via CGI reporting is feasible. 

Observation 1: The SI HASH carried in CGI reporting is feasible from RAN2 perspective. 
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Figure-1. Additional work on the SI HASH during CGI reporting procedure

· SI HASH reporting via logged MDT procedure
In legacy logged MDT mechanism, IDLE/INACTIVE UE records the radio quality of the camping cell periodically or based on special events, and after entering CONNECTED state, UE reports the logged MDT result based on NW request. 
If the SI HASH reporting reuses this procedure, the potential RAN impact includes following three parts:


1) HASH reporting configuration is under the logged MDT configuration; 

2) The IDLE/INACTIVE UE calculates the HASH of MIB, SIB1 or other SIBx of the camping cell and records it in the logged MDT result; 

3) The CONNECTED UE reports the logged MDT result including the HASH info to NW. 
Since in legacy IDLE/INACTIVE UE is required to acquire the camping cell’s MIB/SIB1 and other SIBx if UE is interested in, there is no additional burden on the MIB/SIB acquisition for HASH calculation. Therefore, the additional UE work based on legacy logged MDT procedure is acceptable. 

Observation 2: The SI HASH reporting via logged MDT procedure is feasible from RAN2 perspective. 
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Figure-1. Additional work on the SI HASH via logged MDT procedure
· SI HASH carried in CEF reporting

In legacy CEF reporting mechanism, IDLE/INACTIVE UE records the last connection establishment failure information or connection resume failure information in VarConnEstFailReport, and after UE enters the CONNECTED state, UE reports it to NW based on NW request. 
If the SI HASH reporting reuses this procedure, the potential RAN impact includes following three parts:


1) HASH reporting configuration is introduced in RRCReconfiguration;

2) When the UE records the RRC connection resume failure or establishment failure information, UE calculates the HASH of MIB, SIB1 or other SIBx of the camping cell and records it in VarConnEstFailReport; 


3) The CONNECTED UE reports the CEF reporting including the HASH info to NW. 
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Figure-2. Additional work on the SI HASH via CEF reporting procedure

Observation 3: The SI HASH reporting via CEF reporting procedure is feasible from RAN2 perspective. 
Based on the three observations, the SI HASH reporting solution could be regarded as the feasible solution from RAN perspective. 
Proposal: The SI HASH reporting solution is feasible from RAN2 perspective. 
3 Conclusion
According to the analysis in section 2, we propose that:
Proposal: The SI HASH reporting solution is feasible from RAN2 perspective. 
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