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1	Introduction
GSMA has been made aware, through its Coordinated Vulnerability Disclosure (CVD) program, of a new attack called SLIC (Stealthy Location Identification Attack) [1]. The attack exploits the fact that the SCell activation/deactivation MAC CEs are sent in cleartext which enables an attacker to track a user’s location based on the number of activated SCells. Although GSMA considers the practical risk of the attack to be low, they recommend that it should be mitigated if simple methods are available. In this paper we examine the attack and discuss the feasibility of the countermeasures proposed in the SLIC research paper [2]. 
[bookmark: _Ref178064866]2	Discussion
2.1	Attack description
In both LTE and NR the network can configure a UE with up to 31 SCells[footnoteRef:1] via the RRC reconfiguration procedure. The configured SCells are then activated/deactivated by the network on MAC layer using a (1 or 4 octet long) MAC CE which contains a bitmap where each bit points to one of the SCells. The network determines which SCells to activate/deactivate based on, among others factors, the SCell link quality and the required data rate. [1:  In LTE Rel-10, a CA capable UE can supports up to 7 SCells. Support for 31 SCells was added in LTE Rel-12 as part of the eCA WI. NR supports 31 SCells already from the start, i.e. Rel-15.] 
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[bookmark: _Ref59445838]Figure 1 One octet SCell activation/deactivation MAC CE
Since the SCell activation/deactivation MAC CE is sent in cleartext an attacker can count the number of 1s in the bitmap to determine the number of activated SCells. However, this information on its own only gives very limited knowledge of UE’s position since there may be many locations within the PCell where the same number of SCells would be activated. To improve the accuracy the attacker in SLIC records how the number of activated SCells changes over time and then matches this time series against pre-recorded time series collected by the attacker himself over different paths in the PCell.   The path with the best matching time series is then assumed to be the path that the UE is on.
An example of the attack is shown in Figure 2 below. In this example, the UE’s PCell is a macro cell on frequency F1 which contains six small cells, three on frequency F2 and three on frequency F3. When the UE connects to the PCell it receives an RRC connection reconfiguration message configuring all of the six SCells.  The SCells are then activated or deactivated as the user moves in and out of range of the small cells. The SLIC attacker would then monitor the number of activated SCells and determine that the user is on path P in the figure.
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[bookmark: _Ref58313602]Figure 2 Macro cell with overlaid small cells

In order to carry out the attack above there are a number of prerequisites:
· The attacker has previously recorded the number of activated SCells along all possible victim paths
· The attacker knows the victim’s GUTI/5G-GUTI and C-RNTI
· The attacker is in the same PCell as the victim and is able to monitor all DL traffic
· The attacker can ensure that the victim UE downloads at a high data speed to trigger SCells to be activated.
2.2	Impact assessment
We agree with GSMA’s assessment in the LS that the attack is complex to carry out and does not seem to give very reliable results. The attack is also highly deployment dependant and to get any useful location information the network has to be heterogenous with large macro cells with many overlaid small cells on different frequency layers. As is also pointed out by GSMA in the LS, there are other ways of locating a user in LTE or NR (e.g. measuring the uplink signal strength) and the impact of the SLIC attack does not seem greater than any of these.  
[bookmark: _Toc61506020]There are other ways of locating a user in LTE or NR cell (e.g. measuring the uplink signal strength) and the impact of the SLIC attack does not seem greater than any of these.
Since the risk of the attack is low GSMA only considers it worth mitigating if it can be done in a simple way,
[bookmark: _Toc61506021]Since the risk of the attack is low GSMA only considers it worth mitigating if it can be done in a simple way.
2.3	Possible mitigations
The research paper mentions the following methods for mitigating the attack:
· Frequently changing the user’s temporary identifier (i.e. GUTI/5G-GUTI)
· Encrypting the SCell activation/deactivation MAC CE

· Adding noise to the SCell activation/deactivation MAC CE
The first option, frequently changing the user’s temporary identifier, is already the recommended security practice as it helps to prevent many tracking attacks. In fact, for NR the specification mandates the network to update the 5G-GUTI at every tracking area update. The research paper only mentions the GUTI/5G-GUTI but also the C-RNTI should preferably be regularly updated (e.g. at handover to a new cell). 
The second option, encrypting the activation bitmap, would require major changes to the security architecture and is therefore not considered feasible. This is because the activation bitmap is sent on MAC level which is below the PDCP level where encryption is applied. Adding encryption on MAC level is possible but involves large specification changes. Moreover, while this option would protect new UEs, old UEs which do not implement MAC encryption would still be unprotected.
The third option, adding noise to the activation bitmap, means the unused bits in the activation bitmap are set to random values to create noise for the attacker. For example, if the 7 bit activation bitmap is used and the UE is configured with 4 SCells (see Figure 1), 3 bits in the bitmap will be unused and would be set randomly.  According to the MAC specification, the unused bits in the bitmap shall be ignored by the UE, and hence the added noise should not impact the UE. However, it would need to be verified that this is indeed the case for legacy UEs. When adding the noise care must also be taken so that the attacker cannot figure out which bits are set randomly (and hence are unused) and which are not (and hence represent actual SCells). This option may therefore not be as straightforward as it appears at first sight. Another drawback is that the option does not work when 7 or 31 SCells are configured since in that case there are no unused bits in the activation bitmap. 
[bookmark: _Toc59446124][bookmark: _Toc59446688][bookmark: _Toc61506022][bookmark: _Toc59446125][bookmark: _Toc59446689][bookmark: _Toc61506023][bookmark: _Toc61506024]If the attack is to be mitigated by adding noise to the SCell activation/deactivation MAC it needs to be verified that legacy UEs actually ignores the unused bits in the bitmap.
We also note that there are other ways of mitigating the attack than those listed in the research paper. For example, as soon as the UE has at least one activated SCell, any subsequent SCell activation/deactivation MAC CE could be sent over an SCell instead of the PCell. As the SCells are small cells with limited coverage the attacker will not be able to intercept the activation bitmap unless he is in close vicinity of the SCell. (If the attacker is able to overhear the traffic in the SCells then the attacker can detect the user’s presence within the SCell and thereby determine the user’s location without going through the complex SLIC attack). In this way the attacker would not see any SCell activation/deactivation MAC except the one activating the first SCell. Another option to mitigate the attack is to trigger an intra-cell handover and change the C-RNTI of the UE. Since the handover message is encrypted the attacker will not learn the new C-RNTI and hence the attacker will not be able to track the UE.
[bookmark: _Toc61506025]There are other ways of mitigating the attack than those listed in the research paper, for example sending the SCell activation/deactivation MAC CE over an SCell instead of the PCell or changing the C-RNTI through an intra-cell handover.
Considering the above we propose:
[bookmark: _Toc61506026]It is left up to network implementation how to mitigate the SLIC attack and prevent that information is leaked about the number of activated SCells.
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Conclusion
In the previous sections we made the following observations: 
Observation 1	There are other ways of locating a user in LTE or NR cell (e.g. measuring the uplink signal strength) and the impact of the SLIC attack does not seem greater than any of these.
Observation 2	Since the risk of the attack is low GSMA only considers it worth mitigating if it can be done in a simple way.
Observation 3	If the attack is to be mitigated by adding noise to the SCell activation/deactivation MAC it needs to be verified that legacy UEs actually ignores the unused bits in the bitmap.
Observation 4	There are other ways of mitigating the attack than those listed in the research paper, for example sending the SCell activation/deactivation MAC CE over an SCell instead of the PCell or changing the C-RNTI through an intra-cell handover.

Based on the discussion in the previous sections we propose the following:
Proposal 1	It is left up to network implementation how to mitigate the SLIC attack and prevent that information is leaked about the number of activated SCells.
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