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	Reason for change:
	According to the current specification, when the UE reverts back to the configuration used in the source PCell at reconfiguration with sync failuer, all state variables of each radio bearer are also reverted even if the UE is configured with attemptCondReconfig. This means if CBRA handover without key change fails, and then the UE configured with attemptCondReconfig performs CHO without key change, the same key stream may be reused for transmitting RRCReconfiguratinComplete message. The detail is discussed in R2-2010205.

	
	

	Summary of change:
	In the reconfiguration with sync failure procedure, if the UE is configured with attemptCondReconfig and masterKeyUpdate was not included in the RRCReconfiguration for the previous handover, the UE reverts back to the configuration used in the source PCell except state variables of each SRB PDCP entity.

Impact analysis

Impacted functionality:
CHO

Inter-operability:
If the CR is implemented by the UE, but not implemented by the gNB, there is no interoperability issue.

If the CR is implemented by the gNB, but not implemented by the UE, the UE may reuse the same key stream after reconfiguration with sync failure if the UE is configured with attemptCondReconfig and masterKeyUpdate was not included in RRCReconfiguration for the previous reconfiguration with sync.


	
	

	Consequences if not approved:
	[bookmark: _GoBack]The UE coufigured with attemptCondReconfig may reuse the same key stream if selected cell after reconfiguration with sync failure is one of the candidate cells and masterkeyUpdate was not included in RRCReconfiguration for the previous reconfiguration with sync..

	
	

	Clauses affected:
	5.3.5.8.3

	
	

	
	Y
	N
	
	

	Other specs
	
	X
	 Other core specifications	
	TS/TR ... CR ... 

	affected:
	
	X
	 Test specifications
	TS/TR ... CR ... 

	(show related CRs)
	
	X
	 O&M Specifications
	TS/TR ... CR ... 

	
	

	Other comments:
	

	
	

	This CR's revision history:
	


Page 1


	Start of a change


[bookmark: _Toc46439162][bookmark: _Toc46443999][bookmark: _Toc46486760][bookmark: _Toc52836638][bookmark: _Toc52837646][bookmark: _Toc53006286]5.3.5.8.3	T304 expiry (Reconfiguration with sync Failure)
The UE shall:
1>	if T304 of the MCG expires:
2>	release dedicated preambles provided in rach-ConfigDedicated if configured;
2>	release dedicated msgA PUSCH resources provided in rach-ConfigDedicated if configured;
2>	if any DAPS bearer is configured, and radio link failure is not detected in the source PCell, according to subclause 5.3.10.3:
3>	release target PCell configuration;
3>	reset MAC for the target PCell and release the MAC configuration for the target PCell;
3>	for each DAPS bearer:
4>	release the RLC entity or entities as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	reconfigure the PDCP entity to release DAPS as specified in TS 38.323 [5];
3>	for each SRB:
4>	if the masterKeyUpdate was not received:
5>	configure the PDCP entity for the source PCell with state variables continuation as specified in TS 38.323 [5], the state variables as the PDCP entity for the target PCell;
4>	release the PDCP entity for the target PCell;
4>	release the RLC entity as specified in TS 38.322 [4], clause 5.1.3, and the associated logical channel for the target PCell;
4>	trigger the PDCP entity for the source PCell to perform SDU discard as specified in TS 38.323 [5];
4>	re-establish the RLC entity for the source PCell;
3>	release the physical channel configuration for the target PCell;
3>	revert back to the SDAP configuration used in the source PCell;
3>	discard the keys used in target PCell (the KgNB key, the KRRCenc key, the KRRCint key, the KUPint key and the KUPenc key), if any;
3>	resume suspended SRBs in the source PCell;
3>	for each non DAPS bearer:
4>	revert back to the UE configuration used for the DRB in the source PCell, includes PDCP, RLC states variables, the security configuration and the data stored in transmission and reception buffers in PDCP and RLC entities ;
3>	revert back to the UE measurement configuration used in the source PCell;
3>	initiate the failure information procedure as specified in subclause 5.7.5 to report DAPS handover failure.
2>	else if attemptCondReconfig is configured and masterKeyUpdate was not included in the RRCReconfiguration for the previous reconfiguration with sync:
3>	revert back to the UE configuration used in the source Pcell except state variables of each SRB PDCP entity;
3>	store the handover failure information in VarRLF-Report as described in the subclause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in subclause 5.3.7.
2>	else:
3>	revert back to the UE configuration used in the source PCell;
3>	store the handover failure information in VarRLF-Report as described in the subclause 5.3.10.5;
3>	initiate the connection re-establishment procedure as specified in subclause 5.3.7.
NOTE 1:	In the context above, "the UE configuration" includes state variables and parameters of each radio bearer unless otherwise stated.
1>	else if T304 of a secondary cell group expires:
2>	if MCG transmission is not suspended:
3>	release dedicated preambles provided in rach-ConfigDedicated, if configured;
3>	initiate the SCG failure information procedure as specified in subclause 5.7.3 to report SCG reconfiguration with sync failure, upon which the RRC reconfiguration procedure ends;
2>	else:
3>	initiate the connection re-establishment procedure as specified in subclause 5.3.7;
1>	else if T304 expires when RRCReconfiguration is received via other RAT (HO to NR failure):
2>	reset MAC;
2>	perform the actions defined for this failure case as defined in the specifications applicable for the other RAT.
NOTE 2:	In this clause, the term 'handover failure' has been used to refer to 'reconfiguration with sync failure'.
