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Attachments:
1. Overall Description
RAN2 would like to thank SA3 for the reply LS on NR V2X Security issue and PDCP SN size (S3-200478) to inform RAN2 of the security related fields/information for AS ciphering and integrity protection. 

1. Regarding5-bit input for the security algorithms derived from a specific LCID, RAN2 has made following working assumption.

1: Working assumption: the 5 least significant bits of LCID can be used as 5-bit input to the ciphering/integrity algorithms. Working assumption will be RAN2 agreement if there is no SA3 concern until next RAN2 meeting.


Please
 note that the 5 least significant bits of LCID can uniquely identify SLRB, as specified in TS 38.321:

· Table 6.2.4-1 Values of LCID for SL-SCH

	Index
	LCID values

	0
	SCCH carrying PC5-S messages that are not protected

	1
	SCCH carrying PC5-S messages "Direct Security Mode Command" and "Direct Security Mode Complete"

	2
	SCCH carrying other PC5-S messages that are protected

	3
	SCCH carrying PC5-RRC messages

	4-19
	Identity of the logical channel

	20-61
	Reserved

	62
	Sidelink CSI Reporting

	63
	Padding


2. RAN2 agreed PDCP re-establishment is triggered for re-keying procedure. In order to better understand the impact on AS layer, RAN2 respectfully ask SA3 f following question: 

Question 1: What is the granularity of the re-keying procedure, e.g., per PC5 unicast link or per SLRB
?




Question 2

: Does the re-keying procedure require reset of the PDCP 32-bit COUNT in SL unicast?




3. Regarding Counter Check procedure, RAN2 would like to ask SA3following question:
Question 3: Is Counter Check procedure needed in PC5 interface for SL unicast DRB?

4. To follow SA3, RAN2 agreed that Key ID is necessary to be carried in the PDCP PDU header

2. Actions:

RAN2 respectfully asks SA3 to take the above information into account for subsequent specification work and provide their feedback for question 1 and question 2:


3. Date of Next RAN2 Meetings:

TSG-RAN WG2 Meeting #110
1 – 12 June 2020
Electronic

TSG-RAN WG2 Meeting #111
24 – 28 August 2020
Toulouse, France
�I think during the online the agreement is cc CT1, since the next CT1 meeting is parallel with RAN2 meeting. There will be a risk that we cannot get immediately feedback.





Proposal 7: Send LS to SA3 (Cc: CT1) to ask related questions (e.g. how it works in V2X layer?, etc.)


[Futurewei]: PDCP re-establishment is per DRB then how V2X layer knows which SLRB needs PDCP re-establishment due to rekeying? [Apple, Vivo]: Rekeying procedure is per uncast link, then all corresponding SLRBs should be re-estsblished. 


 	Agreed.


�Redundant with action part


�Agree to add this sentence, which can avoid any ambiguity in SA3 (as SA3 seems not sure about the uniqueness for 5 LSB of LCID to identify SLRB)


�OK to remove


�I think it is per SLRB instead of per SL QoS flow which was discussed online. 


�We also think it should be changed to per SLRB


�Maybe one example is sufficient to avoid further argument i


�We are fine to remove “SL QoS flow”.


�We agree with the comments that RAN2 does not need to ask about PDCP COUNT wrap around. For this question, our view is RAN2 should understand from a security perspective if a reset of COUNT is required when PDCP re-key is performed, and to confirm the use of the 32-bit COUNT, as per the running CR.


�Agree with the current question-2. Although we personally think the reset of COUNT is not required, it is acceptable to further confirm it by SA3, if companies have any concern or uncertainty. 


�This question is added based on OPPO’s comments. I would like to hear about other companies’ view on whether we need to ask this Q2.


�We agree with the comments that RAN2 does not need to ask about PDCP COUNT wrap around. For this question, our view is RAN2 should understand from a security perspective if a reset of COUNT is required when PDCP re-key is performed.  Our suggestion (from the prior version) is: 





Question 2: Does the re-keying procedure trigger require reset of the PDCP COUNT wrap around in SL unicast


�Not sure what does this question mean. If the intention is to ask whether re-keying procedure will result in reset of PDCP COUNT, I guess we should not ask since this is purely RAN2 issue and our understanding is PDCP COUNT will carry on since key is changed. If the intention is to ask what will trigger re-keying, I guess we go too far away. Therefore this question should be removed.





Apple: We also feel this is not needed since PDCP COUNT wrap around is defined in RAN2 spec.


�We need your clarification with this question what we’d like to hear from SA3. As OPPO and Apple commented, if it is related with PDCP COUNT wrap around handling, then we don’t have to ask. During yesterday’s online discussion, we felt that companies think that PDCP COUNT wrap around handling is not that related with this rekeying issue and can be handled as Uu.


�OK to remove


�I don’t think we need to inform SA3 this, since this is purely SA3 issue and we just agree to follow SA3’s decision on this.


�Same concern as above. CT1 is in cc list. During the online discussion, companies want to know how re-keying procedure works in V2X layer before deciding the PDCP re-establishment triggering issue. or maybe we can directly ask this question in bullet 2.
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