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[bookmark: _Ref488331639]1	Introduction
This document is for the following email discussion:
[bookmark: _Ref178064866][107bis#30][NR R15] Correction on the condition of RBTermChange (Ericsson)
	Intended outcome: Agreeable CR 38331
	Deadline: Next Meeting

During RAN2#107, it was agreed to update the conditional presence of the field securityAlgorithmConfig in RadioBearerConfig to make the field optional in case of change of termination point between MN and SN in NR-DC [1]. However, this change introduced an ambiguity as to when it applies, and the procedures were not updated accordingly.
2	Discussion
In RAN2#107, the field condition for the securityAlgorithmConfig were changed from 
	RBTermChange1
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN. It is optionally present otherwise, Need S.



to:
	RBTermChange1
	The field is mandatory present in case of set up of signalling and data radio bearer and change of termination point for the radio bearer between MN and SN in (NG)EN-DC/NE-DC, and inter-system handover from E-UTRA (connected to EPC) or E-UTRA (connected to 5GC) to NR. It is optionally present otherwise, Need S.



The understanding is that when the termination point changes between MN and SN, the security algorithms would not change. However, as discussed in [2], with the new field condition, it is ambiguous whether the subordinate clause “in (NG)EN-DC/NE-DC” applies to both setup of RBs and change of termination point between MN and SN, or only to change of termination point between MN and SN. If it applies to both, then the security algorithms would be optional to include when setting up RBs in NR SA and NR-DC. However, if it is mandatory for setup of RBs as it was before the agreed CR, the field condition should be clarified.
Question 1: Do companies agree that it currently is ambiguous whether the securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC?
	Company
	Yes/No
	Comments if any

	Huawei, HiSilicon
	Yes
	

	NEC
	Yes
	It should be Mandatory present in case of setup of RBs in NR SA and NR-DC. The change in the CR is only applicable/related to the termination point change. However, only by looking at the TS, it is ambiguous unfortunately.

	MediaTek
	Yes
	

	Ericsson
	Yes
	

	QCOM
	Yes
	

	Intel
	Yes
	

	CATT
	Yes
	

	ZTE
	Yes
	



Rapporteur: Regarding Q1, all the companies acknowledged that, according to the current text in the field condition RBTermChange1, there is some ambiguity whether securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC.
According to the current text in the field condition RBTermChange1, there is some ambiguity whether securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC.

A further question, that is linked to Q1, is whether the subordinate clause “in (NG)EN-DC/NE-DC” should be deleted or kept. In fact, if the common understating is that the securityAlgorithmConfig field should be always included when changing the termination point between MN and SN in all the MR-DC options, then the subordinate clause “in (NG)EN-DC/NE-DC” can ne deleted. Otherwise, is the behaviour is different for NR-DC, then is reasonable to kept “in (NG)EN-DC/NE-DC” but should be clarified that the optionality applies only to NR-DC (e.g., in the field condition). Therefore, we have two options:
1. The securityAlgorithmConfig field should be always included when changing the termination point between MN and SN in all the MR-DC options
2. The securityAlgorithmConfig field should be always included when changing the termination point between MN and SN only in in (NG)EN-DC/NE-DC. It is optional in case of NR-DC.

Question 2: Which of the aforementioned options is the understanding regarding the signalling of the securityAlgorithmConfig in case of termination point between MN and SN in NR-DC?
	Company
	Yes/No
	Comments if any

	Huawei, HiSilicon
	Option 1
	

	NEC
	Option 2
	We understood this was the intention of the previous CR. Although it is ambiguous, it would be better not to change (again) for the same issue. This (avoiding the ping-pong change) is only one motivation for Option 2. So, we can live with Option 1, if majority support.

	MediaTek
	Option 1
	To avoid any ambiguity between UE and NW, we prefer that to include securityAlgorithmConfig when changing the termination point between MN and SN in all the MR-DC options. It is not necessary to have different behaviour for NR-DC.

	Ericsson
	Option 1
	Agree with MediaTek. It is unnecessary to have a different behaviour for NR-DC.

	QCOM
	Option 1 or 2 
	Option-1 more straightforward as the network will always provide security algorithms. 

	Intel
	Option 1
	We don’t see a reason to treat NR-DC any differently.

	CATT
	Option 1
	

	ZTE 
	Option 1
	



Rapporteur: In Q2, we were asking what solution should be adopted to solve the ambiguity of Q1. All the companies, except one, thinks that Option 1 is (or should be) the understanding whether securityAlgorithmConfig should be mandatory included in case of termination point between MN and SN in NR-DC. Therefore, we would like to propose the following:
The securityAlgorithmConfig field should be always included when changing the termination point between MN and SN in all the MR-DC options.

[bookmark: _Hlk20759698]Furthermore, the agreed CR in [1] added conditions to make the securityAlgorithmConfig field mandatory in case of “inter-system handover from E-UTRA (connected to EPC) or E-UTRA (connected to 5GC) to NR”. However, this is clearly erroneous as handover from E-UTRA (connected to 5GC) to NR would be intra-system and not inter-system. In addition, the field description omits the case of intra- and inter-system handover to E-UTRA (connected to 5GC), i.e. from NR, E-UTRA (connected to EPC) or E-UTRA (connected to 5GC).

Question 3: Do companies agree that in the field condition RBTermChange1 should be clarified that the field is mandatory present in case of inter-RAT handover from NR or E-UTRA (connected to EPC) to E-UTRA (connected to 5GC), if the UE supports NGEN-DC?
	Company
	Yes/No
	Comments if any

	Huawei, HiSilicon
	No
	Isn't it so that all fields which are mandatory present at setup are mandatory present in case of full configuration? That could be clarified but this is certainly valid for all fields, not only securityAlgorithmConfig.
This would already cover inter-system handover, without the need to list it explicitly.

For handover from NR to E-UTRA/5GC, if delta signalling is used, why should securityAlgorithmConfig be used? isn't it like a normal reconfiguration?

For handover from E-UTRA/5GC to NR, the issue could be if the UE does not support NGEN-DC, the securityAlgorithmConfig is mandatory in E-UTRA/5GC but the UE does not use it so probably it shouldn't be used in case of handover, then in such case securityAlgorithmConfg should indeed be mandatory present

	NEC
	
	For inter-RAT handover from NR to E-UTRA/5GC, “No”.
We assume, as Huawei comment, if delta signalling is used, the field can be omitted.

For inter-system handover from E-UTRA/EPC to E-UTRA/5GC, “Yes”. This is just like E-UTRA/EPC to NR.

	MediaTek
	Yes
	The security algorithm is of course mandatory for the following inter-system handover cases (No delta configuration)
· Handover from E-UTRA/EPC to NR
· E-UTRA/EPC to E-UTRA/5GC if the UE supports NGEN-DC
  
For the following 2 cases (intra-system handover)
· handover from NR to E-UTRA/5GC if the UE supports NGEN-DC
· handover from E-UTRA/5GC to NR
Although it is intra-system handover, it is unclear that delta configuration applies to security configuration too. Based on the online discussion of R2-1913521, there is still some ambiguity. 
Since the SPEC already define that it is mandatory for “handover from E-UTRA/5GC to NR”. We prefer using the same approach in another direction. This is safe way to avoid IOT issue between UE and NW.
	

	Ericssson
	Yes
	Agree with MediaTek.

	QCOM
	Yes
	Agree with MediaTek.

	Intel
	Yes
	

	CATT
	
	We have sympathy to Huawei’s comments. But in this case we are OK to go with majority’s preference and make this clear in the spec.

	ZTE
	Yes
	



Rapporteur: Regarding Q3, 7 out of 8 companies think that it should be clarified that securityAlgorithmConfig should be mandatory included in case of handover from E-UTRA/5GC to NR, Handover from E-UTRA/EPC to NR, and E-UTRA/EPC to E-UTRA/5GC if the UE supports NGEN-DC. Further, 6 out 8 companies think that securityAlgorithmConfig should also be mandatory in case of NR to E-UTRA/5GC. According to such outcome, we would like to propose the following:
The field condition RBTermChange1 is mandatory present in case of inter-RAT handover from NR or E-UTRA (connected to EPC) to E-UTRA (connected to 5GC), if the UE supports NGEN-DC.

A further issue to be addressed is that as the field securityAlgorithmConfig was made optional in case of change of termination point between MN and SN in NR-DC, the current field description is incorrect:
	securityAlgorithmConfig
Indicates the security algorithm for the signalling and data radio bearers configured with the list in this IE RadioBearerConfig. When the field is not included, the UE shall continue to use the currently configured security algorithm for the radio bearers reconfigured with the lists in this IE RadioBearerConfig.



According to the current definition, when the termination point of an DRB changes from the MN to the SN, and the securityAlgorithmConfig is absent, the UE would continue to use the algorithms associated with the key in the source node (i.e. use the MN algorithms in the SN or vice versa).
Therefore, the field description of securityAlgorithmConfig should be updated to clarify that the algorithm to be applied should be that one associated to the security key as indicated by keyToUse when the field is absent. If this is the correct understanding, also the procedural text needs to be updated to perform this association, this could for instance be performed upon reception of a RadioBearerConfig including the securityAlgorithmConfig.

Question 4: Do companies agree that the field description of securityAlgorithmConfig should be updated to clarify that the algorithm to be applied should be the one associated to the security key as indicated by keyToUse when the field is absent (i.e., also the procedural text need be updated accordingly)?
	Company
	Option
	Comments if any

	Huawei, HiSilicon
	No
	We think it would be complicated to specify, we prefer to align NR-DC with all other MR-DC cases (the securityAlgorithmConfig is always included at termination point change)

	NEC
	No
	Our understanding was different, such that the reason why MN(/SN) can omit the securityAlgorithmConfig is that it can actually reuse the same one configured by SN(/MN).
However, this also depends on the conclusion for the Q2.

	MediaTek
	No
	Similar view as Huawei.


	Ericsson
	No
	If we aligned NR-DC with the other MR-DC cases, then is not necessary to add any clarification in the field description of securityAlgorithmConfig.

	QCOM
	No
	Agree with Ericsson to align the NR-DC with rest of the MR-DC cases. 

	Intel
	No
	We should keep the existing model as there is no strong motivation to change it.

	CATT
	No
	

	ZTE
	No
	



Rapporteur: Regarding Q4, the views expressed by the companies show that, if we align the behavior of securityAlgorithmConfig for NR-DC to that one of the other MR-DC options, then no changes are required in the specification in order to clarify that the algorithm to be applied should be the one associated to the security key as indicated by keyToUse when the field is absent. Therefore, no proposals are needed as outcome of Q4.
As a last issue to be addressed, during the online discussion companies asked more time to check whether there are other cases where the securityAlgorithmConfig field should be mandatory included. Therefore, companies are invited to include their view in the following table.

Question 5: Do companies think that there are other cases where the securityAlgorithmConfig should be mandatory included?
	Company
	Option
	Comments if any

	Huawei, HiSilicon
	
	See question 3.

	
	
	

	
	
	

	
	
	

	
	
	



Rapporteur: We believe that the concern raised in Q5, has been already addressed in Q3 based on the majority company views.  
3	Conclusions
In the previous sections we made the following observations:
1. According to the current text in the field condition RBTermChange1, there is some ambiguity whether securityAlgorithmConfig is optionally present in case of setup of RBs in NR SA and NR-DC.

Based on the discussion in the previous sections we propose the following:
1. The securityAlgorithmConfig field should be always included when changing the termination point between MN and SN in all the MR-DC options.
The field condition RBTermChange1 is mandatory present in case of inter-RAT handover from NR or E-UTRA (connected to EPC) to E-UTRA (connected to 5GC), if the UE supports NGEN-DC.
[bookmark: _GoBack]
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