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Abstract of the contribution: The discussion paper aims to clarify sending of the CAG ID during resume procedure.
Discussion

Facts:
1. AMF performs the admission control of a UE on a CAG cell when the UE transit from CM-IDLE to CM-CONNECTED mode.

A CAG ID is sent to the NG-RAN when the UE transit from CM-IDLE to CM-CONNECTED state. The NG-RAN forwards the CAG ID to a AMF and the AMF checks if the CAG ID is subscribed or not by the user. If the CAG ID is not subscribed then the AMF rejects the NAS Message (e.g. Registration Request message) and sent Registration Reject message with appropriate cause value. when the UE receives the Registration Reject message with cause value, the UE removes the CAG ID from the “Allowed CAG ID” list.
2. The AMF performs the admission control in CM-CONNECTED state and always update the Allowed CAG List in the UE.
TS 23.501

5.30.3.4
Network and cell (re-)selection, and access control

Update of Mobility Restrictions:

-
When the AMF receives the Nudm_SDM_Notification from the UDM and the AMF determines that the Allowed CAG list or the indication whether the UE is only allowed to access CAG cells have changed;

-
The AMF shall update the Mobility Restrictions in the UE and NG-RAN accordingly; and

-
If the UE is currently accessing a CAG cell and the CAG Identifier(s) supported by the CAG cell have been removed from the Allowed CAG list or if the UE is currently accessing a non-CAG cell and the indication that the UE is only allowed to access CAG cells has been set in the subscription, then the AMF shall release the NAS signalling connection for the UE by triggering the AN release procedure.
NOTE 2:
When the UE is accessing the network for emergency service the conditions for AMF in clause 5.16.4.3 apply.

-
After UCU, the AMF may release the NAS signalling connection by triggering the AN release procedure to allow the UE to reselect a cell based on the updated Allowed CAG list and CAG-only indication, e.g., if the CAG Identifier of current cell is not part of the updated Allowed CAG list.
3. A malicious UE may camp on the non-subscribed CAG cell and try to access 5GS via non-subscribed CAG Cell.

4. In EPS, the E-UTRAN always forwards the CSG ID during the handover procedure and MME performs the subscription check for CSG ID.

Related Text from TS 36.418.

8.4.4.2
Successful Operation

If the CSG Id IE and no Cell Access Mode IE are received in the PATH SWITCH REQUEST message, the MME shall use it in the core network as specified in TS 23.401 [11].
8.4.1.2
Successful Operation

If the CSG Id IE and no Cell Access Mode IE are received in the HANDOVER REQUIRED message, the MME shall perform the access control according to the CSG Subscription Data of that UE and, if the access control is successful or if at least one of the E-RABs has a particular ARP value (see TS 23.401 [11]), it shall continue the handover and propagate the CSG Id IE to the target side.
Problem statement:

When the UE selects a CAG cell when the UE is RRC-INACTIVE state and performs the resume procedure then the UE is not sending the CAG ID of the CAG cell to the NG-RAN and therefore the NG-RAN cannot forwards the CAG ID to the AMF. The AMF CAN NOT perform the admission control in this case against the allowed CAG list of the UE. 

Proposal:
When an AMF selects a CAG cell and performs resume procedure on the CAG cell then the UE shall send CAG ID subscribed to the CAG cell during the resume procedure and the NG-RAN sends the CAG ID to the AMF. The AMF performs the admission control for the received CAG ID. If the CAG ID is subscribed CAG ID then the AMF proceeds with the resume procedure otherwise the AMF rejects the NAS message with appropriate cause (as defined in CT1 specification 24.501) or update the Allowed CAG ID using UCU procedure.  
Conclusion


It is proposed to send LS response along the line of proposal 1 to CT1 and RAN2. 
Proposal 1: Send CAG ID during the resume procedure by the UE. The NG-RAN forwards the received CAG ID to the AMF. The AMF performs the admission control against the received CAG ID.
