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1. Introduction
SA3 has studied solutions for false base station detection, and send a LS in [1] to request RAN2 to provide feedback on RAN and UE impact to support the two potential solutions (i.e. solution #4 and solution #8 captured in TR 33.809 [2]). In this paper, we give initial analysis on the potential RAN2 impact to support false base station detection according to solution #4 and solution #8. 

2. Background

The following text is copied from the SA3 LS.

1. Overall Description:

In Rel-15, the “UE-assisted network-based detection of false base station” is included in TS 33.501 (Informative Annex E) for false base station detection. In Rel-16, SA3 is studying further in order to enhance the false base stations detection. Currently, two potential solutions (i.e. Solution #4 and Solution #8) have been included in the ongoing study TR33.809 (http://www.3gpp.org/ftp/Specs/archive/33_series/33.809/33809-050.zip), based on enriched UE measurement reports. Specifically, the hashes of MIB/SIBs of the camped and neighboring cells are included in the measurement reports. 
SA3 would like to request RAN2 and RAN3 to provide feedbacks on the feasibility and impact on RAN and UE of providing such enhanced measurement reports. 

2. Actions:

To RAN2 and RAN3 group.

ACTION: SA3 kindly requests RAN2 and RAN3 to evaluate whether it is feasible and any impact on RAN and UE to enrich the measurement reports with a list of MIB/SIBs hashes, and inform SA3 if RAN2 or RAN3 finds any issues.

In order to understand the details of solution #4 and solution #8, the following text is copied from SA3 TR 33.809 [2].
· Solution #4
6.4
Solution #4: Enriched measurement reports

6.4.1
Introduction

This solution addresses the first security requirement in the following key issue:

-
Key issue #3: network detection of false base stations (first requirement).

The solution provides a mechanism for enhancing the detection of false base stations by enriching the measurement reports from the UE. The solution is applicable to UEs in RRC_IDLE, RRC_INACTIVE, and RRC_CONNECTED states.

· Solution #8
6.8
Solution #8: Network detection of near by false base stations from call statistics and measurements

6.8.1
Introduction

This solution addresses Key Issue #3: Network detection of near by false base stations 

When false base stations are present in a PLMN network, most often they will be broadcasting MIB and SIB messages copied from one of the real PLMN base stations. Thus, a UE, unsuspectingly might consider this as a real base station and based on the active or idle state of the UE.

1) If the UE is active, UE will consider the false base station as a potential target for handover, and if mobility conditions are correct, will attempt to do handover to it.

2) If the UE is Idle, it will do cell reselection and start listening to broadcast messages and Paging.

The solution here particularly focusses on the UEs in active state. The active UEs which does handover from real base station to false base station will fail, and the UE will select a new target cell. Because the UE subsequently gets connected to a new target, even if the handover once failed, so far, the information gathered from this procedure is usually ignored.

3. Discussion

3.1 Solution #4

According to the details of the solution 4 in [2], in order to detect false base stations, the UE measurement reports need to be enriched to include the hash of MIB and a list of SIBs about camped cell and neighbouring cells as listed below:
-
mib_info = hash of the MIB, which helps in detection of DoS attempts, e.g., cellBarred=barred; 

-
sib_info = list of {SIB number, hash of the SIB}, which helps in detection of DoS, fraud, and subscription identification attempts, e.g., ims-EmergencySupport=false, tampered SI-SchedulingInfo, and useFullResumeID=true;

According to the description in [2], based on the enriched measurement report with hashes of the system information of target cells, the source network can verify and compare the reported hashes of system information with the expected ones. Consequently, the source network can decide whether the target cell is genuine. This can avoid handover to the fake base station and ensure the continuity of the service of the UE. This can greatly improve the system performance and the user experience. 
On the other hand, having an enriched measurement report will require UE to read the system information of neighbouring cells upon performing measurements. In this way, the UE can calculate the related hashes by taking the acquired system information as an input parameter. In Rel-15, the UE measurement reports can provide the CGI information of the target cell, which is contained in the SIB1. For NR, the UE will first acquire MIB to know the search space for SIB1. Therefore, to report the CGI of the target cell, it implicitly supports reading the broadcasted MIB and SIB1 of the neighbouring cell.

Observation 1: For solution#4, the acquisition of MIB and SIB1 of the target cell is supported in Rel-15.

In NR, it introduced the on-demand SI feature in Rel-15. The SIBs in additional to the MIB and SIB1 can be flexiblely broadcasted based on the UE’s request. Currently, the reading of the on-demand SIs for UE during measurement procedure is not supported, which may introduce additional complexity and power consumption at UE side. But on the other hand, the network does not have to rely on connected UE to report the hashes of on-demand SIBs, e.g. by an enriched measurement report. For example, the network can configure UEs to reads on-demand SIs and calculates the hashes in idle or inactive state. Note that in R15, it has also been supported for idle or inactive UEs to request and read on-demand SIBs. 
Observation 2: For solution#4, the acquisition of on-demand SIBs of target cell(s) for an idle or inactive UE is already supported. However, for connected UEs, that may introduce additional complexity and power consumption at UE side to request and read on-demand SIBs. 
Proposal 1: For solution#4, it is suggested to acquire the on-demand SIBs of the potential target cells when UE is in idle or inactive state.
In addition to the hashes of system information above, it is also possible in solution #4 to extend the logged measurements, to include the following information that can help in detecting false base stations:

-
reject_info = information about REJECTs that the UE had received earlier, which helps in detection of DoS attempts, e.g., presence of rogue REJECTs;

-
signal_info = information about signal as below, which helps in detection of DoS attempts, e.g., presence of erratic radio signals:

-
just power: signal is not associated with any normal pilots or reference signals.

-
power with just pilots: signal is associated with normal pilots or reference signals, but those signals do not provide any readable system information.

-
power with pilots and system info: signal is associated with normal pilots or reference signals and those signals provide system information, but the system information is wrong (e.g., inconsistent information, not possible to access the network according to the information). 

For the rejection information and the signal information, they will be included in the logged measurement. Currently, the contents of the logging measurement are under discussion in the Rel-16 NR_SON_MDT topic.
Proposal 2: For solution#4, the additional logged measurements may be included in Rel-16 NR_SON_MDT based on SA3’s request.
3.2 Solution #8

According to the details for solution 8 in [2], this solution mainly depends on RAN network. If possible, UE can include cell IDs of the target cells in solution#8. Actually, this has no additional impact on RAN2. In Rel-15, the CGI information has be included in measurement result.

MeasResultNR ::=                        SEQUENCE {

    physCellId                              PhysCellId                                                                  OPTIONAL,

    measResult                              SEQUENCE {

        cellResults                             SEQUENCE{

            resultsSSB-Cell                         MeasQuantityResults                                                 OPTIONAL,

            resultsCSI-RS-Cell                      MeasQuantityResults                                                 OPTIONAL

        },

        rsIndexResults                          SEQUENCE{

            resultsSSB-Indexes                      ResultsPerSSB-IndexList                                             OPTIONAL,

            resultsCSI-RS-Indexes                   ResultsPerCSI-RS-IndexList                                          OPTIONAL

        }                                                                                                               OPTIONAL

    },

    ...,

    [[

    cgi-Info                                CGI-InfoNR                                                                    OPTIONAL

    ]]

}

MeasResultListEUTRA ::=                 SEQUENCE (SIZE (1..maxCellReport)) OF MeasResultEUTRA

MeasResultEUTRA ::=                     SEQUENCE {

    eutra-PhysCellId                        PhysCellId,

    measResult                              MeasQuantityResultsEUTRA,

    cgi-Info                                CGI-InfoEUTRA                                                               OPTIONAL,...

}

Observation 3: For solution #8, there is no RAN2 impact foreseen at this moment.

Taking the above analysis and observations into account, we would like to propose RAN2 to reflect the observations and proposals in the reply LS to SA3.

Proposal 3: It is proposed that RAN2 reflects the above observations and proposals in the reply LS to SA3.
4. Conclusion

In this contribution, we discussed the potential RAN2 impact to support solution #4 and #8 indicated by SA3 LS. We have the following observations and proposals.

Observation 1: For solution#4, the acquisition of MIB and SIB1 of the target cell is supported in Rel-15.
Observation 2: For solution#4, the acquisition of on-demand SIBs of target cell(s) for an idle or inactive UE is already supported. However, for connected UEs, that may introduce additional complexity and power consumption at UE side to request and read on-demand SIBs.

Observation 3: For solution #8, there is no RAN2 impact foreseen at this moment.
Proposal 1: For solution#4, it is suggested to acquire the on-demand SIBs of the potential target cells when UE is in idle or inactive state.
Proposal 2: For solution#4, the additional logged measurements may be included in Rel-16 NR_SON_MDT based on SA3’s request.
Proposal 3: It is proposed that RAN2 reflects the above observations and proposals in the reply LS to SA3.
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