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First Change

5.3.1.2
AS Security

-------------skip the unchanged text------------

When the UE was provided with an sk-counter, keyToUse indicates whether the UE uses the master key (KgNB) or the secondary key (S-KeNB or S-KgNB) for a particular DRB. The secondary key is derived from the master key and sk-Counter, as defined in 33.501[86]. Whenever there is a need to refresh the secondary key, e.g. upon change of MN with KgNB change or to avoid COUNT wrap around, the security key update is used (see 5.3.5.7). When the UE is in NR-DC, the network may provide a UE configured with an SCG with an sk-Counter even when no DRB is setup using the secondary key (S-KgNB) in order to allow the configuration of SRB3. The network can also provide the UE with an sk-Counter if an SCG if configured or if there is at least one SN terminated MCG bearer.
Next Change

5.3.5.6.5
DRB addition/modification

The UE shall:
1>
for each drb-Identity value included in the drb-ToAddModList that is not part of the current UE configuration (DRB establishment including the case when full configuration option is used):

2>
establish a PDCP entity and configure it in accordance with the received pdcp-Config;

2>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

3>
if target RAT of handover is E-UTRA/5GC; or

3>
if the UE is connected to E-UTRA/5GC:

4>
if the UE is capable of E-UTRA/5GC only in standalone mode (i.e., a UE not capable of NGEN-DC):

5> configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10]; 

4> else (i.e., a UE capable of NGEN-DC):

> configure the PDCP entity with the security algorithms according to securityConfig and apply the keys (KRRCenc and KRRCint) associated with the master key (KeNB) or secondary key (S-KgNB) as indicated in keyToUse, if applicable;
3>
else (i.e., UE connected to NR or UE in EN-DC):

4>
configure the PDCP entity with the ciphering algorithms according to securityConfig and apply the KUPenc key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB/S-KeNB) as indicated in keyToUse
2>
if the PDCP entity of this DRB is configured with integrityProtection:

3>
configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master (KeNB/KgNB) or the secondary key (S-KgNB/S-KeNB) as indicated in keyToUse;

2>
if an sdap-Config is included:

3>
if an SDAP entity with the received pdu-Session does not exist:

4>
establish an SDAP entity as specified in TS 37.324 [24] clause 5.1.1;

4>
if an SDAP entity with the received pdu-Session did not exist prior to receiving this reconfiguration:

5>
indicate the establishment of the user plane resources for the pdu-Session to upper layers;

3>
configure the SDAP entity in accordance with the received sdap-Config as specified in TS 37.324 [24] and associate the DRB with the SDAP entity;

2>
if the DRB is associated with an eps-BearerIdentity:

3>
if the DRB was configured with the same eps-BearerIdentity either by NR or E-UTRA prior to receiving this reconfiguration:

4>
associate the established DRB with the corresponding eps-BearerIdentity;
3>
else:

4>
indicate the establishment of the DRB(s) and the eps-BearerIdentity of the established DRB(s) to upper layers;

1>
for each drb-Identity value included in the drb-ToAddModList that is part of the current UE configuration:

2>
if the reestablishPDCP is set:

3>
if target RAT of handover is E-UTRA/5GC; or

3>
if the UE is connected to E-UTRA/5GC:

4>
if the UE is capable of E-UTRA/5GC only in standalone mode (i.e., a UE not capable of NGEN-DC):

5> if the PDCP entity of this DRB is not configured with cipheringDisabled:

56> configure the PDCP entity with the ciphering algorithm and KUPenc key configured/derived as specified in TS 36.331 [10], clause 5.4.2.3, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE; 

4>
else (i.e., a UE capable of NGEN-DC):

5>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

6>
configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key (KeNB) or the secondary key (S-KgNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;
3>
else (i.e., UE connected to NR, UE in EN-DC, or UE in NE-DC, or UE is configured with SN terminated bearer(s)):

4>
if the PDCP entity of this DRB is not configured with cipheringDisabled:

5>
configure the PDCP entity with the ciphering algorithm and KUPenc key associated with the master key (KeNB/ KgNB) or the secondary key (S-KgNB/S-KeNB), as indicated in keyToUse, i.e. the ciphering configuration shall be applied to all subsequent PDCP PDUs received and sent by the UE;

4>
if the PDCP entity of this DRB is configured with integrityProtection:

5>
configure the PDCP entity with the integrity protection algorithms according to securityConfig and apply the KUPint key associated with the master key (KeNB/KgNB) or the secondary key (S-KgNB/S-KeNB) as indicated in keyToUse;
Next Change

5.3.5.7
AS Security key update

The UE shall:

1>
if UE is connected to E-UTRA/EPC or E-UTRA/5GC:

2>
upon reception of sk-Counter as specified in TS 36.331 [10]:
3>
update the S-KgNB key based on the KeNB key and using the received sk-Counter value, as specified in TS 33.401 [30] for EN-DC, or TS 33.501 [11] for NGEN-DC;

3>
derive the KRRCenc and KUPenc keys as specified in TS 33.401 [30] for EN-DC, or TS 33.501 [11] for NGEN-DC;

3>
derive the KRRCint and KUPint keys as specified in TS 33.401 [30] for EN-DC or TS 33.501 [11] for NGEN-DC.

1>
else:

2>
if the nas-Container is included in the received masterKeyUpdate:

3>
forward the nas-Container to the upper layers;

2>
if the keySetChangeIndicator is set to true:

3>
derive or update the KgNB key based on the KAMF key, as specified in TS 33.501 [11];

2>
else:

3>
derive or update the KgNB key based on the current KgNB key or the NH, using the nextHopChainingCount value indicated in the received masterKeyUpdate, as specified in TS 33.501 [11];

2>
store the nextHopChainingCount value;

2>
derive the keys associated with the KgNB key as follows:

3>
if the securityAlgorithmConfig is included in SecurityConfig:

4>
derive the KRRCenc and KUPenc keys associated with the cipheringAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];

4>
derive the KRRCint and KUPint keys associated with the integrityProtAlgorithm indicated in the securityAlgorithmConfig, as specified in TS 33.501 [11];

3>
else:

4>
derive the KRRCenc and KUPenc keys associated with the current cipheringAlgorithm, as specified in TS 33.501 [11];

4>
derive the KRRCint and KUPint keys associated with the current integrityProtAlgorithm, as specified in TS 33.501 [11].

NOTE:
Ciphering and integrity protection are optional to configure for the DRBs.
2> if the sk-Counter is included in the RRCReconfiguration message or in RRCResume message (UE is in NE-DC, or NR-DC, or is configured with SN terminated beaer(s)):  

3> derive or update the secondary key (S-KgNB or S-KeNB) based on the KgNB key and using the received sk-Counter value, as specified in TS 33.501 [11];

3> derive the KRRCenc key and the KUPenc key as specified in TS 33.501 [11] using the ciphering algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
3> derive the KRRCint key and the KUPint key as specified in TS 33.501 [11] using the integrity protection algorithms indicated in the RadioBearerConfig associated with the secondary key (S-KgNB or S-KeNB) as indicated by keyToUse;
Next Change

6.2.2
Message definitions

	RRCReconfiguration-IEs field descriptions

	dedicatedNAS-MessageList

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for each PDU in the list. 

	dedicatedSIB1-Delivery

This field is used to transfer SIB1 to the UE. The UE may assume that configuration in dedicatedSIB1-Delivery has the same values as the corresponding configuration in servingCellConfigCommon.

	dedicatedSystemInformationDelivery

This field is used to transfer SIB6, SIB7, SIB8 to the UE.

	fullConfig

Indicates that the full configuration option is applicable for the RRCReconfiguration message.

	keySetChangeIndicator

True is used in an intra-cell handover when a KgNB key is derived from a KAMF key taken into use through the latest successful NAS SMC procedure, or N2 handover procedure with KAMF change, as described in TS 33.501 [11] for KgNB re-keying. False is used in an intra-NR handover when the new KgNB key is obtained from the current KgNB key or from the NH as described in TS 33.501 [11].

	masterCellGroup
Configuration of master cell group.

	mrdc-ReleaseAndAdd

This field indicates that the current SCG configuration is released and a new SCG is added at the same time.   

	mrdc-SecondaryCellGroup

Includes an RRC message for SCG configuration in NR-DC or NE-DC. 
For NR-DC (nr-SCG), mrdc-SecondaryCellGroup contains the RRCReconfiguration message as generated (entirely) by SN gNB. In this version of the specification, the RRC message can only include fields secondaryCellGroup and measConfig. 

For NE-DC (eutra-SCG), mrdc-SecondaryCellGroup includes the E-UTRA RRCConnectionReconfiguration message as specified in TS 36.331 [10]. In this version of the specification, the E-UTRA RRC message can only include the field scg-Configuration.

	nas-Container

This field is used to transfer UE specific NAS layer information between the network and the UE. The RRC layer is transparent for this field, although it affects activation of AS  security after inter-system handover to NR. The content is defined in TS 24.501 [23].

	nextHopChainingCount

Parameter NCC: See TS 33.501 [11]

	otherConfig

Contains configuration related to other configurations.

	radioBearerConfig
Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. In EN-DC this field may only be present if the RRCReconfiguration is transmitted over SRB3.

	radioBearerConfig2

Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. This field is only used for NR-DC, for NE-DC and for the UE with SN terminated bearer(s).

	secondaryCellGroup
Configuration of secondary cell group ((NG)EN-DC or NR-DC).  This field is absent when the RRCReconfiguration message is directly transmitted via SRB1 to the MCG.

	sk-Counter

A counter used upon initial configuration of SN security for NR-DC and NE-DC, as well as upon refresh of S-KgNB or S-KeNB.


	Conditional Presence
	Explanation

	nonHO
	The field is not present in case of reconfiguration with sync within NR or to NR; otherwise it is optionally present, need N.

	securityNASC
	This field is mandatory present in case of inter system handover. Otherwise the field is optionally present, need N.

	MasterKeyChange
	This field is mandatory present in case of Handover with change of the AS security algorithms associated to the master key (as indicated in SecurityAlgorithmConfig in SecurityConfig, included in the received RadioBearerConfig). If ReconfigurationWithSync is included for other cases, this field is optionally present, need N. Otherwise the field is absent.

	FullConfig
	The field is mandatory present in case of inter-system handover from E-UTRA/EPC to NR. It is optionally present, Need N, during reconfiguration with sync and also in first reconfiguration after reestablishment; or for intra-system handover from E-UTRA/5GC to NR. It is not present otherwise.


–
RRCResume
The RRCResume message is used to resume the suspended RRC connection.

Signalling radio bearer: SRB1

RLC-SAP: AM

Logical channel: DCCH

Direction: Network to UE

RRCResume message

-- ASN1START

-- TAG-RRCRESUME-START

RRCResume ::=                       SEQUENCE {

    rrc-TransactionIdentifier           RRC-TransactionIdentifier,

    criticalExtensions                  CHOICE {

        rrcResume                           RRCResume-IEs,

        criticalExtensionsFuture            SEQUENCE {}

    }

}

RRCResume-IEs ::=                   SEQUENCE {

    radioBearerConfig                   RadioBearerConfig                                                       OPTIONAL, -- Need M

    masterCellGroup                     OCTET STRING (CONTAINING CellGroupConfig)                               OPTIONAL, -- Need M

    measConfig                          MeasConfig                                                              OPTIONAL, -- Need M

    fullConfig                          ENUMERATED {true}                                                       OPTIONAL, -- Need N

    lateNonCriticalExtension            OCTET STRING                                                            OPTIONAL,

    nonCriticalExtension                RRCResume-v15xy-IEs                                                              OPTIONAL
}

RRCResume-v15xy-IEs ::=             SEQUENCE {
    radioBearerConfig2                  OCTET STRING (CONTAINING RadioBearerConfig)                            OPTIONAL, -- Need M
    sk-Counter                          SK-Counter                                                             OPTIONAL, 

    nonCriticalExtension                SEQUENCE{}                                                             OPTIONAL
}

-- TAG-RRCRESUME-STOP

-- ASN1STOP

	RRCResume-IEs field descriptions

	masterCellGroup
Configuration of the master cell group.

	radioBearerConfig
Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP.

	radioBearerConfig2

Configuration of Radio Bearers (DRBs, SRBs) including SDAP/PDCP. This field is only used for NR-DC, for NE-DC, and for the UE with SN terminated bearer(s).

	sk-Counter

A counter used upon refresh of S-KgNB or S-KeNB based on the newly derived KgNB during RRC Resume. The field is mandatory present in case radioBearerConfig or radioBearerConfig2 is configured with keyToUse set to secondary. Otherwise, the field is absent.


End Change

