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1. Overall Description:

RAN2 thanks SA3 for the reply LS on security for inactive state.

RAN2 would like to summarize RAN2 agreements / working assumptions so far:

1)
the UE in RRC_CONNECTED may receive an encrypted and integrity protected message from the gNB indicating the UE to move to RRC_INACTIVE and provide I-RNTI and NCC to be used for the next key derivation

2)
when the UE in RRC_INACTIVE wants to resume or RNA update is triggered, the UE will derive KgNB* and the keys for integrity protection and ciphering of RRC messages (K_rrcInt and K_rrcEnc). The KgNB* is derived taking into account the new cell PCI/DL ARFCN and the K_rrcInt and K_rrcEnc is further derived using the security algorithms previously configured by the last serving gNB. The UE will send msg3 with a protection token like the short MAC-I (calculated using the derived K_rrcInt) ,The short MAC-I is verified by the last serving gNB.

3)
in reply to msg3, the UE may receive from the new gNB
a)
a message (i.e. msg4) on SRB0 without I-RNTI or any configuration parameter telling the UE to wait (congestion case) while staying in RRC_INACTIVE with unmodified UE configuration
b)
a message (i.e. msg4) on SRB0 in order to proceed with RRC connection establishment as if the UE was in RRC_IDLE (fallback procedure)

c)
a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys as derived in 2) above allocating a new I-RNTI and moving the UE to RRC_INACTIVE

d)
a message (i.e. msg4) on SRB1 ciphered and integrity protected using the same keys as derived in 2) above and triggering  the UE to move to RRC_CONNECTED

With respect to the requirements put forward by SA3:

I) Security algorithm negotiation

RAN2 think that security algorithms negotiation can be achieved in the following way:


-  if the new gNB wishes to use the algorithms used by the last serving gNB, the new gNB can send msg4 ciphered and integrity protected using these algorithms, either to move the UE to RRC_CONNECTED or to move back the UE to RRC_INACTIVE including a new I-RNTI;

- if the new gNB wishes to use different algorithms, the new gNB can send msg4 (RRCSetup) without integrity protection and without ciphering and security will be activated with a subsequent RRC message (similar to SecurityModeCommand in LTE) like in the case of the transition from RRC_IDLE to RRC_CONNECTED
II) 2-hop forward security
It is RAN2 understanding that, as in LTE, after Xn-based handover followed by path switch, the target gNB receives a new NCC which is to be used for vertical key derivation at the next handover. RAN2 assumes that a similar procedure can be used in the case where the UE in RRC_INACTIVE sends msg3 towards a new gNB which is different from the last serving gNB: after UE context fetch, the new gNB receives a new {NCC, NH }  during the path switch procedure and if the new gNB wishes to move the UE to RRC_INACTIVE again, the new gNB will provide the new NCC which can be used for vertical key derivation at the following transmission of msg3.
RAN2 understands that if the new gNB always waits for the path switch to be complete before moving the UE to RRC_INACTIVE again, 2-hop forward security would be ensured.
II) New I-RNTI allocation
As indicated above, new I-RNTI is always provided in a ciphered message.

The procedures described above are illustrated in the following figures based on RAN2 understanding (the NG call flow need to be confirmed by RAN3):

Figure 1: RNA update/ resume with change of security algorithms
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Figure 2: RNA update procedure without change of security algorithms


[image: image2.emf]UE New gNB AMF

Last serving 

gNB

UPF(s)

0. RRCConnectionRelease

(releaseCause, I-RNTI, NCC)

UE enters 

RRC_INACTIVE

Random Access Preamble

Random Access Response

1. RRCResumeRequest (I-RNTI, cause, MAC-I)

7. RRCRelease

(ciphered and integrity protected, I-RNTI, NCC)

3. Retrieve UE 

context Response 

(UE context)

Derive new key based on 

NCC vaue and algorithms 

selected by last serving gNB

UE remains in 

RRC_INACTIVE

RNA update is 

triggered following 

reselection

User Data

4. Path Switch 

Request

5. Path Switch related 5G CN 

internal signalling and actual 

DL path switch in UPF(s)

6. Path Switch 

Request Ack (NCC)


Figure 3: Resume without change of security algorithms
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2. Actions:

To SA3 group.

ACTION: RAN2 kindly asks SA3 to consider the above explanations and inform RAN2 in case SA3 sees any issue related to the above description. It is appreciated if SA3 can reply to RAN2 at the earliest to help RAN2 progress on the working assumption given that this phase of the WI is expected to be finalised at RAN2#102.
3. Date of Next TSG-RAN WG2 Meetings:

RAN2#102
21-25 May 2018


Busan, Korea
RAN2 NR AH#1807
2-6 July 2018


Montréal, Canada
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