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1. INTRODUCTION

This paper presents the results from email discussion on ciphering/security issues between RAN
WG2 meetings #3 and #4.

The ciphering/security subject caused very little discussion and no new conclusions were made

2. CIPHERING MECHANISM

No decisions on the ciphering mechanism during the email discussion.

Alcatel provided a more detailed description of the MAC+RLC method, which is a separate
ontribution to the R2#4 meeting. Nokia provided more details of the MAC method, especially the
noticed problems and possible solutions for them. This is also a separate contribution to the

R2#4 meeting.

3. HENINITIALIZATION

No new ideas presented. The only proposed solution is still the one described in TS 25.301, ver
3.0.1, chapter 8 (saving biggest HEN in USIM after connection release).

4. DATA INTEGRITY

No new input on the integrity control mechanism or on the list of (RRC) messages requiring
integrity protection.

5. ADDITIONAL USAGE FOR THE INTEGRITY CHECKSUM

No discussion on this during the email ad-hoc.

6. ONE CIPHERING KEY VS TWO KEY SOLUTION

No discussion on this during the email ad-hoc. Assuming no new input will exist in R2#4 meeting,
the "two key solution" will be preferred over the "one key solution".

7. CHANGE OF CIPHERING KEY

No discussion on this subject during the email ad-hoc.




QUESTIONS TO SA WG3

No input for this during the email ad-hoc.

Paosition in
TBS

CENTCYyCles CEN




UE-RLC | | UE-MAC | | UE-L1 NodeB 1 RNC MAC

1. MAC_Data_r1eq
<
[PDU#1, MU]

2. Ciphering of TB
using current CFN

3. MAC_Data_req

[PDU#2, MU]

4. Ciphering of TB
using current CFN

5 DLI'HL TBS:

Memorize [RAB#,
PDU#, UEFN,
Paosition_in TBS]

6. PH_Data_req
S —

[TFI, TBS]
7. DCH: Data

8. Decoding, CRC
check, buffering

9. PH_Data_ind

[TFI, TBS, CRC Error_in_TB#x]

10. Deciphering of
correctly received
TB's

11. MAC_Data_ind
[MU]

12. MAC_Error_ind
[CRC_Error_in_TB#x]

1B. ACK for PDU#1, NACK for PPU#2




UE-RLC

UE-L1

NodeB 1 |

| RNC MAC | | RNC RLC

13. NACK for PDU#2

g

14. MAC_Data |

>

bl

[PDU#2, MU, R

15. Find original
UEFN+Position_in_TBS
of PDU#2

TB usin

I
16. Ciphering of

UEFN

g original

req

edundan

17. Outband_infor

mation: [ DCH#, C

FN_cycles, CFN, Position_in_T

BS, Redundancy]

H@W Iransmitted

19. DCH: Data

18. PH_Data_req

]
[TFI, TBS, Redun

dancy]

20. Comb
check,
decoding,

ining, CRC
channel
(buffering)

21. PH_Data_ing

[TFI, TBS]

22. Deciphering of
correctly received TB
with original UEFN
(calculated from the
outband information)

23. MAC_Data_in
<

(MU]

d

24. ACK for PDU#2







