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[bookmark: _Ref54129494]Introduction
At RAN#96, the mini study item on network verification of UE location incorporated in the Rel18 work item on NTN enhancements [1] was concluded and TR38.882[2] approved. In the TR it is acknowledged that UE location verification in NTN is mainly to meet regulatory requirements for certain regulated services such as:
· Public Warning System (PWS)
· Lawful interception (LI)
· Emergency services (EMS)
· Charging and Tariff notifications
Nevertheless, it is also acknowledged as indicated in the following excerpt that a malicious UE may intentionally report a false GNSS location so as to connect to a different PLMN other than the one in its actual location. 
[bookmark: _Hlk63428477]When a UE attaches to the mobile network, the RAN selects the appropriate core network for the UE taking into account, among other things (3GPP TS 38.300 [15]):
-	UE identifiers;
-	UE’s selected PLMN;
-	UE location information (including the serving cell as known to the serving RAN node).
With NTN it is possible to deploy very large cells over large portions of a continent (possibly covering different countries), with the different core networks for the various countries connected to the same NTN RAN (MOCN network sharing scenario). In such a scenario, it may not always be possible to correctly determine the appropriate core network for a connecting UE, especially close to country borders, because the serving cell information may not be granular enough.
Furthermore, a malicious UE might "fake" its selected PLMN in order to attempt connecting to a different core network. Upon such an attempt the AMF will disconnect the UE and inform the RAN node via an appropriate NGAP cause value, so the RAN can take appropriate action on subsequent attempts by the same UE.
The UE may send GNSS measurements to the RAN over RRC, but this has at least the following drawbacks:
-	In principle, just as a malicious UE could fake its selected PLMN, it could also fake its GNSS measurements;
-	Sending GNSS measurements over RRC before AS security is set up raises security and privacy issues.
Because of the above, relying only on signalling GNSS measurements over RRC is not considered a viable solution to this issue.

In this contribution, we discuss our views on reliable UE location verification for NTNs.

NTN Coverage Limitations
In TR38.882 [2], it is recommended that:
When considering solutions based on positioning methods, existing 3GPP defined RAT dependent positioning methods shall be considered as baseline. Other methods are not precluded.
With the need to prioritise single satellite operation, existing RAT-dependent positioning methods were discussed at RAN1#110 and the following agreement made to shortlist some methods as a starting point for further consideration:
Agreement
The following 3GPP defined RAT dependent positioning methods shall be considered as starting point for the study on Network verified UE location in case of NGSO based NTN deployment:
· Multi-RTT
· DL/UL-TDOA
Note-1: Other methods (e.g. AoA based) are not precluded
Note-2: RAT independent positioning methods are not under the scope of the study

In terrestrial networks, these methods depend on the UE being in the coverage of more than one gNB/eNB at the time when the UE carries out its positioning-related measurements. Simultaneous coverage from more than one NTN cell is likely to be relatively rare. Indeed, for non-continuous coverage NTNs, single satellite cell coverage per UE is likely to be the norm. Therefore, these positioning methods need adaptation in NTN so they can function with single NTN cell coverage. The prevailing idea is to take measurements from one NGSO satellite at different times as the satellite navigates its orbit. There are a few issues needing consideration for the adaptations needed. These issues are:
1. At what intervals should the measurements be taken? Are these intervals configurable or fixed by specification?
2. These methods in terrestrial networks assume that the UE takes measurements from the different gNBs/eNBs at the same time. In NTN, depending on the mobility of the UE, it may be necessary to consider the UE speed both in the intervals between which the measurements are taken and in the accuracy of the procedure that uses the resulting measurements for UE location verification. The degree to which UE mobility is considered may be influenced by the expected accuracy of the measurements. If UE speed is taken into account, then the UE may need to report its current GNSS location in each measurement report.

Proposal 1: RAN1 should consider positioning measurement intervals for the chosen RAT-dependent positioning methods for the single satellite case.

Proposal 2: RAN1 should consider whether or not the UE speed should be taken into account.

Ensuring resilience against malicious UE
As reported in TR 38.882[2],
Furthermore, a malicious UE might "fake" its selected PLMN in order to attempt connecting to a different core network. Upon such an attempt the AMF will disconnect the UE and inform the RAN node via an appropriate NGAP cause value, so the RAN can take appropriate action on subsequent attempts by the same UE.
A malicious UE intent on faking its selected PLMN would likely report a fake location that is commensurate to the actual PLMN it wants to use to access the network. Furthermore, such a fake UE knowing that the network would verify its location using any of the chosen RAT-dependent positioning methods and, being able to derive the locations of the satellite(s) from the broadcast ephemeris information, can also report fake positioning measurements that are commensurate with the fake position it reported. Network UE location verification methods therefore have to be deployed in a manner that such a malicious UE would be thwarted in this endeavor.

Observation 1: A malicious UE intent on reporting a fake location can also report fake location verification measurements commensurate with its fake location.
 Proposal 3: RAN1 shall define network location verification methods that are immune to spoofing by malicious UEs intent on reporting a fake location.
Trusting UE Measurements and Values Derived from GNSS
At RAN1#110bis-e, there was a lot of discussion about whether or not measurements dependent on or parameters derived from the GNSS-derived UE location can be trusted. One parameter that was discussed a lot was the UE specific TA which is itself derived from the reported GNSS location of the UE.
We feel that such parameters cannot by themselves be used to validate the location of the UE. Nevertheless, they can either be assessed over multiple instances for consistency or combined with other related by trusted parameters such as RTT and tested for consistency. A test of consistency may suffice for UE location verification.

Proposal 4: RAN1 should use a combination of parameters both trusted and untrusted in UE location verification.

Conclusions
We have discussed the issue of NTN coverage related to RAT-dependent UE positioning methods and the issue of a malicious UE intending to report a fake location to the network. With the knowledge of which 3GPP defined RAT-dependent positioning methods are used by the network to verify the reported location, a malicious UE intending to report a fake location to the network can also report fake RAT-dependent positioning measurements commensurate with the reported fake location. From the discussion, we have made the following observations and proposals:

Proposal 1: RAN1 should consider positioning measurement intervals for the chosen RAT-dependent positioning methods for the single satellite case.

Proposal 2: RAN1 should consider whether or not UE mobility should be taken into account.
Observation 1: A malicious UE intent on reporting a fake location can also report fake location verification measurements commensurate with its fake location.

Proposal 3: RAN1 shall define network location verification methods that are immune to spoofing by malicious UEs intent on reporting a fake location.

Proposal 4: RAN1 may use a combination of parameters both trusted and untrusted in UE location verification.
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