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Introduction

SA3#33 agreed to include PSK TLS [1,2] as one of the supported application protocols for Ua interface in TS 33.222. This pseudo-CR adds the description and example of PSK TLS usage to TS 24.109.
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===== BEGIN CHANGE =====

1
Scope

The present document defines stage 3 for the HTTP Digest AKA [5] based implementation of Ub interface (UE-BSF) and the HTTP Digest [8] and the PSK TLS [X] based implementation of bootstrapped security association usage over Ua interface (UE-NAF) in Generic Authentication Architecture (GAA) as specified in 3GPP TS 33.220 [1]. The purpose of the Ub interface is to create a security association between UE and BSF for further usage in GAA applications. The purpose of the Ua interface is to use the so created bootstrapped security association between UE and NAF for secure communication. 

Editor’s note: Currently Annex C of this specification contains the normative part of the subscriber certificate enrolment specification. Upon CN1 decision on where this normative part of the subscriber certificate enrollmeant specification text shall be added, the following paragraph shall be added to the scope of the corresponding specification.

Editor’s note: The present document also defines stage 3 for the subscriber certificate enrolment as specified in 3GPP TS 33.221 [4] which is one realization of the Ua interface. The subscriber certificate enrolment uses the HTTP Digest based implementation of bootstrapped security association usage to enrol a subscriber certificate and the delivery of a CA certificate.
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3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
Authentication and Key Agreement

AUTN
Authentication Token

AUTS
Authentication Token

AV
Authentication Vector

BSF
Bootstrapping Function

B-TID
Bootstrapping Transaction Identifier

CA
Certification Authority

CK
Confidentiality Key 

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber System

IK
Integrity Key

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key material

Ks_NAF
NAF specific key material

MAC
Message Authentication Code

NAF
Network Application Function

PKCS
Public-Key Cryptography Standards

PKI
Public Key Infrastructure

PSK
Pre-Shared Secret

RAND
Random Challenge

RES
Authentication Response

SQN
Sequence Number

UE
User Equipment

URI
Uniform Resource Identifier

URN
Uniform Resource Name

USIM
User Service Identity Module

WIM
Wireless Identity Module

XRES
Expected authentication response

===== BEGIN NEXT CHANGE =====

5.3
Pre-shared key TLS

5.3.1
Authentication procedure

5.3.1.1
General

The Pre-Shared Key Ciphersuites for TLS (PSK TLS) [X] can be used with bootstrapped security association as the authentication, confidentiality, and integrity protection method.

The protocol stack of the Ua interface when PSK TLS authentication is used is presented in Figure 5.3-1.
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Figure 5.3-1: Protocol stack of Ua interface with PSK TLS

The PSK TLS [X] handshake shall be used with bootstrapped security association as follows:

-
the ClientHello message shall contain one or more PSK-based ciphersuites;
-
the ClientHello message shall contain the server_name TLS extension as specified in IETF RFC 3546 [17] and it shall contain the hostname of the NAF;
-
the ServerHello message shall contain a PSK-based ciphersuite selected by the NAF;

-
the ServerKeyExchange shall contain the psk_identity_hint field and it shall contain a static string “3GPP-bootstrapping”;
-
the ClientKeyExchange shall contain the psk_identity field and it shall contain the B-TID;
-
the UE shall derive the TLS premaster secret from the NAF specific key material (Ks_NAF) in the case of GBA_ME, and the NAF specific external key material (Ks_ext_NAF) in the case GBA_U as specified in IETF Internet-Draft [X];
NOTE:
The NAF specific internal key material (Ks_int_NAF) in the case of GBA_U shall not be used with PSK TLS.
5.3.2
Authentication failures

Authentication failures are handled as they are described in IETF RFC 2246 [10] and in IETF Internet-Draft [X].

5.3.3
Bootstrapping required indication

During TLS handshake, the NAF shall indicate to the UE that bootstrapped security association is required by sending a ServerHello message containing a PSK-based ciphersuite, and a ServerKeyExchange message containing the psk_identity_hint field which contains a static string “3GPP-bootstrapping”. This shall trigger the UE to run the bootstrapping procedure over Ub interface.
NOTE:
In order for the NAF to select a PSK-based ciphersuite, the UE must have offered one or more PSK-based ciphersuites in the corresponding ClientHello message.
5.3.4
Bootstrapping renegotiation indication

During usage of TLS session, the NAF shall indicate to the UE that bootstrapped security association has expired by sending close_notify alert message to the UE. The UE may attempt resume the old TLS session by sending a ClientHello message containing the old session ID. The NAF shall refuse to use the old session ID by sending a ServerHello message with a new session ID. This will indicate to the UE that the bootstrapped security assocation it used has expired.
During TLS handshake, the NAF shall indicate to the UE that the bootstrapped security association has expired by sending handshake_failure message as a response to the Finished message sent by the UE. This will indicate to the UE that the bootstrapped security association it used has expired.
==== BEGIN NEXT CHANGE ====

Annex F (informative):
Signalling flows for PSK TLS with bootstrapped security association

Editor’s note:
If the “Pre-Shared Key Ciphersuites for TLS” Internet Draft [X] does not reach the RFC status by the time when Release 6 is frozen, this annex shall be removed and the support for the Pre-Shared Key TLS is postponed to Release 7.

F.1
Scope of signalling flows

This annex gives examples of signalling flows for using PSK TLS with bootstrapped security association.

F.2
Introduction

F.2.1
General

A bootstrapping session established using a bootstrapping procedure (cf., clause 4 and annex A) is used between a UE and a NAF. The BSF provides to the NAF a NAF specific key material (Ks_NAF or Ks_ext_NAF) which is derived from the key material (Ks or Ks_ext). The NAF uses this key to authenticate and optionally secure (i.e., intergrity protect and encrypt) the communications between it and the UE. The BSF will also provide the NAF the expiration time of the bootstrapping session. When the bootstrapping session becomes invalid the NAF will stop using the session, and indicate to the UE that bootstrapping session has expired and that new session needs to be established.

An example of the signalling flows of the authentication procedure using PSK TLS [X] is given in subclause F.3.

F.2.2
Key required to interpret signalling flows
Editor’s note:
The key to interpret the signaling flows needs to be specified.
F.3
Signalling flow demonstrating a successful authentication procedure

The signalling flow in Figure F.3-1 describes the generic message exchange between UE and NAF using PSK TLS.
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Figure F.3-1: PSK TLS handshake with bootstrapped security association.

1.
TLS handshake message: ClientHello (UE to NAF)


The UE sends ClientHello message to the NAF. In order to indicate that the UE is capable of PSK-based authentication it includes the PSK-based ciphersuites to the list of acceptable ciphersuites list. The UE also includes to the ClientHello message the server_name TLS extension containing the hostname of the NAF.
TLS.ClientHello.client_version:
the version of the TLS protocol in the UE shall be 3.1.
TLS.ClientHello.random:
a UE generated random structure.
TLS.ClientHello.session_id:
 The ID of the TLS session is empty, i.e., no previous TLS session is used.

TLS.ClientHello.cipher_suites:
the list of ciphersuites shall include one or more PSK-based ciphersuites.

TLS.ClientHello.compression_methods:
a list of the compression methods shall be null.

TLS.ClientHello.client_hello_extension_list:
list of extensions shall include server_name extension that contains the hostname of the NAF.
2.
TLS handshake messages: ServerHello, ServerKeyExchange, ServerHelloDone (NAF to UE)

If the NAF wants to use PSK-based authentication, it selects one of the acceptable PSK-based ciphersuites, places the selected ciphersuite in the ServerHello message, and includes an appropriate ServerKeyExchange message. The NAF may help the UE in selecting the correct PSK identity by providing a hint in ServerKeyExchange message. That hint could be, for example, 3GPP_bootstrapping@bsf.operator.com.
TLS.ServerHello.server_version:
the version of the TLS protocol in the NAF shall be 3.1.
TLS.ServerHello.random:
a NAF generated random (must be different from ClientHello.random.

TLS.ServerHello.session_id:
the identity of the TLS session generated by the BAF.

TLS.ServerHello.cipher_suite:
the ciphersuite selected by the NAF shall be one of the PSK-based ciphersuites listed in ClientHello.cipher_suites.
TLS.ServerHello.compression_method: the compression method selected by the NAF shall be null.
TLS.ServerHello.server_hello_extension_list:
list of extensions shall be empty.

TLS.ServerKeyExchange.psk_identity_hint:
the PSK identity hint shall contain the constact string “3GPP-bootstrapping”.
TLS.ServerHelloDone:
this message does not have data fields.
3.
Bootstrapping and generation of NAF specific key material at UE

The UE performs the bootstrapping procedure to produce B-TID and Ks_NAF as described in annex A.3. If bootstrapping procedure has been done recently, the UE may use the B-TID and Ks_NAF produced from that procedure.
4.
TLS handshake messages: ClientKeyExchange, ChangeCipherSpec, Finished (UE to NAF)

The UE sets the B-TID as the PSK identity, and Ks_NAF as the pre-shared key. The UE then sends ClientKeyExchange containing the B-TID, ChangeCipherSpec, and Finished messages to the NAF. The TLS premaster secret is derived from Ks_NAF as specified in IETF Internet-Draft [X].

TLS.ClientKeyExchange.psk_identity:
the PSK identity shall contain the B-TID.
TLS.ChangeCipherSpec.type:
contains value 1 (change_cipher_spec).
TLS.Finished.verify_data:
the verify data contains the hash of the handshake messages. For details, see IETF RFC 2246 [10].
5.
Zn: NAF specific key procedure


The NAF extracts the B-TID from the ClientKeyExchange message and requests the NAF specific key (Ks_NAF) from BSF. The BSF returns Ks_NAF that corresponds to the B-TID.


For detailed signalling flows see 3GPP TS 29.109 [3].

Table B.3.1-5: Bootstrapping authentication information procedure (NAF to BSF)

	Message source & destination
	Zn Information element name
	Information Source in TLS
	Description

	NAF to BSF
	B-TID
	ClientKeyExchange.psk_identity
	The bootstrapping  transaction identifier is encoded in the ClientKeyExchange.psk_identity field according to PSK TLS.


6.
Authentication at NAF


The NAF validates the Finished message sent by the UE,

7.
TLS handshake messages: ChangeCipherSpec, Finished (NAF to UE)

The NAF sends ChangeCipherSpec, and Finished messages to the the UE.
TLS.ChangeCipherSpec.type:
contains value 1 (change_cipher_spec).

TLS.Finished.verify_data:
the verify data contains the hash of the handshake messages. For details, see IETF RFC 2246 [10].

8.
Authentication at UE

The UE validates the Finished message sent by the NAF
9.
Application data transfer

The UE and the NAF initiate application data transfer in the TLS session.

===== END CHANGE =====
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