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1
Introduction

The WIM specific messaging between UE and PKI portal is missing from the current version of TS 24.109 V0.2.0. If a WIM is used in the process of enrolling subscriber certificates (i.e., the WIM contains the private key part of a key pair), it may be that extra messaging needs to take place in order of the UE complete the enrolment process:

-
WIM may require an authentication code from WIM issuer to enable key generation process on the WIM, and

-
WIM may require an authentication code from WIM issuer to generate a proof-of-origin of the key pair.

Whether the authentication code is required depends on the WIM issuer policies. In both cases, when UE tries to generate either a new key pair, or proof of key generation, the WIM may answer with response that an authentication code is required from the issuer of the WIM card. The response from the WIM contains a challenge that needs to be communicated to the WIM issuer (through the PKI portal). Thus, if the WIM requires an authentication code, the PKI portal needs to have a relation with the WIM issuer.

Also, in both cases the authentication code generation procedure is exactly the same. The WIM gives its WIM serial number and a 20 bytes long challenge, and the PKI portal (or the WIM issuer) derives the authentication code from the serial number and the challenge. Thus, the same procedure can be used to obtain the authentication code both for the key generation and for the generation of proof of key origin.

This contribution lists the identified possibilities to do this extra messaging between the UE and the PKI portal. Note that the messaging should be based on HTTP.

Note 1:
The candidate specifications related to WPKI client certificate enrolment [1], and WIM specific ECMAScript functions [2] are currently under final review in OMA. The latest versions are attached to this contribution.

2
Discussion

2.1 Procedure

An application in the UE requests the WIM in the UE to generate either a new key pair, or a proof of key origin structure. If an authentication code is required for this procedure, the WIM provides its serial number, and a challenge string containing 20 bytes to the application. The application shall send these parameters to the PKI portal, and it (or the WIM issuer) shall calculate the authentication code based on the WIM serial number and the challenge. The PKI portal shall send the authentication code back to the application in the UE, who can complete the request with the WIM using the authentication code. [2]

Note 2:
The same procedure can be used both for the key generation and for the generation of proof-of-origin onboard WIM.

2.2
ECMAScript and XHTML

The authentication code retrieval from the PKI portal in OMA specification is handled by ECMAScript [2] functionality in, e.g., a WAP browser. In order for the UE to use this approach in the subscriber certificate enrolment, the application in the UE must be capabable of interpreting ECMAScript and XHTML. This unnecessarily complicates the enrolment procedure, and is not desired. [1,2]

2.3 Transport alternatives for 3GPP

If the OMA based alternative to do the messaging between the UE and the PKI portal related to the WIM authentication code, then other means to for the UE to acquire the authentication code must be considered.

Note 3:
The HTTP requests and responses described in this chapter may include other headers as well as those that are listed in examples.

2.3.1
HTTP Request-URI

The WIM serial number and the challenge can be sent using the Request-URI of the HTTP request. The authentication code can be sent using the HTTP response payload of the corresponding HTTP request. The HTTP request from the UE would be:

GET /wim-auth-code?request=error:AuthReq:cardSerialNumber:Challenge HTTP/1.1

Host: pki-portal.operator.com

Where the Request-URI contains “request” parameter, which is set to the WIM card serial number and the challenge.  The “request” parameter is URL encoded [3]. The corresponding HTTP response from the PKI portal would contain:

HTTP/1.1 200 OK

Server: pki-portal.operator.com

Content-Type: plain/text

Content-Length: <length>

authCode

This approach is recommended. The simple use of the HTTP Request-URI and the HTTP payload in carrying messages between the UE and the PKI portal is feasible. Also, the PKI portal can recognize that the HTTP request is used for requesting an authentication code calculation is done by using the URI “/wim-auth-code”. Upon receiving such a request the PKI portal extracts the WIM serial number and the challenge from the HTTP request payload, derives the authentication code using those parameters, and returns the authentication code in the corresponding HTTP response payload as depicted above.

2.3.2
HTTP headers

The WIM serial number and the challenge as well as the authentication code can be sent using HTTP headers.  The HTTP request from the UE would contain an HTTP header as follows:

GET /wim-auth-code HTTP/1.1

Host: pki-portal.operator.com

X-3GPP-WIM-Challenge: error:AuthReq:cardSerialNumber:Challenge

and the HTTP response from the PKI portal would contain another HTTP header:

HTTP/1.1 200 OK

Server: pki-portal.operator.com

X-3GPP-WIM-Response: authCode

However, the definition of new HTTP headers for the use of a single application is not recommended.

2.3.3
Simple HTTP payload

The WIM serial number and the challenge as well as the authentication code can be sent using HTTP payload, and simple message structure.  The HTTP request payload from the UE would contain the response given by the WIM as follows:

POST /wim-auth-code HTTP/1.1

Host: pki-portal.operator.com

Content-Type: plain/text

Content-Length: <length>

error:AuthReq:cardSerialNumber:Challenge

and the HTTP response from the PKI portal would contain:

HTTP/1.1 200 OK

Server: pki-portal.operator.com

Content-Type: plain/text

Content-Length: <length>

authCode

This approach is similar to the one described in section 2.3.1. The difference is that this approach uses the POST method to transfer the data as in section 2.3.1 the GET method was used. This approach could be used as an alternative to the approach depicted in section 2.3.1, but in order to keep only one option we suggest not to use this approach. Also, since the data needed to be transferred from the UE to the PKI portal is quite small, the approach described in section 2.3.1 is preferred.

2.3.4
XML based HTTP payload

The WIM serial number and the challenge as well as the authentication code can be sent using HTTP payload, and XML document message structure. .  The HTTP request payload from the UE would contain a simple XML document as follows:

POST /wim-auth-code HTTP/1.1

Host: pki-portal.operator.com

Content-Type: application/vnd.3gpp.pki-portal+xml

Content-Length: <length>

<WIMChallenge data="error:AuthReq:cardSerialNumber:Challenge"/>

and the HTTP response from the PKI portal would contain:

HTTP/1.1 200 OK

Server: pki-portal.operator.com

Content-Type: application/vnd.3gpp.pki-portal+xml

Content-Length: <length>

<WIMResponse data="authCode"/>

We do not recommend this approach because the use of XML in transferring single attributes is not feasible. Also, a new content-type needs to be registered with IANA, as well as a XML schema needs to specified seem to be much for transferring simple data structures between peers.

3
Proposal

We recommend that the WIM specific authentication code messaging is done as described in section 2.3.1. The pseudo CR in the annex of this contribution implements the necessary changes.
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===== BEGIN CHANGE =====

3.1
Definitions

For the purposes of the present document, the [following] terms and definitions [given in ... and the following] apply.

Bootstrapping information: a set of parameters that have been established during bootstrapping procedure. The information consists of a bootstrapping transaction identifier (B-TID), key material (Ks), and a group of application specific security parameters related to the subscriber.

Bootstrapped security association: an association between a UE and a BSF that is established by running bootstrapping procedure between them. The association is identified by a bootstrapping transaction identifier (B-TID) and consists of bootstrapping information.

CA certificate: A Certificate Authority signs all certificates that it issues with its private key. The corresponding Certificate Authority public key is itself contained within a certificate, called a CA Certificate.

Delivery of CA certificate: a procedure during which UE requests a root certificate from PKI portal, who delivers the certificate to the UE. The procedure is secured by using GBA.

PKI portal: certification authority (or registration authority) operated by a cellular operator.

Root certificate: a certificate that an entity explicitly trusts, typically a self-signed CA certificate.

Subscriber certificate: a certificate issued to a subscriber. It contains the subscriber's own public key and possibly other information such as the subscriber's identity in some form.

Subscriber certificate enrolment: the procedure during which UE sends certification request to PKI portal and who issues a certificate to UE. The procedure is secured by using GBA.
WAP Identitification Module: the WAP Identity Module (WIM) is used in performing WTLS, TLS, and application level security functions, and especially, to store and process information needed for user identification and authentication. The WPKI may use the WIM for secure storage of certificates and keys (cf. [4,18,19]).
===== BEGIN NEXT CHANGE =====

3.3
Abbreviations

For the purposes of the present document, the following abbreviations apply:

AKA
Authentication and Key Agreement

AUTN
Authentication Token

AUTS
Authentication Token

AV
Authentication Vector

BSF
Bootstrapping Function

B-TID
Bootstrapping Transaction Identifier

CA
Certification Authority

CK
Confidentiality Key 

FQDN
Fully Qualified Domain Name

GAA
Generic Authentication Architecture

GBA
Generic Bootstrapping Architecture

HSS
Home Subscriber System

IK
Integrity Key

IMPI
IP Multimedia Private Identity

IMPU
IP Multimedia Public Identity

Ks
Key material

Ks_NAF
NAF specific key material

MAC
Message Authentication Code

NAF
Network Application Function

PKCS
Public-Key Cryptography Standards

PKI
Public Key Infrastructure

RAND
Random Challenge

RES
Authentication Response

SQN
Sequence Number

TLS
Transport Layer Security

UE
User Equipment

URI
Uniform Resource Identifier

URN
Uniform Resource Name

USIM
User Service Identity Module

WIM
WAP Identity Module

WPKI
Wireless PKI
WTLS
Wireless Transport Layer Security

XRES
Expected authentication response

===== BEGIN NEXT CHANGE =====

D.2.2
WIM specific authentication code for key generation

The UE may be equipped with a WIM which may require an authentication code from WIM provider in order to generate a key onboard WIM [18,19]. In this case, the UE shall request the authentication code from PKI portal using a HTTP GET request. If the PKI portal can acquire authentication code, it is returned to the UE in the corresponding HTTP response.

The UE populates the HTTP GET request as follows:

-
the HTTP version shall be 1.1 which is specified in IETF RFC 2616 [14];

-
the base of the Request-URI is extracted from the full PKI portal URI and appended with “/wim-auth-code” (e.g., if the full PKI portal URI is “http://pki-portal.operator.com/enrol” then the Request-URI shall be “/enrol/wim-auth-code”);

-
The Request-URI shall contain an URI parameter “request” that shall be set to the return value received from the WIM;

NOTE:
If an authentication code is required, the WIM will return “error:AuthReq:cardSerialNumber:Challenge”. The cardSerialNumber and the Challenge are in a hexadecimal format. [18]
 -
The UE may add additional URI parameters to the Request-URI;

-
The UE may add additional HTTP headers to the HTTP GET request.

The UE sends the HTTP GET request to the PKI portal. The PKI portal acknowledges that this is an authentication code because the Request-URI contains the “/wim-auth-code” and the URI parameter “request”. The PKI portal extracts the authentication code derivation parameters from the URI parameter “request”, and derives the authentication code.

NOTE:
The actual derivation of the authentication code is outside the scope of this specification.
Upon successful authentication code derivation, the PKI portal shall return the authentication code to the UE in a HTTP response:
-
the HTTP status code shall be 200;

-
the HTTP header Content-Type shall be “text/plain”;

-
the HTTP header Content-Length shall be the length of the HTTP payload in octets;

-
the HTTP payload shall contain the authentication code in a hexadecimal format.

-
the PKI portal may add additional HTTP headers to the HTTP response.
Upon receiving the authentication code from the PKI portal, the UE shall use it to authenticate the procedure of generating the key onboard the WIM.
D.2.3
WIM specific authentication code for proof of key origin

The UE may be equipped with a WIM which may require an authentication code from WIM provider in order to generate a proof of key origin onboard WIM [18,19]. In this case, the UE shall request the authentication code from PKI portal using a HTTP GET request. If the PKI portal can acquire authentication code, it is returned to the UE in the corresponding HTTP response.

The procedure to obtain the authentication code for the generation of proof of key origin onboard WIM is the same as for the key generation, and is described in subclause D.2.2.
Upon receiving the authentication code from the PKI portal, the UE shall use it to authenticate the procedure generating the proof of key origin onboard the WIM.
===== END CHANGE =====




