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1
Introduction

Currently TS 24.109 subclause 5.2 defines a way to use GBA-based shared secret in HTTP Digest based authentication. However, the current specification does not specify how a UE can indicate to a NAF that UE supports GBA-based authentication using HTTP Digest, thus there may be situations where the UE does not support GBA-based authentication, but the NAF tries to authenticate the UE using the procedure described in subclause 5.2.

Thus, it should be possible that UE can indicate to the NAF that it supports GBA-based authentication. This contribution discusses the possible methods and proposes a method to be adopted in 3GPP.

2
Discussion

This chapter lists the identified methods to carry the “GBA-authentication supported” indication from the UE to the NAF.

2.1
Current behaviour 

This is how the current specification assumes that the GBA-based HTTP Digest authentication works. When a certain service (hosted in a NAF) requires GBA-based authentication, it is assumed that only clients (i.e., UEs) that support GBA-based authentication are going to access the service. If a client that does not support GBA-based authentication is going to access the service, it won’t understand (by examining the “realm” header) that GBA-based authentication is needed. Instead, it will prompt the user for username and password. At this point, the user may enter any username and password, but the authentication towards the service will fail because the service expects the credentials are based on GBA, not normal username and password.

Also, there is a need in application server (that may be a NAF) a decision login what authentication method to use. If the UE cannot indicate to the NAF that it supports GBA-based authentication, then the NAF cannot make a decision to use GBA-based authentication except for the case where it is assumed that only UEs that are capable of GBA-based authentication access the service. In this case, other authentication methods cannot be used.

2.2
Indication options

2.2.1
Using new HTTP header

A UE can indicate to the NAF that it supports GBA-based authentication by adding a new HTTP header to each outgoing HTTP request. This method is also used in Liberty where a client that supports Liberty based authentication adds an HTTP header to each outgoing HTTP request [1]. Thus, 3GPP GBA-based authentication could be indicated the similar way:

3GPP-GBA = "X-3GPP-GBA" ":" GBA_Version ["," 1#Extension]

GBA_Version = "GBAv1"

Extension = ExtName "=" ExtValue

ExtName = <any field-value except "," or "=">

ExtValue = <any field-value except ",">

An example HTTP header would be:

X-3GPP-GBA: GBAv1

However, in this case a new HTTP header needs to be defined.

2.2.2
Using existing HTTP header

A UE can indicate to the NAF that it supports GBA-based authentication by adding a certain string to an existing HTTP header. For example, RFC 2616 [2], defines User-Agent HTTP header to be:

User-Agent      = "User-Agent" ":" 1*( product | comment )

product         = token ["/" product-version]

product-version = token

comment         = "(" *( ctext | quoted-pair | comment ) ")"

token           = 1*<any CHAR except CTLs or separators>

Additional details on the definitions above can be found in RFC 2616 [2]. RFC 2616 states that User-Agent header “can contain multiple product tokens and comments identifying the agent and any subproducts which form a significant part of the user agent”. Thus, this functionality can be used for the indication as follows:

User-Agent: aBrowser2.0 3gpp-gba

where “token” would be “3gpp-gba”.

3
Proposal

We propose to use method identified in section 2.2.2 where product token is used in the User-Agent header to indicate to the NAF that the UE supports GBA-based authentication using HTTP Digest. 
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===== BEGIN CHANGE =====

5
Network application function; Ua interface

5.1
Introduction

The usage of bootstrapped security association (i.e., B-TID and Ks) over Ua interface depends on the application protocol used between UE and NAF (e.g. a PKI portal, see 3GPP TS 33.221 [4]).

The Ua interface is used to supply the B-TID, generated during the bootstrapping procedure, to the network application function (NAF), and Zn interface is used by the NAF to retrieve the Ks or optionally the Ks_NAF from BSF. The Ua interface depends on type of NAF. The Zn interface is defined in 3GPP TS 29.109 [3]. This clause describes how B‑TID and Ks or Ks_NAF can be utilized in HTTP Digest authentication as described in IETF RFC 2617 [8].

5.2
HTTP Digest

The HTTP Digest authentication model as described in IETF RFC 2617 [8] can be used with bootstrapped security association as the authentication and integrity protection method, if the application protocol used over Ua interface between UE and NAF is based on HTTP. The HTTP Digest authentication may be used for all protocols that have adopted the HTTP authentication framework to mutually authenticate the UE and the NAF, and also optionally integrity protect any payload being transferred between them.

The UE shall indicate to an application server (i.e., a NAF) that it supports 3GPP-bootstrapping based HTTP Digest authentication by including a ”product” token to the “User-Agent” header (cf. IETF RFC 2616 [14]) that is a static string “3gpp-gba”, which identifies the feature, i.e., support of GBA-based authentication. The User-Agent header field with this “product” token shall be added to each outgoing HTTP request if the UE supports GBA-based authentication using HTTP Digest. Upon receiving this “product” token, the application server if it supports NAF functionality may decide to authenticate the UE using GBA-based shared secret by executing the authentication procedure described in subclause 5.2.1.

The protocol stack of the Ua interface when HTTP Digest authentication is used is presented in Figure 5.2-1. The details are defined in the following subclauses.
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Figure 5.2-1: Protocol stack of Ua interface with HTTP Digest authentication

5.2.1 Authentication procedure

5.2.1.1
General

HTTP Digest authentication [8] shall be used with previously bootstrapped security association as follows:

-
the “username” parameter shall be the bootstrapping transaction identifier;

-
the password used in the digest calculations shall be either the key material (Ks) or the NAF specific key material (Ks_NAF); and

NOTE:
The NAF specific key material (Ks_NAF) is derived from the key material (Ks) using key derivation function as specified in 3GPP TS 33.220 [1].

NOTE:
Whether Ks or Ks_NAF is used is decided by the BSF and indicated to the UE during bootstrapping procedure.

-
the “realm” parameter shall contain two parts, first part shall text string “3GPP-bootstrapping@”, and the latter part shall be the FQDN of the NAF (e.g., “3GPP-bootstrapping@naf1.operator.com”).

Both the UE and the NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to the FQDN of the NAF.

5.2.1.2
Integrity protection

Integrity protection may be provided:

-
by using HTTP Digest integrity protection, i.e., quality of protection (qop) parameter is set to “auth-int”; or

-
by using server-authenticated TLS tunnel as described in IETF RFC 2818 [12].

If server-authenticated TLS tunnel is used, both UE and NAF shall verify upon receiving each of the HTTP responses and HTTP requests that the second part of the realm attribute is equal to FQDN included in the server’s certificate.

5.2.2
Authentication failures

Authentication failures are handled as they are described in IETF RFC 2617 [8].

5.2.3
Bootstrapping required indication

NAF shall indicate to the UE that bootstrapped security association is required by sending an HTTP response with code 401 “Unauthorized” and include the WWW-Authenticate header into the response. In particular, the “realm” attribute shall contain a prefix “3GPP-bootstrapping@” and this shall trigger UE to run bootstrapping procedure over Ub interface.

5.2.4 Bootstrapping renegotiation indication

NAF shall indicate to the UE that bootstrapped security association has expired, by sending an HTTP response described in subclause 5.2.3. The response to the HTTP request includes an Authorization header that has been calculated using the expired bootstrapped security association. This will indicate to the UE that the bootstrapped security association it used has expired.

NOTE:
UE shall not run bootstrapping procedure due to the bootstrapping renegotiation indication by NAF if the current bootstrapping session is reasonably fresh (i.e., less than N seconds old).

===== BEGIN NEXT CHANGE =====

Annex B (informative):
Example signalling flows for HTTP Digest Authentication with bootstrapped security association.

B.1
Scope of signalling flows

This annex gives examples of signalling flows for using HTTP Digest Authentication with bootstrapped security association.

B.2
Introduction

B.2.1
General

A bootstrapping session established using a bootstrapping procedure (cf., clause 4 and annex A) is used between a UE and a NAF. The BSF provides to the NAF either the key material (Ks) itself or a NAF specific key material (Ks_NAF) which is derived from Ks. The NAF uses this key to authenticate and optionally secure (i.e., integrity protect and encrypt) the communications between it and the UE. The BSF will also provide the NAF the expiration time of the bootstrapping session. When the bootstrapping session becomes invalid the NAF will stop using the session, and indicate to the UE that bootstrapping session has expired and that new session needs to be established.

An example of the signalling flows of the authentication procedure using HTTP Digest authentication [8] is given in subclause B.3.

B.2.2
Key required to interpret signalling flows

The key to interpret signalling flows specified in 3GPP TS 24.228 [13] subclause 4.1 applies with the additions specified below.

Editor's note: Additional material yet to be specified.

B.3
Flows demonstrating a successful authentication procedure

The sequence diagram in Figure B.3-1 describes the generic message exchange between UE and NAF using HTTP Digest Authentication.  The conversation may take place inside a server-authenticated TLS (as described in IETF RFC 2246 [10]) tunnel in which case TLS session has been established before step 1.
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Figure B.3-1: HTTP Digest Authentication with bootstrapped security association.

1.
GET request  (UE to NAF) – see example in table B.3-1

The UE sends an HTTP request to a NAF to gain access to a service.

Table B.3-1: Initial GET request (UE to BSF)

GET / HTTP/1.1

Host: naf1.home1.net:1234

User-Agent: NAF1 Applicatino Agent; Release-6 3gpp-gba
Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referrer: http://naf1.home1.net:1234/service

Request-URI:
The Request-URI (the URI that follows the method name, "GET", in the first line) indicates the resource indication of this GET request. 

Host:
Specifies the Internet host and port number of the NAF server, obtained from the original URI given by referring resource.

User-Agent:
Contains information about the user agent originating the request and it shall include the static string “3gpp-gba” to indicate to the application server (i.e., NAF) that the UE supports 3GPP-bootstrapping based authentication.

Date:
Represents the date and time at which the message was originated.
Accept:
Media types which are acceptable for the response.

Referer:
Allows the user agent to specify the address (URI) of the resource from which the URI for the NAF was obtained.

NOTE:
This step may also be a POST request in which case the request would contain a client payload in the HTTP response and the corresponding Content-Type and Content-Length header values.

2.
401 Unauthorized response (NAF to UE) – see example in table B.3.1-2

Upon receiving an HTTP request that contains static string “3gpp-gba” in the User-Agent header, NAF may choose to authenticate the UE using bootstrapped security association. If NAF chooses to authenticate the UE using bootstrapped security association, it responds with HTTP response code 401 “Unauthorized” which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.

Table B.3-2: 401 Unauthorized response (NAF to UE)

HTTP/1.1 401 Unauthorized

Server: Apache/1.3.22 (Unix) mod_perl/1.27

Date: Thu, 08 Jan 2004 10:50:35 GMT

WWW-Authenticate: Digest realm="3GPP-bootstrapping@naf.home1.net", nonce="6629fae49393a05397450978507c4ef1", algorithm=MD5, qop="auth,auth-int", opaque="5ccc069c403ebaf9f0171e9517f30e41"

Server:
Contains information about the software used by the origin server (NAF).
Date:
Represents the date and time at which the message was originated.

WWW-Authenticate:
The NAF challenges the user. The header instructs the UE to use HTTP Digest Authentication with a bootstrapped security association.



The options for the quality of protection (qop) attribute is by default “auth-int” meaning that the payload of the following HTTP requests and responses should integrity protected. If the conversation is taking place inside a server-authenticated TLS tunnel, the options for the qop attribute may also contain “auth” meaning that the payload of the following HTTP requests and responses are not protected by HTTP Digest. The integrity protection is handled on the TLS layer instead.


The realm attribute contains two parts delimited by “@” sign. The first part is a constant string “3GPP-bootstrapping” instructing the UE to use a bootstrapped security association. The second part is the FQDN of the NAF.

3.
Generation of NAF specific keys at UE


UE shall verify that the second part of the realm attribute does correspond to the server it is talking to.  In particular, if the conversation is taking place inside a server-authenticated TLS tunnel, the UE shall verify that the server name in the server’s TLS certificate matches the server name in the realm attribute of the WWW-Authenticate header.


UE derives the NAF specific key material Ks_NAF as specified in 3GPP TS 33.220 [1].

NOTE:
If UE does not have a bootstrapped security association available, it will obtain one by running bootstrapping procedure over Ub interface

4.
GET request (UE to NAF) – see example in table B.3-4

UE generates the HTTP request by calculating the Authorization header values using the bootstrapping transaction identifier B-TID (base64 encoded) it received from the BSF as the username and the NAF specific key material Ks_NAF (base64 encoded) as the password, and sends the request to NAF.

Table B.3-4: GET request (UE to NAF)

GET / HTTP/1.1

Host: naf1.home1.net:1234

User-Agent: NAF1 Applicatino Agent; Release-6 3gpp-gba
Date: Thu, 08 Jan 2004 10:50:35 GMT

Accept: */*

Referer: http://naf1.home1.net:1234/service

Authorization: Digest username="base64(B-TID)", realm="3GPP-bootstrapping@naf.home1.net", nonce="a6332ffd2d234==", uri="/", qop=auth-int, nc=00000001, cnonce="6629fae49393a05397450978507c4ef1", response="6629fae49393a05397450978507c4ef1, opaque="5ccc069c403ebaf9f0171e9517f30e41", algorithm=MD5

Authorization:
This carries the response to the authentication challenge received in step 2 along with the username, the realm, the nonce, the URI, the qop, the NC, the cnonce, the response, the opaque, and the algorithm.


The qop attribute shall be set to “auth-int” by default. If the conversation is taking place inside a server-authenticated TLS tunnel, the qop attribute may be set to “auth” as well.

NOTE:
If step 1 was a POST request then this request would also be POST request and contain the same client payload in the HTTP response as was carried in step 1.
5.
Zn: NAF specific key procedure

NAF retrieves the NAF specific key material (Ks_NAF) from the BSF.


For detailed message flows see 3GPP TS 29.109 [3].

Table B.3.1-5: Bootstrapping authentication information procedure (NAF to BSF)

	Message source & destination
	Zn Information element name
	Information Source in GET
	Description

	NAF to BSF
	B-TID
	Authorization
	The bootstrapping  transaction identifier is encoded in the username field according to the Authorization protocol.


6.
Authentication at NAF


NAF verifies the Authorization header by using the bootstrapping transaction identifier B-TID and the key material Ks_NAF obtained from BSF. NAF calculates the corresponding digest values using Ks_NAF, and compares the calculated values with the received values in the Authorization header. 


The NAF shall also verify that the DNS name in the realm attribute matches its own. If the conversation is taking place inside a server-authenticated TLS tunnel, the NAF shall also verify that this DNS name is the same as that of the TLS server.


If the verification succeeds, the incoming client-payload request is taken in for further processing.

7.
200 OK response (NAF to UE) – see example in table B.3-7

The BSF sends 200 OK response to the UE to indicate the success of the authentication. NAF generates a HTTP response containing the server-payload it wants to send back to the UE.  The NAF may use key material Ks_NAF to integrity protect and authenticate the response.
Table B.3-7: 200 OK response (NAF to UE)

HTTP/1.1 200 OK

Server: Apache/1.3.22 (Unix) mod_perl/1.27Content-Type: text/html

Content-Length: 1234

Authentication-Info: qop=auth-int, rspauth="6629fae49394a05397450978507c4ef1", cnonce="6629fae49393a05397450978507c4ef1", nc=00000001

Date: Thu, 08 Jan 2004 10:50:35 GMT

Expires: Fri, 09 Jan 2004 10:50:36 GMT

<SERVER PAYLOAD>

Content-Type:
Contains the media type of the entity body.

Content-Length:
Indicates the size of the entity-body, in decimal number of OCTETs, sent to the recipient.

Authentication-Info:
This carries the protection

Expires:
Gives the date/time after which the response is considered stale.

8.
Authentication at UE


UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE can accept the server-payload for further processing.

NOTE:
Additional messages can be exchanged using steps 4 through 8 as many times as is necessary.  The following HTTP request and responses must be constructed according to IETF RFC 2617 [8].

===== END CHANGE =====
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