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Introduction

Typing error fixed: “application/pkix-path” should be “application/pkix-pkipath”.

Pseudo-CR:

===== BEGIN CHANGE =====

D.2.1
Enrolment procedure

The UE shall generate a PKCS#10 certification request [15] according to 3GPP TS 33.221 [4]. The UE shall send the PKCS#10 certification request to the PKI portal in the HTTP payload in a HTTP POST request. The Request-URI shall indicate the desired response type. Upon successful enrolment, PKI portal shall return the enrolled subscriber certificate in the desired format.

The UE populates the HTTP POST request as follows:

-
the HTTP version shall be 1.1 which is specified in IETF RFC 2616 [14];

-
the base of the Request-URI is extracted from the full PKI portal URI (e.g., if the full PKI portal URI is http://pki-portal.operator.com/enrol” then the Request-URI shall be “/enrol”.

NOTE:
In case a proxy is used between the UE and the PKI portal, then the full Request-URI will be used in the HTTP Post request.

-
the Request-URI shall contain an URI parameter “response” that shall be set to “single”, “pointer”, or “chain” depending on the UE’s desired response type (e.g., Request-URI may take the form of “/enrol?response=single” for certificate delivery);

NOTE:
The PKI portal might ignore the UE’s desired response type, and the UE should be capable of receiving the issued subscriber certificate in any of the response types.

-
the UE may add additional URI parameters to the Request-URI;

NOTE:
The PKI portal might ignore the additional URI parameters.

-
the HTTP header Content-Type shall be “application/x-pkcs10“;

-
the HTTP header Content-Length shall be the length of the Base64 encoded PKCS#10 certification request in Octets; and

-
the HTTP payload shall contain the Base64 encoded PKCS#10 certification request and optionally surrounded by “----- BEGIN CERTIFICATE REQUEST -----“ and “----- END CERTIFICATE REQUEST -----“ tags;

-
the UE may add additional HTTP headers to the HTTP POST request.

The UE sends the HTTP POST request to the PKI portal. The PKI portal checks that the HTTP request is valid, and extracts the Base64 encoded PKCS#10 certification request for further processing.

Upon successful subscriber certificate creation procedure, the PKI portal shall return the subscriber certificate to the UE in the UE’s desired format or in the PKI portal’s desired format.

The response format type shall be one of the following:

-
the subscriber certificate itself (i.e., desired response type was “single”);

-
a pointer to the subscriber certificate (i.e., desired response type was “pointer”); or 

-
a certificate chain that contains full certification chain from subscriber certificate to the root certificate (i.e., desired response type was “chain”).

If response format type is “single”, the PKI portal shall populate HTTP response as follows:

-
the HTTP status code shall be 200;

-
the HTTP header Content-Type shall be “application/x-x509-user-cert”;

-
the HTTP header Content-Length shall be the length of the HTTP payload in octets;

-
the HTTP payload shall contain the Base64 encoded subscriber certificate and optionally surrounded by
”----- BEGIN CERTIFICATE -----“ and “----- END CERTIFICATE -----“ tags;

-
the PKI portal may add additional HTTP headers to the HTTP response.

If response format type is “pointer”, the PKI portal shall populate HTTP response as follows:

-
the HTTP status code shall be 200;

-
the HTTP header Content-Type shall be “application/vnd.wap.cert-response”;

-
the HTTP header Content-Length shall be the length of the HTTP payload in octets;

-
the HTTP payload shall contain the Base64 encoded CertResponse structure and optionally surrounded by
“----- BEGIN CERTIFICATE RESPONSE -----“ and “----- END CERTIFICATE RESPONSE -----“ tags;

-
the PKI portal may add additional HTTP headers to the HTTP response.

If response format type is “chain”, the PKI portal shall populate HTTP response as follows:

-
the HTTP status code shall be 200;

-
the HTTP header Content-Type shall be “application/pkix-pkipath”;

-
the HTTP header Content-Length shall be the length of the HTTP payload in octets;

-
the HTTP payload shall contain the Base64 encoded PkiPath structure;

-
the PKI portal may add additional HTTP headers to the HTTP response.

The PKI portal shall send the HTTP response to the UE. The UE shall check that the HTTP response is valid, and extract the Base64 encoded subscriber certificate, pointer to the subscriber certificate, or certificate chain for further processing.

An example flow of a successful subscriber certificate enrolment procedure can be found in annex E.3.

===== END CHANGE =====




