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Introduction

The current version of 24.234, clause 5.3 mentions about List of Forbidden PLMNs for WLAN access. In case of EAP-Failure, the PLMN identity in the decorated NAI used for this authentication attempt is being added to the forbidden PLMN list for WLAN access. This needs correction as the EAP-Failure may not be due to forbidden PLMN access alone.
Proposal

Clause 5.3, 24.234 V1.4.1 states that Upon reception of an EAP-Failure message in response to an EAP-Response/Identity message, the WLAN UE shall add the PLMN identity (which was use to decorate the NAI in EAP-Response/Identity) to the list and the WLAN UE shall not use the "Forbidden PLMNs for WLAN access" available from other accesses for WLAN PLMN selection nor Authentication procedures. But according to the procedure in “Internet DRAFT - draft-arkko-pppext-eap-aka_12”section 4.4.3, EAP-Failure can also be sent following an EAP-AKA notification round, when the AT_NOTIFICATION code implies failure.  And with reference to section 4.4.2 in the same draft, the errors cases when the server issues an EAP-Request/AKA-Notification that implies failure include the following:

   o the server is not able to parse the peer's EAP response
   o the server encounters a malformed attribute, a non-recognized non-

      skippable attribute, or a duplicate attribute

   o a mandatory attribute is missing or an invalid attribute was

      included

   o unrecognized or unexpected EAP-AKA Subtype in the EAP Response

   o invalid AT_MAC

   o invalid AT_CHECKCODE

   o invalid AT_COUNTER
So the EAP-Failure can be generated for reasons other than AAA proxy not allowing the PLMN service also (which is mentioned as the ONLY possibility for failure, in the Editors note of the current version of the document). In this case as there is no specific “Failure Reason” possible to be mentioned in the EAP-Failure message, the PLMN identity (which was use to decorate the NAI in EAP-Response/Identity), should not be added into the forbidden PLMN list. If it has been added in the list, it may block further accesses through this VPLMN through any other WLAN towards the HPLMN. 
So this contribution proposes not to mandate the addition of PLMN identity in the forbidden PLMN list for a EAP-Failure case, as currently there is no proper cause value defined for the EAP-Failure message in the “draft-arkko-pppext-eap-aka-12.txt”.
Changes

**Modified Section 1**

5.3
List of forbidden PLMNs for WLAN access

The WLAN UE shall contain a list of "Forbidden PLMNs for WLAN access". The list shall be removed at switch off. The list is defined in clause 7.3.

The WLAN UE shall not use the "Forbidden PLMNs for WLAN access" available from other accesses for WLAN PLMN selection nor Authentication procedures. 

Upon reception of an EAP-Failure message in response to an EAP-Response/Identity message, the WLAN UE shall add the PLMN identity (which was use to decorate the NAI in EAP-Response/Identity) to the list.

Editor's note: When a WLAN UE receives an EAP-Failure message in response to an EAP Response/Identity message, presently there is no such error cause like 'WLAN services not allowed in this PLMN' defined according to the draft-arkko-pppext-eap-aka-12[9]. So the addition of PLMN identity (which was used to decorate the NAI in the EAP Response/Identity message) to the list of forbidden PLMNs for WLAN access is FFS.
