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According to the stage 2 for MBMS security, TS 33.246, v 1.2.1, subclause 5.3, MBMS data may be protected by encryption. The protection by encryption is applied end-to-end between the BM-SC and the UEs.

This is further clarified in two editor's notes at the end of subclause 5.3:

Editor’s note: It was agreed that the encryption should be done end-to-end between the UE and BM-SC, and not at either the Radio or the Core Network level. The actual method of protection was for further study.

Editor’s note: It was noticed that when data is sent on a ptp MBMS bearer, it would be ciphered between the BM-SC and UE and also over the RAN. SA3 agreed that this “double ciphering” was unnecessary from a security point of view. This was indicated to RAN2 and GERAN2 in an LS (S3-030156) and the choice on whether to “double cipher” was left to these groups. RAN2 (S3-030328) indicated it would be easier to “double cipher” as this kept the RAN simpler, whereas GERAN2 (S3-030184) indicated that they would avoid “double ciphering”. 

(The liaison statements referenced in the second editor's note were received by CN1 in N1-030338 (CN1#29), N1-030571 (CN1#30), and N1-030956 (CN1#31), respectively.)
For the network this means:

When MBMS data are sent on a point-to-multipoint bearer, no ciphering needs to be done by the entity that is normally responsible for the ciphering in the respective architecture, i.e. by the SGSN (in A/Gb mode) or by the RNC/BSC (in Iu mode). 
What are the possible scenarios when MBMS data are sent on a point-to-point bearer? 

-
In UTRAN Iu mode, according to the LS from RAN2, the RNC will apply ciphering if and only if ciphering has been activated for the subscriber. The decision between delivery via point-to-point or point-to-multipoint bearer is made by the RNC and is invisible for the SGSN. This means for the SGSN that it will always use a 'stand-alone' Iu bearer with an own RANAP signalling connection to deliver the MBMS data to the RNC, and the SGSN need not perform a RANAP security mode control procedure for this Iu bearer. 
-
In A/Gb mode or GERAN Iu mode, according to the LS from GERAN 2, no ciphering will be done by the SGSN or BSC, respectively. Since April 2003, when this LS was sent, however, GERAN 2 has decided that in Rel-6 the BSS will support only point-to-multipoint radio bearers for MBMS. 

Point-to-point radio bearers will only be supported for the 'point-to-point repair' service: for this service the MS has to activate a normal PDP context towards the BM-SC and to receive the MBMS data via this context. In principle, the BM-SC will also encrypt this traffic between BM-SC and UE end-to-end so that the SGSN would not need to activate ciphering. But generally, without special precautions (like assigning a dedicated APN to the BM-SC), it cannot be guaranteed that the PDP context will be used exclusively for traffic between BM-SC and UE. Furthermore, according to TS 43.020, Annex D.4.5, once ciphering has been started for a subscriber, "only a few identified signalling messages (e.g., Routing Area Update Request message) described in GSM 04.08 may be sent unciphered, any other frames sent unciphered shall be deleted." In order to avoid changes that may result in unnecessary complexity, we propose to treat the PDP context for the point-to-point repair service with regard to ciphering like any other PDP context.
***********************  PROPOSED MODIFICATIONS **************************

9
MBMS security

MBMS security stage 2 is specified in TS 33.246 [6]. 

Editor’s Note: Security for MBMS stage 2 is specified by SA3 in TS 33.246 [6]. However, it is envisaged that there will also be impact on specifications within the CN1 responsibility area. The changes due to MBMS security will either be specified in this subclause, or where other modifications are already proposed with that proposal. The changes will be described in enough detail to allow CR’s to be written to the appropriate CN1 specifications in a later stage.

MBMS data can be protected by encryption. This encryption will be applied end-to-end between the BM-SC and the UEs. Ciphering at the RAN or core network level is not required. Therefore,

- 
in Iu mode, the SGSN will not perform a RANAP security mode control procedure for MBMS bearers at the Iu interface;

-
in A/Gb mode, the SGSN will not apply ciphering to LLC frames to be transmitted via MBMS point-to-multipoint bearers. For LLC frames to be transmitted during a point-to-point repair service, the SGSN will apply ciphering according to the generic operator policy for user data transfer.
