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1. DISCUSSION
1.1
SIP Re-authentication Model

Forcing Re-Authentication

It is anticipated that SIP devices will be always on, and therefore, the user will be continually registered to the network. Therefore, it should be possible - during the extended registration periods - for the network to re-authenticate the user. To do this, the user's device subscribes to the registration event package for the address-of-record. To trigger the re-authentication, the server shortens the registration lifetime, and ask the device to re-register the address-of-record so it can be re-authenticated during the re-registration procedure. The server shortens the registration lifetime and sends the NOTIFY request that has the event attribute value of "shortened" and the "expires" parameter that indicates the number of seconds remaining until the registration is due to expire. When the registration is refreshed with a REGISTER request (with the original expiration time), the registration is re-instated, i.e. the FSM stays in the same state, and a refreshed event is generated. However, if the user is not successfully re-authenticated during registration procedure, the registration will terminate when the shortened registration lifetime expires. It should be noted that for this model each address-of-record, whose registration lifetime has been shortened has to re-register.
With respect to all subscribers that have subscribed to the registration event package for the address-of-record, the notifier will send NOTIFY request during each state transition, i.e.:

1. when the "shortened" event is generated (with the "expires" that indicates the number of seconds remaining for the registration); and 

2. when the  shortened registration lifetime has either "expired" or has been "refreshed."

Hence, whenever the network-triggered re-authentication is not successful, the registration lifetime will not be extended. Consequently, the registration for address-of-record is terminated.

The document TS 24.229 has adopted this re-authentication paradigm.

1.2
3GPP Re-authentication Model and 24.229 Modifications

The 24229 document specifies that the re-authentication of the user is initiated by the S-CSCF shortening the lifetime of all registered public user identities associated with the private user identity (see subclause 5.4.1.6), and sending a NOTIFY request to the UE. Subsequently the fallowing cases may occur:

1. The user is successfully authenticated (i.e. upon registration, challenge, and re-registration); or 

2. The S-CSCF upon sending a NOTIFY request to the UE, does not receive any re-registration request from the UE. For this case the  user was never challenged (i.e. the reg-await-auth running); or 

3. The user upon being challenged fails the re-authentication; or 

4. The user re-registers but, upon being challenged (i.e. the reg-await-auth running), the S-CSCF does not receive any re-registration request; or

5. The user upon being challenged detects that the network authentication has failed. The user re-registers and inform the network that the network authentication has failed. Subsequently, this registration is re-challenged.

The document 33.203 identifies the possible authentication and re-authentication failures, and specifies the registration treatment for each case. To insure that the authentication-failure procedures as specified in document 24.229 conforms to the procedures specified in TS 33.203, some clarifying text in the document TS 24.229 is necessary. The suggested corrections are listed and discussed below. 

1. The re-authentication was network initiated and it was successful. The document 24.229, subclause 5.4.1.6 specifies that when requesting the re-authentication, the S-CSCF will shorten the registration lifetime of the user (all registered public user identities). Hence, if all re-registrations were successful (i.e. the subscriber has been authenticated) registration lifetimes of all public user identities are restored.

Note:
The S-CSCF has to  insure that the shortened registration lifetime does not expire prior to the UE competing all valid re-registrations.

Correction : Add clarifying text.
2. The re-authentication was network initiated, and the re-registration request was never received. The procedure specified in the TS 33.203 (subclause 6.1.4) is as follow:

"The UE shall initiate the re-registration on the reception of the Authentication Required indication. In the event that the UE does not initiate the re-registration procedure after the request from the S‑CSCF, the S‑CSCF may decide to de-register the subscriber or re-issue an Authentication-Required."

The document 24.229 specifies that when requesting the re-authentication  (see subclause 5.4.1.6), the S-CSCF will shorten the registration lifetime of all registered public user identities associated with this private use identity. Hence, if the re-registration is not initiated for each public user identity, the public user identities (which have not re-registered) will be automatically de-registered (i.e. the shortened registrations lifetimes will expire). The document 24.229 does not provide the alternative stated above as " the S‑CSCF may re-issue an Authentication-Required."
Correction : None.
3. The re-authentication was network initiated. The user upon being challenged the authentication fails. Once the S‑CSCF detects the user authentication failure (due to the incorrect challenge-response), it should proceed as follows (see TS 33.203, subclause 6.1.2.1): 

"the S‑CSCF shall set the registration-flag in the HSS to unregistered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag."

There is no distinction between network initiated re-authentication (i.e. the registration lifetime was shortened) and the UE initiated registration.

Furthermore, the document TS 33.203 subclause 6.1.1 states:

"It should be noted that the UE initiated re-registration opens up a potential denial-of-service attack. That is, an attacker could try to register an already registered IMPU and respond with the wrong RES and in order to make the HN de-register the IMPU. For this reason a subscriber should not be de-registered if it fails an authentication. It shall be defined by the policy of the operator when successfully registered IMPU(s) are to be de-registered." 

To correctly implement these requirements, the document 24.229 should specify that:

"If the registration of a given public user identity was triggered by re-authentication  (see 24.229 subclause 5.4.1.6), its registration lifetime were shortened. Hence, in spite of the authentication failure, registration lifetime of a given public user identity has to be refreshed to its original values." 

To cope with multiple authentication failure the 24.229 subclause 5.4.1.2.3 states:
NOTE 4:
….The operator's policy will specify when will, upon authentication failure, the currently registered public user identity or the user be de-registered by the S-CSCF.

Note:
The S-CSCF has to  insure that the shortened registration lifetime does not expire prior to the UE competing all valid re-registrations.
Correction : Add clarifying text.
4. The re-authentication was network initiated. The user re-registers but, upon being challenged, the S-CSCF does not receive any re-registration.  For this case, according to 24229, the the reg-await-auth timer expires. The text in subclause the 24.229 subclause 5.4.1.2.3 states:
NOTE 4:
If the timer reg-await-auth expires, the S-CSCF will consider the authentication to have failed. If the public user identity was already registered, the S-CSCF will leave it as registered described in 3GPP TS 33.203 [19]
Note:
The S-CSCF has to  insure that the shortened registration lifetime does not expire prior to the UE competing all valid re-registrations. 

Correction : Add clarifying text.
5. The re-authentication was network initiated. The user upon being challenged detects that the network authentication has failed. 

- When the check of the MAC in the UE fails the network cannot be authenticated and hence registration fails. The procedure is as follow (see TS 33.203, subclause 6.1.2.2):

"the S‑CSCF shall set the registration-flag in the HSS to unregistered, if the IMPU is not currently registered. To set the flag the S‑CSCF sends in CM3 a Cx-Put to the HSS. If the IMPU is currently registered, the S‑CSCF does not update the registration flag."

Furthermore, the document TS 33,203 subclause 7.3.1.2 states:
" If the UE is not able to successfully authenticate the network, the UE shall send a REGISTER message which may pass through an already established SA, indicating a network authentication failure, to the P‑CSCF. The P‑CSCF deletes the new SAs after receiving this message."
To correctly implement this requirement, the document 24.229 should specify that:

" If the registration was triggered by re-authentication  (see 24.229 subclause 5.4.1.6), the registration lifetimes were shortened. To keep the UE registered, the registration times have to be refreshed to their original values." 

Note:
The S-CSCF has to  insure that the shortened registration lifetime does not expire prior to the UE competing all valid re-registrations. 

Correction : Add clarifying text.
- When the UE detects that the SQN is out of range, it sends a synchronization failure back to the S‑CSCF. Subsequently, the S-CSCF re-challenges the UE with new authentication vector. The document 24.229 subclause 5.1.1.5.3 states: " A UE shall only respond to two consecutive invalid challenges." Hence, the UE may register, and upon being challenged for the first time (with the wrong vector), re-register and be re-challenged for the second time (with the wrong vector), and re-register and be re-challenged third time (with the correct vector), and re-register successfully. Therefore, the duration of  a valid registration procedure may be 3Xreg-await-auth.
To correctly implement this requirement, the document 24.229 has to specify that:

"When initiating the re-authentication, the S-CSCF has to  insure that the shortened registration lifetime does not expire prior to the UE competing all valid re-registrations. The S-CSCF may either set the shortened registration lifetime sufficiently long, or it may extend the shortened registration lifetime during the re-registration procedure.

When the S-CSCF terminates the registration procedure by sending a 403 (Forbidden) response, it will keep the registration state unchanged and, if the registration was triggered by the network initiated re-authentication, refresh the registration lifetime of the respective public user identity to its original value."

Correction : Add clarifying text.
1.3
Conclusion
The companion CRs propose the necessary modifications of the current text in the TS 24.229 document.

