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Discussion

draft-kiss-simple-presence-wireless-reqs-02 contains two requirements related to the situation when an entity subscribes for a presentity’s presence state changes on behalf of another entity:

SUBNOT-REQ7: Subscription on behalf of another user

It must be possible for a watcher to subscribe to the presentity’s presence information on behalf of another user. As an example, an Application Server may act as a network-based watcher to provide presence based call control, or a Resource List Server may collect notifications from the individual resources of the presentity collection on behalf of the watcher.

AUTH-REQ8: Authorization of subscriptions generated on behalf of another user

It must be possible for the Presence Server to authorize subscriptions to presentity’s presence information which are generated on behalf of another user. It should be possible for the presentity to set authorization rules taking into account both the identity of the watcher and the identity of the user on whose behalf the subscription is made.

It is proposed that:

· the subscriber (network-based watcher and a user on behalf of another user) fills out the From header field of the SUBSCRIBE request with the SIP URI of the entity, on whose behalf the subscription is made. This solution is in accordance with draft-ietf-simple-event-list-00, where a Resource List Server subscribes for an event package on behalf of the user.

· in case of network-based watchers, the P-Asserted-Identity header field also contains the identity of the user on whose behalf the subscription is made, similarly to the From header field.

· in the case when a user sends a SUBSCRIBE request on behalf of another user, the P-Asserted-Identity header field will include the identity of the actual subscriber, which is now different from the identity of the user on whose behalf the subscription is made

· the authorization policy provided by the presentity should include authorization information for the user on whose behalf the subscription is made over the identity of the actual watcher.

Proposal
7.2.1 Procedures at the UE

The UE, when acting on behalf of a user, shall fill the From header field of the SUBSCRIBE request with the identity of the user on whose behalf the subscription is made.
------------------------Next change------------------------

7.2.2.1.2
Subscription authorization

Once the PS have tried to verify the identity of the watcher, the PS either has a verified identity of the watcher or it considers the watcher as anonymous.

If the watcher is considered anonymous, the PS shall check if the subscription authorization policy of the presentity allows anonymous subscriptions. If anonymous subscriptions are allowed, then the PS shall install the subscription, otherwise, the PS shall not install the subscription.

If the watcher is identified by an identity, the PS shall first compare the content of the From header field with the content of the P-Asserted-Identity header field, if the latter one exists in the SUBSCRIBE request. If they do not match, then the watcher intends to subscribe for the presentity’s presence information on somebody’s behalf.  The PS shall then apply the subscription authorization policy of the presentity to detect whether the particular watcher or the user on whose behalf this particular watcher is subscribing is allowed to subscribe to the presentity's presence information. The subscription authorization policy can include the verified watcher identity or the user’s identity on whose behalf this particular verified watcher is subscribing as authorized watchers. In this case the PS shall install the subscription.

If according to the subscription authorization policy the watcher or the user on whose behalf this particular watcher is subscribing is not in the list of authorized watchers, the PS shall inform the presentity about the watcher subscription attempt.

Editor's Note: For instance, if the presentity is online and subscribe to its own watcher info, the PS needs to inform the presentity using the watcherinfo template package to query the presentity on the authorization decision. 

If the subscription is installed, the the PS shall return a 200 (OK) final response as per procedures described in RFC 3265 [7.29]. 

If the subscription is not installed, the PS shall either:

-
reject the subscription according to the procedures of RFC 3261 [7.26] and RFC 3265 [7.28] e.g., by issuing a 403 (Forbidden) response.

-
if the subscription authorization policy dictates it, do a polite blocking (as defined in 3GPP TS 22.141 [7.53]) by sending a 200 (OK) response. 

7.2.2.2
Application Server (AS) acting as originating UA

The Application Server, when acting on behalf of a user, shall fill both the From and the P-Asserted-Identity header fields of the SUBSCRIBE request with the identity of the user on whose behalf the subscription is made.
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