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1
Introduction

This contribution analyses the requirements of the P-Visited-Network-ID header with a view to completing the Annex A tables within 3GPP TS 24.229. 

The conclusions of this contribution are implemented in an associated CR.

2
Requirements from IETF specifications

2.1
Private Header (P-Header) Extensions to the Session Initiation Protocol (SIP) for the 3rd-Generation Partnership Project (3GPP) (RFC 3455)

Clause 4.3 specifies:

4.3 The P-Visited-Network-ID header

3GPP networks are composed of a collection of so called home networks, visited networks and subscribers.  A particular home network may have roaming agreements with one or more visited networks.  This has the effect that when a mobile terminal is roaming, it can use resources provided by the visited network in a transparent fashion.

One of the conditions for a home network to accept the registration of a UA roaming to a particular visited network, is the existence of a roaming agreement between the home and the visited network.  There is a need to indicate to the home network which one is the visited network that is providing services to the roaming UA.

3GPP user agents always register to the home network.  The REGISTER request is proxied by one or more proxies located in the visited network towards the home network.  For the sake of a simple approach, it seems sensible that the visited network includes an identification that is known at the home network.  This identification should be globally unique, and takes the form of a quoted text string or a token.  The home network may use this identification to verify the existence of a roaming agreement with the visited network, and to authorize the registration through that visited network.

4.3.1 Applicability statement for the P-Visited-Network-ID header

The P-Visited-Network-ID is applicable whenever the following circumstances are met:

1.
There is transitive trust in intermediate proxies between the UA and the home network proxy via established relationships between the home network and the visited network, and generally supported by the use of standard security mechanisms, e.g., IPsec, AKA, or TLS.

2.
An endpoint is using resources provided by one or more visited networks (a network to which the user does not have a direct business relationship).

3. 
A proxy that is located in one of the visited networks wants to be identified at the user's home network.

4. 
There is no requirement that every visited network needs to be identified at the home network.  Those networks that want to be identified make use of the extension defined in this document. Those networks that do not want to be identified do nothing.

5.
A commonly pre-agreed text string or token identifies the visited network at the home network.

6.
The UAC sends a REGISTER or dialog-initiating request (e.g., INVITE) or a standalone request outside a dialog (e.g., OPTIONS) to a proxy in a visited network.

7.
The request traverses, en route to its destination, a first proxy located in the visited network, and a second proxy located in the home network or its destination is the registrar in the home network.

8.
The registrar or home proxy verifies and authorizes the usage of resources (e.g., proxies) in the visited network.

4.3.2 Usage of the P-Visited-Network-ID header

The P-Visited-Network-ID header field is used to convey to the registrar or home proxy in the home network the identifier of a visited network.  The identifier is a text string or token that is known by both the registrar or the home proxy at the home network and the proxies in the visited network.

Typically, the home network authorizes the UA to roam to a particular visited network.  This action requires an existing roaming agreement between the home and the visited network.

While it is possible for a home network to identify one or more visited networks by inspecting the domain name in the Via header fields, this approach has a heavy dependency on DNS.  It is an option for a proxy to populate the via header with an IP address, for example, and in the absence of a reverse DNS entry, the IP address will not convey the desired information.

Any SIP proxy that receives any of the requests indicated in Table 1 (Section 5.7) MAY insert a P-Visited-Network-ID header when it forwards the request.  In case a REGISTER or other request is traversing different administrative domains (e.g., different visited networks), a SIP proxy MAY insert a new P-Visited-Network-ID header if the request does not contain a P-Visited-Network-ID header with the same network identifier as its own network identifier (e.g., if the request has traversed other different administrative domains).

Note also that, there is not requirement for the header value to be readable in the proxies.  Therefore, a first proxy may insert an encrypted header that only the registrar can decrypt.  If the request traverses a second proxy located in the same administrative domain as the first proxy, the second proxy may not be able to read the contents of the P-Visited-Network-ID header.  In this situation, the second proxy will consider that its visited network identifier is not already present in the value of the header, and therefore, it will insert a new P-Visited-Network-ID header value (hopefully with the same identifier that the first proxy inserted, although perhaps, not encrypted).  When the request arrives at the registrar or proxy in the home network, it will notice that the header value is repeated (both the first and the second proxy inserted it).  The decrypted values should be the same, because both proxies where part of the same administrative domain.  While this situation is not desirable it does not create any harm at the registrar or proxy in the home network.

The P-Visited-Network-ID is normally used at registration.  However, this extension does not preclude other usages.  For instance, a proxy located in a visited network that does not maintain registration state may insert a P-Visited-Network-ID header into any standalone request outside a dialog or a request that creates a dialog.  At the time of writing this document, the only requests that create dialogs are INVITE [1], SUBSCRIBE [6] and REFER [11].

In order to avoid conflicts with identifiers, especially when the number of roaming agreements between networks increase, care must be taken when selecting the value of the P-Visited-Network-ID.  The identifier should be a globally unique to avoid duplications. Although there are many mechanism to create globally unique identifiers across networks, one of such as mechanisms is already in operation, and that is DNS.  The P-Visited-Network-ID does not have any connection to DNS, but the values in the header can be chosen from the own DNS entry representing the domain name of the network. This guarantees the uniqueness of the value.

4.3.2.1 Procedures at the UA

User agent clients SHOULD NOT insert a P-Visited-Network-ID header in any SIP message.

4.3.2.2 Procedures at the registrar and proxy

A SIP proxy which is located in a visited network MAY insert a P-Visited-Network-ID header field in any of the requests indicated in the Table 1 (Section 5.7).  The header MUST be populated with the contents of a text string or a token that identifies the administrative domain of the network where the proxy is operating at the user's home network.

A SIP proxy or registrar which is located in the home network may use the contents of the P-Visited-Network-ID as an identifier of one or more visited networks that the request traversed.  The proxy or registrar in the home network may take local policy driven actions based on the existence or not of a roaming agreement between the home and the visited networks.  This means, for instance, authorize the actions of the request based on the contents of the P-Visited-Network-ID header.

A SIP proxy which is located in the home network MUST delete this header when forwarding the message outside the home network administrative domain, in order to retain the user's privacy.

A SIP proxy which is located in the home network SHOULD delete this header when the home proxy has used the contents of the header or the request is routed based on the called party, even when the request is not forwarded outside the home network administrative domain.

4.3.2.3 Examples of Usage

We present example in the context of the scenario presented in the following network diagram:

            Scenario            UA --- P1 --- P2 --- REGISTRAR

This example shows the message sequence for an REGISTER transaction originating from UA1 eventually arriving at REGISTRAR.  P1 is an outbound proxy for UA1.  In this case P1 also inserts the P-Visited-Network-ID header.  P1 then routes the REGISTER request to the Registrar via P2.

Message sequence for REGISTER using P-Visited-Network-ID header:

F1 Register UA -> P1

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashds7

To: sip:user1-business@example.com

From: sip:user1-business@example.com;tag=456248

Call-ID: 843817637684230998sdasdh09

CSeq: 1826 REGISTER

Contact: <sip:user1@192.0.2.4>

In flow F2, proxy P2 adds its own identifier to the P-Visited-Network-ID header.

F2 Register P1 -> P2

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP p1.visited.net;branch=z9hG4bK203igld

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashdt8

To: sip:user1-personal@example.com

From: sip:user1-personal@example.com;tag=346249

Call-ID: 2Q3817637684230998sdasdh10

CSeq: 1826 REGISTER

Contact: <sip:user1@192.0.2.4>

P-Visited-Network-ID: "Visited network number 1"

Finally, in flow F3, proxy P2 decides to insert his own identifier, derived from its own domain name.

F3 Register P2 -> REGISTRAR

REGISTER sip:example.com SIP/2.0

Via: SIP/2.0/UDP p2.other.net;branch=z9hG4bK2bndnvk

Via: SIP/2.0/UDP p1.visited.net;branch=z9hG4bK203igld

Via: SIP/2.0/UDP 192.0.2.4:5060;branch=z9hG4bKnashdt8

To: sip:user1-personal@example.com

From: sip:user1-personal@example.com;tag=346249

Call-ID: 2Q3817637684230998sdasdh10

CSeq: 1826 REGISTER

Contact: <sip:user1@192.0.2.4>

P-Visited-Network-ID: other.net, "Visited network number 1"

Clause 5.3 specifies:

5.3 P-Visited-Network-ID header syntax

The syntax of the P-Visited-Network-ID header is described as follows:

P-Visited-Network-ID
= "P-Visited-Network-ID" HCOLON vnetwork-spec *(COMMA 
vnetwork-spec)

vnetwork-spec

= (token / quoted-string) *(SEMI vnetwork-param)

vnetwork-param

= generic-param

Clause 5.7 specifies:

   Header field          where  proxy  ACK BYE CAN INV OPT REG

   ___________________________________________________________

   P-Visited-Network-ID    R     ad     -   -   -   o   o   o

   Header field                    SUB NOT PRA INF UPD MSG REF

   ___________________________________________________________

   P-Visited-Network-ID             o   -   -   -   -   o   o

Clause 6.3 specifies:

6.3 P-Visited-Network-ID

The P-Visited-Network-ID header assumes that there is trust relationship between a home network and one or more transited visited networks.  It is possible for other proxies between the proxy in the visited network that inserts the header, and the registrar or the home proxy, to modify the value of P-Visited-Network-ID header. Therefore intermediaries participating in this mechanism MUST apply a hop-by-hop integrity protection mechanism such us IPsec or other available mechanisms in order to prevent such attacks.

Clause 7 specifies:

7. IANA Considerations

This document defines several private SIP extension header fields (beginning with the prefix "P-" ).

These extension headers have been included in the registry of SIP header fields defined in SIP [1].  Expert review as required for this process was provided by the SIP Working Group.

The following extensions are registered as private extension header fields:

RFC Number:

RFC3455

Header Field Name:
P-Associated-URI

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Called-Party-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Visited-Network-ID

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Access-Network-Info

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Function-Addresses

Compact Form:

none

RFC Number:

RFC3455

Header Field Name:
P-Charging-Vector

Compact Form:

none

3
Requirements summary

3.1
IETF requirements

The header is only valid for inclusion in the request of standalone transactions, or in the initial request of a dialog (i.e. INVITE, OPTIONS, SUBSCRIBE, MESSAGE, REFER, and also including REGISTER).

Proxies may add or delete and read the header. Otherwise the header is passed on transparently. This requires a further major capability.

It is optional for the UAS to be able to receive the header. The UAC should not send the header (for the purposes of the profile this will be taken as must not with the addition of a note).

3.2
3GPP requirements

The procedures for the P-Visited-Network-ID header are completely specified in 3GPP TS 24.229. 

However the behaviour is as above, with the addition that:

· the header is always inserted by the P-CSCF in a REGISTER request. 

· the header is always read by the registrar (S-CSCF) in a REGISTER request.

· it is not used in any other method.

