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1. Introduction

In case of decompression failure we receive no indication from the other end. Since the uncompressed messages are not exposed, valid SIP responses cannot be generated. Therefore we should find a solution to recover from decompression failures, which could result in continuous retransmissions and failures of all subsequent transactions.

2. Discussion

2.1. Resolution 1 - Fallback

2.1.1 Unreliable transport

Retransmission timers should trigger the resetting of the SigComp compartment. The endpoint must re-announce its capabilities, must not rely on any previously saved states and act as if no messages were sent in that compartment.

Loss of the original message will not be handled differently, because the lack response could occur due to many reason (like message is lost or delayed). If the first retransmission remains unresponded, the compartment should be reset. If still no response is received after resetting the compartment, all subsequent messages should be sent uncompressed.

Message sequence:

Original message:  -------Compressed-----> X

Retransmission #1: -------Compressed-----> X

<RESET SigComp>

Retransmission #2: ------Compressed------> X

<Switch to uncompressed SIP>

Retransmission #3: ------Uncompressed----> X

.

.

Retransmission #n: -------Uncompressed---> X

2.1.2 Reliable transport

TCP retransmissions are handled by the transport layer, thus the SIP layer will not perform any actions for 64*T1 time. After that a CANCEL is issued. In that case we can

· Reset the compartment before CANCEL is sent – proposed.

· Define a new timer for retransmission that is smaller than 64*T1 and retransmit the message. (Note: Setting up this timer is not advised in SIP bis 09, chapter 17.1.1.2, although not explicitly prohibited)

· Find other means to indicate decompression failure.

2.1.3 Resetting the compartment

1. Delete all states saved by that compressor and restart the compressor.

2. Compressor must not rely on any previously saved state at the decompressor side, and must behave like no messages were exchanged in that compartment

2.2. Resolution 2 - reset

Inform the other party that the decompression has failed by sending RESET signal in a SigComp message which can be either standalone or a regular one that carries a compressed SIP message.

2.2.3 Compliancy

Standalone messages are currently not allowed in SigComp due to security reasons, which do not apply in the 3GPP environment. However, standard SigComp implementations are not effected by RESET.

2.2.4 Functioning

The RESET signal is carried in a SigComp message that generates requested feedback data with one of the currently reserved bit set to 1 (see Figure 2 below). This message is referred to as RESET message. Besides:

· RESET message must also announce capability information of the sender endpoint via the returned SigComp parameters.

· RESET message must not contain references to any states other than the mandatory static SIP dictionary.

· RESET message must not contain state acknowlegements. That means the T-bit must be set to 0 to indicate there is no returned feedback item (see section 7 of SigComp-06).

· RESET message could be sent in both directions independently. Specifically, RESET message  sent in one direction has no effect on the opposite direction.

In SigComp, requested feedback data can be generated using the END_MESSAGE instruction. The format of the requested feedback data is depicted in Figure 1. It contains reserved bits that are suitable for our purpose.

      0   1    2    3    4   5    6    7

   +---+---+---+---+---+---+---+---+

   |     reserved          | Q | S | I   |  requested_feedback_location

   +---+---+---+---+---+---+---+---+

   |                                              |

   :    requested feedback item    :  if Q = 1

   |                                              |

                            +---+---+---+---+---+---+---+---+

Figure 1: Requested feedback data as in SigComp-06

  In 3GPP, we use the reserved bit #4 to carry RESET signal. The new format is shown in Figure 2.

     0    1    2    3    4   5   6    7

   +---+---+---+---+---+---+---+---+

   |     reserved    | R | 0  | S |  I  |  requested_feedback_location

   +---+---+---+---+---+---+---+---+

Figure 2: Requested feedback data carrying RESET signal in 3GPP

The R bit is set to 1 by the sender to issue a RESET request.

2.2.5. P-CSCF behavior

Sending RESET

1. Upon decompression failure the user identity shall be detected by analyzing security association.

2. A SigComp message is generated that contains the RESET signal towards that user. The security association is used to send this message. Note that this SigComp message may contain compressed SIP message sent to that user.

3. All states belonging to that user are deleted.

Receiving RESET

1. The decompressor processes a RESET message like any regular SigComp messages except for steps below. 

2. The state handler does not wait for the compartment identifier if the R bit was set in the requested feedback data. In particular, this is true for the case of standalone SigComp message.

3. P-CSCF shall check the security association in which the message was sent, which identifies the user.

4. P-CSCF restarts the compressor for that user, and behaves like no SigComp messages were exchanged previously. P-CSCF shall not use any state that it saved at the other endpoint. The announcement of user capability made by RESET message is passed to the compressor

2.2.6 UE behavior

Sending RESET

1. Upon decompression failure the security association in which the message was sent must be verified against the P-CSCF.

2. A SigComp message is generated that contains the RESET signal towards the P-CSCF. Note that this SigComp message may contain compressed SIP message sent to the P-CSCF.

3. All states belonging to that user are deleted.

Receiving RESET

1. The decompressor processes a RESET message like any regular SigComp messages except for steps below.

2. The state handler does not wait for the endpoint identifier if the R bit was set in the announcement

3. The UE must check the security association where the message was sent from. If that belongs to the P-CSCF, the RESET can be performed.

4. UE restarts the compressor, and behaves like no SigComp messages were exchanged previously. It must not use any state that was previously saved at the P-CSCF. The announcement of P-CSCF capability made by RESET message is passed to the compressor.

4. Proposal

It is proposed to make Resolution 2 a mandatory procedure. The failing side shall send RESET message to its peer party to avoid more decompression failures. The peer party shall act accordingly upon receiving a RESET message.

Nokia is a volunteer to provide necessary CRs.











































