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1
Abstract

This discussion document identifies the IETF requirements surrounding the use of the Record-Route header in order to allow the profile tables to be completed in Annex A of 24.229. 

Section 3 and 4 respectively summarise the status to be given in the profile - the amendments themselves are contained in N1-021357.

2
Specified usage in internet drafts

2.1
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-09.txt)

Clause 10.2 (Constructing the REGISTER request) - 3rd paragraph specifies:

A REGISTER request does not establish a dialog. A UAC MAY include a Route header field in a REGISTER request based on a pre-existing route set as described in Section 8.1.  The Record-Route header field has no meaning in REGISTER requests or responses, and MUST be ignored if present.  In particular, the UAC MUST NOT create a new route set based on the presence or absence of a Record-Route header field in any response to a REGISTER request.

Clause 10.3 (Processing REGISTER requests) - 3rd paragraph specifies:

Registrars MUST ignore the Record-Route header field if it is included in a REGISTER request. Registrars MUST NOT include a Record-Route header field in any response to a REGISTER request.

A registrar might receive a request that traversed a proxy which treats REGISTER as an unknown request and which added a Record-Route header field value.

Clause 12.1.1 (UAS behaviour) - 1st paragraph specifies:

When a UAS responds to a request with a response that establishes a dialog (such as a 2xx to INVITE), the UAS MUST copy all Record-Route header field values from the request into the response (including the URIs, URI parameters, and any Record-Route header field parameters, whether they are known or unknown to the UAS) and MUST maintain the order of those values. The UAS MUST add a Contact header field to the response. The Contact header field contains an address where the UAS would like to be contacted for subsequent requests in the dialog (which includes the ACK for a 2xx response in the case of an INVITE). Generally, the host portion of this URI is the IP address or FQDN of the host. The URI provided in the Contact header field MUST be a SIP or SIPS URI.  If the request that initiated the dialog contained a SIPS URI in the Request-URI or in the top Record-Route header field value, if there was any, or the Contact header field if there was no Record-Route header field, the Contact header field in the response MUST be a SIPS URI.  The URI SHOULD have global scope (that is, the same URI can be used in messages outside this dialog).  The same way, the scope of the URI in the Contact header field of the INVITE is not limited to this dialog either.  It can therefore be used in messages to the UAC even outside this dialog.

Clause 12.2 (Requests within a Dialog) - 2nd paragraph specifies:

Requests within a dialog MAY contain Record-Route and Contact header fields. However, these requests do not cause the dialog's route set to be modified, although they may modify the remote target URI. Specifically, requests that are not target refresh requests do not modify the dialog's remote target URI, and requests that are target refresh requests do.  For dialogs that have been established with an INVITE, the only target refresh request defined is re-INVITE (see Section 14). Other extensions may define different target refresh requests for dialogs established in other ways.

Note that an ACK is NOT a target refresh request.

Clause 16.6 (Request Forwarding) - item 4 specifies:

4.
Record-Route

If this proxy wishes to remain on the path of future requests in a dialog created by this request (assuming the request creates a dialog), it MUST insert a Record-Route header field value into the copy before any existing Record-Route header field values, even if a Route header field is already present.

Requests establishing a dialog may contain a preloaded Route header field.

If this request is already part of a dialog, the proxy SHOULD insert a Record-Route header field value if it wishes to remain on the path of future requests in the dialog. In normal endpoint operation as described in Section 12 these Record-Route header field values will not have any effect on the route sets used by the endpoints.

The proxy will remain on the path if it chooses to not insert a Record-Route header field value into requests that are already part of a dialog. However, it would be removed from the path when an endpoint that has failed reconstitutes the dialog.

A proxy MAY insert a Record-Route header field value into any request. If the request does not initiate a dialog, the endpoints will ignore the value. See Section 12 for details on how endpoints use the Record-Route header field values to construct Route header fields.

Each proxy in the path of a request chooses whether to add a Record-Route header field value independently - the presence of a Record-Route header field in a request does not obligate this proxy to add a value.

The URI placed in the Record-Route header field value MUST be a SIP URI. This URI MUST contain an lr parameter (see Section 19.1.1). This URI MAY be different for each destination the request is forwarded to. The URI SHOULD NOT contain the transport parameter unless the proxy has knowledge (such as in a private network) that the next downstream element that will be in the path of subsequent requests supports that transport.

The URI this proxy provides will be used by some other element to make a routing decision. This proxy, in general, has no way to know what the capabilities of that element are, so it must restrict itself to the mandatory elements of a SIP implementation: SIP URIs and either the TCP or UDP transports.

The URI placed in the Record-Route header field MUST resolve to the element inserting it (or a suitable stand-in) when the server location procedures of [4] are applied to it, so that subsequent requests reach the same SIP element.  If the Request-URI contains a SIPS URI, or the topmost Route header field value (after the post processing of bullet 6) contains a SIPS URI, the URI placed into the Record-Route header field MUST be a SIPS URI.  Furthermore, if the request was not received over TLS, the proxy MUST insert a Record-Route header field. In a similar fashion, a proxy that receives a request over TLS, but generates a request without a SIPS URI in the Request-URI or topmost Route header field value (after the post processing of bullet 6), MUST insert a Record-Route header field that is not a SIPS URI.

A proxy at a security perimeter must remain on the perimeter throughout the dialog.

If the URI placed in the Record-Route header field needs to be rewritten when it passes back through in a response, the URI MUST be distinct enough to locate at that time. (The request may spiral through this proxy, resulting in more than one Record-Route header field value being added). Item 8 of Section 16.7 recommends a mechanism to make the URI sufficiently distinct.

The proxy MAY include parameters in the Record-Route header field value. These will be echoed in some responses to the request such as the 200 (OK) responses to INVITE. Such parameters may be useful for keeping state in the message rather than the proxy.

If a proxy needs to be in the path of any type of dialog (such as one straddling a firewall), it SHOULD add a Record-Route header field value to every request with a method it does not understand since that method may have dialog semantics.

The URI a proxy places into a Record-Route header field is only valid for the lifetime of any dialog created by the transaction in which it occurs. A dialog-stateful proxy, for example, MAY refuse to accept future requests with that value in the Request-URI after the dialog has terminated. Non-dialog-stateful proxies, of course, have no concept of when the dialog has terminated, but they MAY encode enough information in the value to compare it against the dialog identifier of future requests and MAY reject requests not matching that information. Endpoints MUST NOT use a URI obtained from a Record-Route header field outside the dialog in which it was provided. See Section 12 for more information on an endpoint's use of Record-Route header fields.

Record-routing may be required by certain services where the proxy needs to observe all messages in a dialog. However, it slows down processing and impairs scalability and thus proxies should only record-route if required for a particular service.

The Record-Route process is designed to work for any SIP request that initiates a dialog. INVITE is the only such request in this specification, but extensions to the protocol MAY define others.

Clause 16.7 (Response Processing) - item 8 specifies:
8.   Record-Route

If the selected response contains a Record-Route header field value originally provided by this proxy, the proxy MAY choose to rewrite the value before forwarding the response. This allows the proxy to provide different URIs for itself to the next upstream and downstream elements. A proxy may choose to use this mechanism for any reason. For instance, it is useful for multi-homed hosts.

If the proxy received the request over TLS, and sent it out over a non-TLS connection, the proxy MUST rewrite the URI in the Record-Route header field to be a SIPS URI. If the proxy received the request over a non-TLS connection, and sent it out over TLS, the proxy MUST rewrite the URI in the Record-Route header field to be a SIP URI.

The new URI provided by the proxy MUST satisfy the same constraints on URIs placed in Record-Route header fields in requests (see Step 4 of Section 16.6) with the following modifications:

The URI SHOULD NOT contain the transport parameter unless the proxy has knowledge that the next upstream (as opposed to downstream) element that will be in the path of subsequent requests supports that transport.

When a proxy does decide to modify the Record-Route header field in the response, one of the operations it performs is locating the Record-Route value that it had inserted. If the request spiraled, and the proxy inserted a Record-Route value in each iteration of the spiral, locating the correct value in the response (which must be the proper iteration in the reverse direction) is tricky. The rules above recommend that a proxy wishing to rewrite Record-Route header field values insert sufficiently distinct URIs into the Record-Route header field so that the right one may be selected for rewriting.  A RECOMMENDED mechanism to achieve this is for the proxy to append a unique identifier for the proxy instance to the user portion of the URI.

When the response arrives, the proxy modifies the first Record-Route whose identifier matches the proxy instance. The modification results in a URI without this piece of data appended to the user portion of the URI. Upon the next iteration, the same algorithm (find the topmost Record- Route header field value with the parameter) will correctly extract the next Record-Route header field value inserted by that proxy.

Not every response to a request to which a proxy adds a Record-Route header field value will contain a Record-Route header field. If the response does contain a Record-Route header field, it will contain the value the proxy added.

Clause 20 Table 2 (Summary of header fields) specifies that this header is optionally allowed in requests ACK, BYE, CANCEL, INVITE and OPTIONS, but not in REGISTER requests. For requests, proxies can add, concatenate or read this header. It is also allowed in 2xx and 18x responses BYE, CANCEL, INVITE and OPTIONS, but not in REGISTER responses. For responses, proxies can modify or read this header.

Clause 20.30 specifies:

20.30 Record-Route

The Record-Route header field is inserted by proxies in a request to force future requests in the dialog to be routed through the proxy.

Examples of its use with the Route header field are described in Sections 16.12.1.

Example:

Record-Route: <sip:server10.biloxi.com;lr>, <sip:bigbox3.site3.atlanta.com;lr>

Clause 25.1 (Basic rules) specifies the header and gives the following ABNF:

Record-Route  =  "Record-Route" HCOLON rec-route *(COMMA rec-route)

rec-route     =  name-addr *( SEMI rr-param )

rr-param      =  generic-param

2.2
SIP-Specific Event Notification (draft-ietf-sip-events-02.txt)

Clause 4.1.5 specifies:
4.1.5.
Proxy SUBSCRIBE Behavior

Proxies need no additional behavior beyond that described in SIP [1] to support SUBSCRIBE. If a proxy wishes to see all of the SUBSCRIBE and NOTIFY requests for a given dialog, it MUST record-route the initial SUBSCRIBE and any dialog-establishing NOTIFY requests. Such proxies SHOULD also record-route all other SUBSCRIBE and NOTIFY requests.

Note that subscribers and notifiers may elect to use S/MIME encryption of SUBSCRIBE and NOTIFY requests; consequently, proxies cannot rely on being able to access any information that is not explicitly required to be proxy-readable by SIP [1].

Clause 4.2.3 specifies:
4.2.3. Proxy NOTIFY Behavior

Proxies need no additional behavior beyond that described in SIP [1] to support NOTIFY. If a proxy wishes to see all of the SUBSCRIBE and NOTIFY requests for a given dialog, it MUST record-route the initial SUBSCRIBE and any dialog-establishing NOTIFY requests. Such proxies SHOULD also record-route all other SUBSCRIBE and NOTIFY requests.

Note that subscribers and notifiers may elect to use S/MIME encryption of SUBSCRIBE and NOTIFY requests; consequently, proxies cannot rely on being able to access any information that is not explicitly required to be proxy-readable by SIP [1].

Clause 8.1 (New Methods) specifies that this header is optional for SUBSCRIBE and NOTIFY requests, and optional for 2xx, 401 and 484 responses to SUBSCRIBE and NOTIFY.

3
Summary of IETF status

UACs do not insert this header in requests. It is mandatory for a UAS to receive this header in the initial request of a dialog or the refresh request for a dialog.

It is mandatory for a UAS to be able to be generate this header in a 18x or 2xx response to the initial request of a dialog or the refresh request for a dialog. (The inclusion of 401 and 484 in the Events draft is considered as an error).

In order to make clear that requests that form part of a standalone transaction, or subsequent request within a dialog, are not supported on send or receive by a UA, the header row is retained, but the content is marked as n/a. This additionally retains orrespondence with the equivalent row in the proxy tables. It is not retained in responses as default behaviour applies on responses.

Proxies can either insert themselves in the path for future requests on a dialog or not. Proxy behaviour on requests fulfils one of the following:

· If a proxy is able to insert itself in future dialogs, it is mandatory for a proxy to be able to send and receive this header in the initial request of a dialog or the refresh request for a dialog. 

· For all requests except the initial request of a dialog or the refresh request for a dialog, or dialog establishing NOTIFY requests, or REGISTER requests, where a proxy is able to insert itself in future dialogs, it is optional for a proxy to insert this header in other requests. If the header is received the proxy will pass it on. 

· For dialog establish NOTIFY requests where a proxy is able to insert itself in future dialogs, it is mandatory to be able to receive this header and mandatory to be able to send this header.

For all 18x and 2xx responses a proxy passes this header on. Where the proxy does not intend to rewrite the response in order to allow different upstream and downstream routes, or where the proxy has TLS connections on both sides, or non-TLS connections on both sides, it is irrelevant to be able to receive this header and mandatory to be able to send this header.

Where the proxy does intend to rewrite the response in order to allow different upstream and downstream routes, or where the proxy has a TLS connection on one side and a non-TLS connections on the other side, it is mandatory to be able to receive this header and mandatory to be able to send this header.

4
Summary of 3GPP status

As above except:

· 3GPP proxies do not insert this header in requests other than the initial request of a dialog or the refresh request for a dialog, even though this is upped to should in bis draft for this type of proxy. 

The justification for this is understood to be that the IETF criteria for use of this information in subsequent requests is not met. The IETF usage allows a UA that rebuilds its state in the middle of a dialog (e.g. after a software reboot) to use this information to reinitialize the routeset within the UA. As this information in 3GPP is terminated by the P-CSCF, and all P-CSCFs are assumed to have reliable retention of all information even in the case of rebuilds on software failure, then use of this information is not necessary.

Special operation of the P-CSCF in this case is covered in clause 5 and not in the profiles.

