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Background Information

It is specified that for UMTS authentication the parameters used by the MSC/SGSN (quintets or vectors) must be ‘fresh’.  That means that the MSC/SGSN can not use the same parameters twice.  It also means that the UE can assume that if it receives a challenge that it has received before, the challenge has been ‘replayed’.  This is all achieved using the SQN numbering mechanism within the authentication challenge.  A replayed challenge would be recognised by the UE as being out of synch.

Under normal circumstances, the UE would report the ‘synch failure’ to the network and the MSC/SGSN would perform the re-synchronisation procedure with the HLR/AuC.

The Problem

When radio conditions are poor, there is a chance that signalling messages across the radio interface may be lost.  In such a case, the messages will be re-transmitted.  In the following example, this retransmission can cause problems:

The network sends an AUTHENTICATION (& CIPHERING) REQUEST message to the UE, and the UE processes this messages and then sends the AUTHENTICATION (& CIPHERING) RESPONSE message back to the network.  However, the AUTHENTICATION (& CIPHERING) RESPONSE message never gets to the network, and so as far as the MSC/SGSN is concerned, it needs to retransmit the AUTHENTICATION (& CIPHERING) REQUEST message.  When this retransmitted message arrives at the UE, the UE will take the authentication parameters RAND and AUTN and pass them to the USIM in an AUTHENTICATE command.  On analysing the AUTN, the USIM will see that these parameters have been used before and return a ‘synch failure’ to the UE.  The UE will then send the AUTHENTICATION (& CIPHERING) FAILURE message with cause ‘synch failure’ to the network.  Upon receipt of the AUTHENTICATION (& CIPHERING) FAILURE message, the MSC/SGSN will start the re-synchronisation procedure.

The re-synch procedure is costly in terms of MAP signalling and processing and it also results in extra signalling messages being passed across the radio interface.

It is therefore seen as a strong requirement that the number of potential re-synchs is kept to a minimum and the case highlighted above is one area where resources can be saved by cutting down the number of re-synchs.  The number of re-synchs could be of particular concern in GSM GPRS.  This document describes a proposed solution to the problem outlined above, that has been defined for the stage 2 specification 33.102.

Proposed Solution

TSG SA3 originally specified in 33.102 a USIM-based solution for handling legitimately retransmitted authentication requests. However, after a joint meeting between T3 and SA3, T3 have confirmed that a USIM-based solution is not viable within the R99 timeframe, and that the functionality for such a mechanism ought to be in the UE.  SA3 have confirmed in their meetings that there is no security risk in placing this functionality in the UE rather than in the USIM, and so CN1 are now required to update the relevant specifications to solve the problem.

Attached for information is the CR against 33.102 that CN1 specifications must align to.  Below, a summary of the intention of the CR is provided:

1. The UE, upon receiving the AUTHENTICATION (& CIPHERING) REQUEST message from the network needs to temporarily store a copy of the RAND parameter.  The UE then initiates the AUTHENTICATE command towards the USIM, passing on the RAND and AUTN parameters as normal.  When the USIM returns the RES parameter to the UE, the UE shall store a copy of the RES, before sending the AUTHENTICATION (&CIPHERING) RESPONSE message to the network, containing the RES.

2. The UE now has stored the RAND and its associated RES from the last received authentication challenge.  If the authentication procedure is successful the network will trigger the use of the agreed keys by sending a SECURITY MODE COMMAND or CIPHER MODE COMMAND message to the UE.  Upon receipt of either of these messages, the UE must now delete the saved RAND and RES from the last challenge so that no further authentication request retransmissions will be accepted.

3. Prior to the receipt of the SECURITY MODE COMMAND message, the AUTHENTICATION (&CIPHERING) REQUEST message could still be re-transmitted by the network.  Upon receipt of an AUTHENTICATION (& CIPHERING) REQUEST, the UE needs to check to see if it has a RAND and RES stored.  If it has not, then it shall assume this AUTHENTICATION (&CIPHERING) REQUEST message contains a fresh challenge and shall proceed as described in 1.

4. If the UE has got a RAND and RES in its store, then the UE shall check the RAND in the new AUTHENTICATION (&CIPHERING) REQUEST message with the RAND it has stored.  If the two match then the UE can assume that this is a re-transmission of a challenge it has already processed and can take the stored RES and send it to the network in an AUTHENTICATION (& CIPHERING) RESPONSE message. Any subsequent SECURITY MODE COMMAND received by the UE shall then take into use the keys CK and IK that were delivered from the USIM in the original AUTHENTICATE command. Any subsequent CIPHER MODE COMMAND received by the UE shall then take into use the key Kc that was optionally delivered from the USIM in the original AUTHENTICATE command. 

Affected CN1 specifications

The only specification under CN1 ownership that needs to be changed to align with the SA3 solution described above, is 24.008.  Tdoc N1-010122 contains a CR against 24.008 version 3.6.0 and Tdoc N1-010123 contains a CR against 24.008 version 4.1.0.

Conclusion

Vodafone requests CN1 to discuss this paper and study the two CRs with the aim of agreeing to the proposed changes.

