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9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/GSM 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2

21
Authentication parameter RAND
Authentication parameter RAND 

10.5.3.1
O
TV
17

8-
GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
C
TV
1

28
Authentication parameter

AUTN
Authentication parameter AUTN

10.5.3.1.1
O
TLV
18

9.4.9.1
Authentication Parameter RAND

This IE shall only be included if authentication shall be performed.

9.4.9.2
GPRS ciphering key sequence number

This IE is included if and only if the Authentication parameter RAND is contained in the message.

9.4.9.3
Authentication Parameter AUTN

This IE shall be present if and only if the authentication challenge is a UMTS authentication challenge.The presence or absence of this IE defines- in the case of its absence- a GSM authentication challenge or- in the case of its presence- a UMTS authentication challenge.

10.5.1.2
Ciphering Key Sequence Number

In a GSM authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key Kc which is stored in the mobile station without invoking the authentication procedure. 

The ciphering key sequence number is allocated by the network and sent with the AUTHENTICATION REQUEST message to the mobile station where it is stored together with the calculated ciphering key Kc.

The Ciphering Key Sequence Number information element is coded as shown in figure 10.5.2/3GPP TS 24.008 and table 10.5.2/3GPP TS 24.008.

In a UMTS authentication challenge, the purpose of the Ciphering Key Sequence Number information element is to make it possible for the network to identify the ciphering key CK and integrity key IK which are stored in the MS without invoking the authentication procedure.  CK and IK form a Key Set Identifier (KSI) (see 3GPP TS 33.102) which is encoded the same as the CKSN and is therefore included in the CKSN field.

The ciphering key sequence number is a type 1 information element. 
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Figure 10.5.2/3GPP TS 24.008 Ciphering Key Sequence Number information element

Table 10.5.2/3GPP TS 24.008: Ciphering Key Sequence Number information element

Key sequence (octet 1)

Bits

3
2
1







0
0
0


through
Possible values for the ciphering key

1
1
0
sequence number






1
1
1
No key is available (MS to network);




Reserved (network to MS)
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