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4.7.7
Authentication and ciphering procedure

4.7.7a
Authentication and ciphering procedure used for UMTS authentication challenge.

The purpose of the authentication and ciphering procedure is fourfold (see TS 33.102):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS UMTS ciphering key and a new GPRS UMTS integrity key.

-
to let the network set the GSM ciphering mode (ciphering /no ciphering ) and GSM ciphering algorithm; and

-
to permit the mobile station to authenticate the network.

In UMTS, and in the case of a UMTS authentication challenge, the authentication and ciphering procedure can be used for authentication only.

The cases in which the authentication and ciphering procedure shall be used are defined in TS 33.102 and GSM 02.09 [5].

The authentication and ciphering procedure is always initiated and controlled by the network.  However, in the case of a UMTS authentication challenge, there is the possibility for the MS to reject the network.

UMTS authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

The authentication and ciphering procedure can be used for either:

-
authentication only;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm only; or

-
authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm. 

In GSM, the network should not send any user data during the authentication and ciphering procedure.

A UMTS security context is established in the MS and the network when a UMTS authentication challenge is performed in GSM or in UMTS. After a successful UMTS authentication, the GPRS UMTS ciphering key, the GPRS UMTS integrity key, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS.

4.7.7b
Authentication and ciphering procedure used for GSM authentication challenge

The purpose of the authentication and ciphering procedure is threefold (see GSM 03.20 [13]):

-
to permit the network to check whether the identity provided by the MS is acceptable or not;

-
to provide parameters enabling the MS to calculate a new GPRS GSM ciphering key; and

-
to let the network set the GSM ciphering mode (ciphering/no ciphering) and GSM ciphering algorithm.

The authentication and ciphering procedure can be used for either:

-
authentication only;

-
setting of the GSM ciphering mode and the GSM ciphering algorithm only; or

-
authentication and the setting of the GSM ciphering mode and the GSM ciphering algorithm.

The cases in which the authentication and ciphering procedure shall be used are defined in GSM 02.09 [5].

In GSM, the authentication and ciphering procedure is always initiated and controlled by the network. It shall be performed in a non ciphered mode because of the following reasons:

-
the network cannot decipher a ciphered AUTHENTICATION AND CIPHERING RESPONSE from an unauthorised MS and put it on the black list; and

-
to be able to define a specific point in time from which on a new GPRS GSM ciphering key should be used instead of the old one.

GSM authentication challenge shall be supported by a ME supporting GSM or UMTS radio access.

In GSM, the network should not send any user data during the authentication and ciphering procedure. 

A GSM security context is established in the MS and the network when a GSM authentication challenge is performed in GSM or in UMTS. After a successful GSM authentication challenge, the GPRS GSM ciphering key and the GPRS ciphering key sequence number, are stored both in the network and the MS.

******************** NEXT MODIFIED SECTION ********************

4.7.7.2
Authentication and ciphering response by the MS

In GSM, a MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time. 

In UMTS, an MS that is attached to GPRS shall be ready to respond upon an AUTHENTICATION AND CIPHERING REQUEST message at any time whilst a PS signalling connection exists.

In a GSM authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the authentication parameters RAND and GPRS CKSN, then upon receipt of the message, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network. The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A GSM authentication challenge will result in the SIM passing a SRES and a GPRS GSM ciphering key to the ME. The new GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous one and any previously stored GPRS UMTS ciphering and GPRS UMTS integrity keys shall be deleted. The calculated GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted.

In a UMTS authentication challenge, if the AUTHENTICATION AND CIPHERING REQUEST message includes the UMTS authentication parameters GPRS CKSN, RAND and AUTN, then upon receipt of the message, the MS verifies the AUTN parameter and if this is accepted, the MS processes the challenge information and sends an AUTHENTICATION AND CIPHERING RESPONSE message to the network.  The value of the received A&C reference number information element shall be copied into the A&C reference number information element in the AUTHENTICATION AND CIPHERING RESPONSE message. A UMTS authentication challenge will result in the SIM passing a RES, a GPRS UMTS ciphering key, a GPRS UMTS integrity key and a GPRS GSM ciphering key to the ME. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key calculated from the challenge information shall overwrite the previous ones. The new GPRS UMTS ciphering key, GPRS UMTS integrity key and GPRS GSM ciphering key shall be stored on the SIM together with the GPRS ciphering key sequence number before the AUTHENTICATION AND CIPHERING RESPONSE message is transmitted. 

In UMTS, an MS capable of UMTS only shall ignore the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message. An MS capable of both UMTS and GSM shall store the received value in the Ciphering Algorithm IE in the AUTHENTICATION AND CIPHERING REQUEST message in order to use it at an inter system change from UMTS to GSM.

If the AUTHENTICATION AND CIPHERING REQUEST message does not include neither the GSM authentication parameters (RAND and GPRS CKSN) nor the UMTS authentication parameters (RAND, AUTN and GPRS CKSN), then upon receipt of the message, the MS replies by sending an AUTHENTICATION AND CIPHERING RESPONSE message to the network.

In GSM, the GMM layer shall notify the LLC layer if ciphering shall be used or not and if yes which GSM ciphering algorithm and GPRS GSM ciphering key that shall be used (see GSM 04.64 [76]).

******************** NEXT MODIFIED SECTION ********************

4.7.7.5.1
Authentication not accepted by the MS

In a UMTS authentication challenge, the authentication procedure is extended to allow the MS to check the authenticity of the core network.  Thus allowing, for instance, detection of false base station.

Following a UMTS authentication challenge, the MS may reject the core network, on the grounds of an incorrect AUTN parameter (see TS 33.102).  This parameter contains two possible causes for authentication failure:

a)
MAC code failure

If the MS considers the MAC code (supplied by the core network in the AUTN parameter) to be invalid, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the failure cause 'MAC failure' and parameters provided by the SIM (see TS 33.102). 

b)
SQN failure

If the MS considers the SQN (supplied by the core network in the AUTN parameter) to be out of range, it shall send a AUTHENTICATION AND CIPHERING FAILURE message to the network, with the failure cause 'Synch failure' and the re-synchronization token AUTS provided by the SIM (see TS 33.102).

NOTE:
Actions might vary according to the presence/absence of an integrity protected connection to a different core network node.

******************** NEXT MODIFIED SECTION ********************

9.4.9
Authentication and ciphering request

This message is sent by the network to the MS to initiate authentication of the MS identity. Additionally, the ciphering mode is set, indicating whether ciphering will be performed or not. See table 9.4.9/GSM 24.008.

Message type:
AUTHENTICATION AND CIPHERING REQUEST

Significance:

dual

Direction:


network to MS

Table 9.4.9/GSM 24.008: AUTHENTICATION AND CIPHERING REQUEST message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering request message identity
Message type

10.4
M
V
1


Ciphering algorithm
Ciphering algorithm 

10.5.5.3
M
V
1/2


IMEISV request
IMEISV request

10.5.5.10
M
V
1/2


Force to standby
Force to standby 

10.5.5.7
M
V
1/2


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2

21
Authentication parameter RAND
Authentication parameter RAND 

10.5.3.1
O
TV
17

8
GPRS ciphering key sequence number
Ciphering key sequence number 

10.5.1.2
C
TV
1

28
Authentication parameter

AUTN
Authentication parameter AUTN

10.5.3.1.1
O
TLV
18

9.4.9.1
Authentication Parameter RAND

This IE shall only be included if authentication shall be performed.

9.4.9.2
GPRS ciphering key sequence number

This IE is included if and only if the Authentication parameter RAND is contained in the message.

9.4.9.3
Authentication Parameter AUTN

This IE shall be present if and only if the authentication challenge is a UMTS authentication challenge.The presence or absence of this IE defines- in the case of its absence- a GSM authentication challenge or- in the case of its presence- a UMTS authentication challenge.

9.4.10
Authentication and ciphering response

This message is sent by the MS to the network in response to an Authentication and ciphering request message. See table 9.4.10/TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING RESPONSE

Significance:

dual

Direction:


MS to network

Table 9.4.10/TS 24.008: AUTHENTICATION AND CIPHERING RESPONSE message content

IEI
Information Element
Type/Reference
Presence
Format
Length


Protocol discriminator
Protocol discriminator

10.2
M
V
1/2


Skip indicator
Skip indicator

10.3.1
M
V
1/2


Authentication and ciphering response message identity
GPRS message type

10.4
M
V
1


A&C reference number
A&C reference number

10.5.5.19
M
V
1/2


Spare half octet
Spare half octet 

10.5.1.8
M
V
1/2

22
Authentication parameter Response 
Authentication Response parameter 

10.5.3.2
O
TV
5

23
IMEISV
Mobile identity

10.5.1.4
O
TLV
11

29
Authentication Response parameter (extension)
Authentication Response parameter 10.5.3.2.1
O
TLV
3-14

9.4.10.1
Authentication Response Parameter

This IE is included if authentication was requested within the corresponding authentication and ciphering request message. This IE contains the SRES, if the authentication challenge was for GSM or the RES (all or just the 4 most significant octets of) if it is a UMTS authentication challenge (see also 9.4.10.2)

9.4.10.2
IMEISV

This IE is included if requested within the corresponding authentication and ciphering request message.

9.4.10.3
Authentication Response Parameter (extension)

This IE shall be included if and only if the authentication challenge was a UMTS authentication challenge and the RES parameter is greater than 4 octets in length.  It shall contain the least significant remaining bits of the RES (the four most significant octets shall be sent in the Authentication Response Parameter IE (see 9.2.3.1))

9.4.10a
Authentication and Ciphering Failure

This message is sent by the mobile station to the network to indicate that authentication of the network has failed. See table 9.4.10a/TS 24.008.

Message type:
AUTHENTICATION AND CIPHERING FAILURE

Significance:

dual

Direction:


mobile station to network

Table 9.4.10a/TS 24.008: AUTHENTICATION AND CIPHERING FAILURE message content

IEI
Information element
Type / Reference
Presence
Format
Length


Mobility management
Protocol discriminator
M
V
1/2


Protocol discriminator
10.2





Skip Indicator
Skip Indicator
M
V
1/2



10.3.1





Authentication and Ciphering Failure
Message type
M
V
1


Message type
10.4





GMM Cause


GMM Cause

10.5.5.14
M
V
1

30
Authentication Failure parameter
Authentication Failure parameter
O
TLV
16



10.5.3.2.2




9.4.10a.1
Authentication Failure parameter

This IE shall be sent if and only if the GMM cause was 'Synch failure.'  It shall include the response to the authentication challenge from the SIM, which is made up of the AUTS parameter (see TS 33.102).
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