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4.3.2.8
Handling of keys at intersystem change from GSM to UMTS

At intersystem change from GSM to UMTS, ciphering and integrity may be started (see TS 25.331) without any new authentication procedure. Deduction of  the appropriate security keys for ciphering and integrity check in UMTS, depend on the current GSM/UMTS security context stored in the MS and the network.

The ME shall handle the UMTS cipher key and the UMTS integrity key according to Table 4.3.2.8.1. 

Table 4.3.2.8.1/TS 24.008: Intersystem change from GSM to UMTS
Security context established in MS and network in GSM


At intersystem change to UMTS:

GSM security context


An ME shall derive the UMTS cipher key and UMTS integrity key from the GSM cipher key provided by the SIM. The conversion functions named "c4" and "c5" in TS 33.102 are used for this purpose.

UMTS security context


An ME shall apply the UMTS ciphering key and the UMTS integrity key received from the UMTS security context residing in the SIM.

NOTE
A SIM with UMTS security context, passes the UMTS cipher key, the UMTS integrity key and the derived GSM cipher key to the ME independent on the current radio access being UMTS or GSM.

4.3.2.9
Use of established security contexts

In GSM, in the case of an established GSM security context, the GSM ciphering key shall be taken into use by the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2).  

In GSM, in the case of an established UMTS security context, the GSM ciphering key shall be taken into use by the MS when a valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in GSM 04.18 section 3.4.7.2). The network shall derive a GSM ciphering key from the UMTS ciphering key and the UMTS integrity key by using the conversion function named "c3" defined in TS 33.102.

In UMTS, in the case of an established GSM security context, the ME shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in TS 33.102. The derived UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during an RR connection (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). The network shall derive a UMTS ciphering key and a UMTS integrity key from the GSM ciphering key by using the conversion functions named "c4" and "c5" defined in TS 33.102.

In UMTS, in the case of an established UMTS security context, the UMTS ciphering key and UMTS integrity key shall be taken into use by the MS when a valid SECURITY MODE COMMAND indicating CS domain is received during a RR connection (the definition of a valid SECURITY MODE COMMAND message is given in TS 25.331). 

NOTE:
In UMTS and GSM, during an ongoing, already ciphering and/or integrity protected RR connection, the network might initiate a new Authentication procedure in order to establish a new GSM/UMTS security context. The new keys are taken into use in the MS when a new valid SECURITY MODE COMMAND indicating CS domain in UMTS, or a new valid CIPHERING MODE COMMAND in GSM, is received during the RR connection.

4.3.3
Identification procedure

The identification procedure is used by the network to request a mobile station to provide specific identification parameters to the network e.g. International Mobile Subscriber Identity, International Mobile Equipment Identity (cf. TS 23.003). For the presentation of the IMEI, the requirements of GSM 02.09 apply.

******* next modified section ***

NOTEs:
The coding of the octets of the bearer capability information element is not conforming to ITU Q.931.


An MS shall encode the Bearer Capability infomation element according to GSM call control requirements also if it is requesting for a UMTS service.


For UTRAN access following parameters are irrelevant, because multiple traffic channels (multislot) are not deployed [TS 23.034].  The multislot parameters shall, however, be stored in MSC, and forwarded at handover:
-
Maximum number of traffic channels (octet 6e, bits 1-3)
-
Acceptable Channel coding(s) (octet 6e, bits 4, 5 and 7)
-
UIMI, User initiated modification indication (octet 6f, bits 5-7)
-
Acceptable Channel Codings extended (octet 6g, bits 5-7)
A  mobile station not supporting GSM shall set these parameters to the value "0".

Table 10.5.102/TS 24.008: Bearer capability information element

Radio channel requirement (octet 3), network to MS direction 

In GSM, i.e. not applicable for UMTS data services.

Bits 6 and 7 are spare bits. The sending side (i.e. the network) shall set bit 7 to value 0 and bit 6 to value 1.

Radio channel requirement (octet 3) MS to network direction

When information transfer capability (octet 3) indicates other values than speech:

Bits

7 6
0 0
reserved

0 1
full rate support only MS

1 0
dual rate support MS/half rate preferred

1 1
dual rate support MS/full rate preferred

When information transfer capability (octet 3) indicates the value speech and no speech version indication is present in octet 3a etc.:

Bits

7 6
0 0
reserved

0 1
full rate support only MS/fullrate speech version 1 supported

1 0
dual rate support MS/half rate speech version 1 preferred, full rate speech version 1 also supported

1 1
dual rate support MS/full rate speech version 1 preferred, half rate speech version 1 also supported

When information transfer capability (octet 3) indicates the value speech and speech version indication(s) is(are) present in octet 3a etc.:

Bits

7 6
0 0
reserved

0 1
the mobile station supports at least full rate speech version 1 but does not support half rate speech version 1. The complete voice codec preference is specified in octet(s) 3a etc.

1 0
The mobile station supports at least full rate speech version 1 and half rate speech version 1. The mobile station has a greater preference for half rate speech version 1 than for full rate speech version 1. The complete voice codec preference is specified in octet(s) 3a etc.

1 1
The mobile station supports at least full rate speech version 1 and half rate speech version 1. The mobile station has a greater preference for full rate speech version 1 than for half rate speech version 1. The complete voice codec preference is specified in octet(s) 3a etc.



(continued...)

Table 10.5.102/TS 24.008: Bearer capability information element (continued)

Coding standard (octet 3)

Bit

5

0
GSM standardized coding as described below 

1
reserved

Transfer mode (octet 3)

Bit

4
0
circuit mode

1
packet mode

Information transfer capability (octet 3)

Bits

3 2 1
0 0 0
speech

0 0 1
unrestricted digital information

0 1 0
3.1 kHz audio, ex PLMN

0 1 1
facsimile group 3

1 0 1
Other ITC (See Octet 5a)

1 1 1
reserved, to be used in the network. 


The meaning is: alternate speech/facsimile group 3 - starting with speech.


All other values are reserved

******* next modified section ***

10.5.5.15
Routing area identification

The purpose of the routing area identification information element is to provide an unambiguous identification of routing areas within the GPRS coverage area.

The routing area identification is a type 3 information element with 7 octets length.

The routing area identification information element is coded as shown in figure 10.5.130/TS 24.008 and table 10.5.148/TS 24.008.

8
7
6
5
4
3
2
1


Routing Area Identification IEI
octet 1

MCC digit 2
MCC digit 1
octet 2

MNC digit 3
MCC digit 3
octet 3

MNC digit 2
MNC digit 1
octet 4

LAC
octet 5

LAC cont'd
octet 6

RAC
octet 7

Figure 10.5.130/TS 24.008: Routing area identification information element

Table 10.5.148/TS 24.008: Routing area identification information element

MCC, Mobile country code (octet 2 and 3) 

The MCC field is coded as in ITU-T Rec. E212, Annex A. 

If the RAI is deleted, the MCC and MNC shall take the value from the deleted RAI.

In abnormal cases, the MCC stored in the mobile station can contain elements not in the set {0, 1 ... 9}. In such cases the mobile station should transmit the stored values using full hexadecimal encoding. When receiving such an MCC, the network shall treat the RAI as deleted.

MNC, Mobile network code (octet 4) 

The coding of this field is the responsibility of each 

administration but BCD coding shall be used. If an 

administration decides to include only one digit in the MNC, then bits 5 to 8 of octet 4 are coded as "1111".

Note: TS 23.003 defines that a 2 digit MNC shall be used, however the possibility to use a one digit MNC in LAI is provided on the radio interface 

In abnormal cases, the MNC stored in the mobile station can have digit 1 not in the set {0, 1 ... 9} and/or digit 2 not in the set {0, 1 ...9, F} hex. In such cases the mobile station should transmit the stored values using full           hexadecimal encoding. When receiving such an MNC, the  network shall treat the RAI as deleted.                

LAC, Location area code (octet 5 and 6)

In the LAC field bit 8 of octet 5 is the most significant bit and bit 1 of octet 6 the least significant bit.

The coding of the location area code is the responsibility of each administration except that two values are used to mark the LAC, and hence the RAI, as deleted. Coding using full hexadecimal representation may be used. The location area code consists of 2 octets.

If a RAI has to be deleted then all bits of the location area code shall be set to one with the exception of the least significant bit which shall be set to zero. If a SIM is inserted in a Mobile Equipment with the location area code containing all zeros, then the Mobile Equipment shall recognise this LAC as part of a deleted RAI.

RAC, Routing area code (octet 7) 

In the RAC field bit 8 of octet 7 is the most significant. The coding of the routing area code is  the responsibility of each administration. Coding using full hexadecimal 

representation may be used. The routing area code consists 1 octet.



******* next modified section ***

Annex H (informative):
UMTS specific cause values for call control

This annex is informative.

H.1
Normal class

H.1.1
Cause No. 1 "unassigned (unallocated) number"

This cause indicates that the destination requested by the mobile station cannot be reached because, although the number is in a valid format, it is not currently assigned (allocated).

H.1.2
Cause No. 3 "no route to destination"

This cause indicates that the called user cannot be reached because the network through which the call has been routed does not serve the destination desired.

H.1.3
Cause No. 6 "channel unacceptable"

This cause indicates the channel most recently identified is not acceptable to the sending entity for use in this call.

H.1.4
Cause No. 8 "operator determined barring"

This cause indicates that the MS has tried to access a service that the MS's network operator or service provider is not prepared to allow.

H.1.5
Cause No.16 "normal call clearing"

This cause indicates that the call is being cleared because one of the users involved in the call has requested that the call be cleared.

Under normal situations, the source of this cause is not the network.

H.1.6
Cause No.17 "user busy"

This cause is used when the called user has indicated the inability to accept another call.

It is noted that the user equipment is compatible with the call.

H.1.7
Cause No. 18 "no user responding"

This cause is used when a user does not respond to a call establishment message with either an alerting or connect indication within the prescribed period of time allocated (defined by the expiry of either timer T303 or T310).

H.1.8
Cause No. 19 "user alerting, no answer"

This cause is used when a user has provided an alerting indication but has not provided a connect indication within a prescribed period of time.

******* next modified section ***

Annex G (informative):
UMTS specific cause values for mobility management

This annex is informative. It describes the cause values for the mobility management procedures for non-GPRS services (MM) and GPRS services (GMM). Sections G1 to G5 are valid for both MM and GMM. However, the following codes are applicable for non-GPRS services only:


#38 Call cannot be identified

Section G.6 applies only for GMM procedures.

G.1
Causes related to MS identification

Cause value = 2  IMSI unknown in HLR


This cause is sent to the MS if the MS is not known (registered) in the HLR. This cause code does not affect operation of the GPRS service, although is may be used by a GMM procedure. 

Cause value = 3  Illegal MS


This cause is sent to the MS when the network refuses service to the MS either because an identity of the MS is not acceptable to the network or because the MS does not pass the authentication check, i.e. the SRES received from the MS is different from that generated by the network.

Cause value = 4  IMSI unknown in VLR


This cause is sent to the MS when the given IMSI is not known at the VLR.

Cause value = 5  IMEI not accepted


This cause is sent to the MS if the network does not accept emergency call establishment using an IMEI.

Cause value = 6  Illegal ME 


This cause is sent to the MS if the ME used is not acceptable to the network, e.g. blacklisted.

G.2
Cause related to subscription options

Cause value = 11 PLMN not allowed


This cause is sent to the MS if it requests location updating in a PLMN where the MS, by subscription or due to operator determined barring is not allowed to operate.

Cause value = 12 Location Area not allowed


This cause is sent to the MS if it requests location updating in a location area where the MS, by subscription, is not allowed to operate.

Cause value = 13 Roaming not allowed in this location area


This cause is sent to an MS which requests location updating in a location area of a PLMN which offers roaming to that MS in that Location Area, by subscription.

_997805625.doc
How to create a CR
Michael Sanders, 3GPP support team, (last updated 2/09/99)

1)
Open the CR cover sheet with MS Word 97. The lastest version of the CR coversheet can be found at:


ftp://ftp.3gpp.org/information/3gCRF-??.DOC


2)
Fill out all areas that are relevant on the CR cover sheet - only the areas that have yellow shading shall be filled out. See Annex A of these instructions for further detail. 


3)
Open the specification to which you wish to make a change. It is very IMPORTANT  to ensure that you are using the latest version of the specification to make the change. The latest versions of all approved 3G specifications is located at:


for the 3GPP:  ftp://ftp.3gpp.org/specifications/      for SMG: http://docbox.etsi.org/tech-org/document/smg/specs

Do a "save as" using a file name related to the tdoc number (e.g. T3-99123.DOC).

4)
If the formatting looks incorrect (most easily noticed by the fact that there is no space between paragraphs), it may be because you do not have the correct document sheet in your MS Word style directory. All 3GPP specification use the style sheet 3GPP_70.DOT. This can be downloaded from:



ftp://ftp.3gpp.org/information/3gpp_70.dot

5)
Go to the beginning of the heading of the first subclause which you want to change. Press <CTRL><SHIFT><HOME> to select everything before that point and delete it.


6)
Switch to the window in MS word that contains your CR cover sheet and do a <CTRL>A   <CTRL>C to select and copy the entire sheet (including the section break at the end). Switch back to the other window with the specification to be changed and paste it in.


7)
Between group of changed pages in the CR, insert a section break (insert / break / next page/)


8)
When all the changes have been made (using the "tools / track changes" feature of MS Word 97), the headers and page number need to be corrected other the headers will contain an error message like "error, reference not found". You can fix this by changing to page layout mode (view / page layout) to see the headers. Then, go to the menu item "view / header and footer", select the frame that contains the error message(s) ini the header and delete them (there are normally 2). Do not delete the page number in the middle. On the left side, write the spec name and current version number For example, "3G TS 21.111 version 3.0.0 (1999-04)". Go back to normal view.


9) 
For each group of changes, insert the correct starting page number. The number should be that which is a clean unmodified specification. It is only a guide to the reader only and so they can be +/- 1 page number wrong. Insert the page number using the following method. Go to the line following the first section break in your CR. Choose the menu item insert / page number / format / start at and insert the correct starting page number for that group of changes. click "OK" and then "CLOSE" (don't press "OK" at this last step). Repeat this step for each section break.


10)
When you have finished making all changes, go to "tools / track changes / highlight changes" and uncheck the "track changes while editing" box, otherwise the page numbers in the headers will be difficult to read. Make sure that the two other options in this box (highlight changes on screen" and "highlight changes in printed document" are both maked "X".


Examples of expressions of prevision in 3GPP specifications


To ensure that everybody else understands your proposed chnaged the same way that you do, it is very important to keep to the following rules:


SHALL: To be used to indicate a requirement. e.g. "The ME shall reset the USIM" is correct Do not use "The ME resets the USIM" or "the ME must reset the USIM"


SHOULD: To be used to indicate recommendation. i.e. if, among several possibilities one is recommended as particularly suitable, without mentioning or excluding others, or that a certain course of action is preferred but not necessarily required, or that (in the negative form) a certain possibility or course of action is deprecated but not prohibited.


MAY: To be used to indicate permission. To be used instead of phrases such as "is permitted", "is allowed" or is permissible". The opposite of "may" is "need not".


CAN: To be used to indicate possibility and capability. To be used instead of phrases such as "be able to", "there is a possibility of" or "it is possible to".


A more detailed guide to the 3GPP drafting rules can be found on the 3GPP server at:



ftp://ftp.3gpp.org/information/drafting-rules.pdf

ANNEX A   
The CR cover sheet


This annex provides further information on how to fill out the cover sheet of a CR.


The header:


a)
The header, including the TSG or Working Group, the tdoc number (normally obtinaed from the 3GPP support team) and the meeting location and date.


The title box:


b)
The change request number. This is a 3 digit number and is allocated by the 3GPP support team project manager of the relevant WG. For GSM specifications, it is prefixed with an "A"


c)
The 3G or GSM specification number (e.g. 21.111 for 3G or 12.05 for GSM).


d)
The TSG or SMG plenary meeting to which this CR will be submitted to if it gets agreed at the WG meeting. 


e)
for approval/for information: one box only shall be marked with an "X"


Proposed change affects:


f)
At least one box shall be marked with an "X"


Source:


g)
The company name of the author of the CR. If the CR has already been agreed at a Working groups or sub working group, meeting, the subgroup name ( and Tdoc number) should be used instead.


Subject:


h)
One line (only) of concise text that describes the subject of the CR. Details should be put under "reason for change"



good examples:
"Clarification to FETCH command"






"Alignment of operation and parameter names"



recently used



bad examples:
"correction"






"editorial correction"






"correction to TS xxx.yy"






"various improvements"


Work item:



h)
The name of the 3G work item for which the CR is relevant.


Category and release:


i)
Choose one category only


Reason:


j)
This should be 1 to 10 lines of text that describes in further detail the reasons why the change is necessary and how the change is done.


Clauses Affected:


m)
Each subclause that is affected by the change should be listed here. New subclause number can be followed by " (new) ".


Other specs affected:


n)
Other 3G core specifications: to be used if the CR is linked to a CR for another 3G specification.
Other 2G core specifications: to be used if a CR is also needed for a GSM or other 2G specification.



MS test specifications: to be used if a change is needed to the MS test specifications.



BSS test specifications: to be used if a change is needed to the base station test specifications.



O&M specifications: to be used if a change is needed to O&M specifications.



When listing other CRs in part n) use, for example, the form "21.111-CR001" or "12.05-A123"


______________________________________


How to create a CR for 3G or SMG specifications.


File location: http://ftp.3gpp.org/information/3gCRF-??.doc





