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1
Introduction

The latest revision of draft-ietf-sip-call-auth (version 01) contained a specification of the format of the data contained in the “Media-Authorization” SIP header.  This contribution updates 24.228 to be consistent with that draft.

2
Discussion

Draft-ietf-sip-call-auth-01 specifies that the contents of the “Media-Authorization” header be a string of hex digits, which is converted into binary and utilized as a Polity-Element as defined in RFC2750.  This policy element would typically contain the authorizing entity and credentials, and be used in a request for media data stream resources.  When used with RSVP, this Policy-Element would be placed into a Policy-Data object.  The procedures for including this information in a PDP-Context activiation/modification are TBD.

The Policy-Element is defined in RFC2750 as:

Length (2 bytes)
Policy-Element-Type (2 bytes)

Policy information, variable length.

RFC2750 establishes a procedure whereby IANA registers new Policy-Element-Type values.  3GPP could register its own value, and establish its own format for the policy information, or use one of the formats already defined by IETF.  

For example, if 3GPP chose to use the AUTH_USER format defined in RFC2752, a possible encoding of the Policy-Element would be as follows:

Length=32
Policy-Element-Type=1

Length=16
Locator (1)
Format=Ascii (1)

Domain-name of PCF that issued the authorization token (pcf1.xyz.net)

Length=12
Credential (2)
Format=Ascii (1)

Authorization token value, as ascii string (9BV3072)

When contained in a SIP message, the header value would be:

Media-Authorization: 0020000100100101706366312e78797a2e6e6574000c02013942563330373200

Many alternatives exist for reducing the size of this header value.  A “push” model for the authorization information reduces the size of this example policy element by half.  If the PCF sends the authorization to the GGSN prior to the need, the domain name of the PCF that issued the authorization token does not need to be contained in the Policy-Element.  Another alternative is defining a new format code for a binary credential. However, these choices should be left to the CN group defining the Go interface.

3
Proposal

It is proposed that 24.228 section 8 (currently contained in Annex A) be updated as follows:

8.1.1

(MO#1a) Mobile origination, roaming, without I-CSCF in home network providing configuration independence

11. 183 Session Progress (P-CSCF to UE) – see example in Table 8.1.1-11

P-CSCF forwards the 183 Session Progress response to the originating endpoint.

Table 8.1.1-11: 183 Session Progress (P-CSCF to UE)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Media-Authorization: 0020000100100101706366312e78797a2e6e6574000c02013942563330373200
Remote-Party-ID: 

Anonymity: 

From: 

To: 

Call-ID: 

CSeq: 

Contact: sip:token1@pcscf1.visited.net

RSeq: 

Content-Disposition: 

Content-Type: 

Content-length: 

v=

o=

s=

c=

b=

t=

m=

a=

a=

a=

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:scscf.home.net, sip:scscf2.home.net,



sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf2.home.net

Contact: 
a locally unique token to identify the saved routing information.  

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf1.xyz.net” with credentials “9BV3072”.
8.1.2

(MO#1b) Mobile origination, roaming, with I-CSCF in home network providing configuration independence

14. 183 Session Progress (P-CSCF to UE) – see example in Table 8.1.2-14

P-CSCF forwards the 183 Session Progress response to the originating endpoint

Table 8.1.2-14: 183 Session Progress (P-CSCF to UE)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Media-Authorization: 0020000100100101706366312e78797a2e6e6574000c02013942563330373200
Remote-Party-ID: 

Anonymity: 

From: 

To: 

Call-ID: 

CSeq: 

Contact: sip:token1@pcscf1.visited.net

RSeq: 

Content-Disposition: 

Content-Type: 

Content-length: 

v=

o=

s=

c=

b=

t=

m=

a=

a=

a=

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:icscf.home.net, 



sip:Token(sip:scscf.home.net, sip:scscf2.home.net),



sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf2.home.net

Contact:  
a locally unique token to identify the saved routing information.  

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf1.xyz.net” with credentials “9BV3072”.
8.1.3  
(MO#2) Mobile origination, located in home network

11. 183 Session Progress (P-CSCF to UE) – see example in Table 8.1.3-11

P-CSCF forwards the 183 Session Progress response to the originating endpoint.

Table 8.1.3-11: 183 Session Progress (P-CSCF to UE)

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP [5555::aaa:bbb:ccc:ddd]

Media-Authorization: 0020000100100101706366312e78797a2e6e6574000c02013942563330373200
Remote-Party-ID: 

Anonymity: 

From: 

To: 

Call-ID: 

CSeq: 

Contact: sip:token1@pcscf1.home.net

RSeq: 

Content-Disposition: 

Content-Type: 

Content-length: 

v=

o=

s=

c=

b=

t=

m=

a=

a=

a=

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:scscf.home.net, sip:scscf2.home.net, 




sip:%5b5555%3a%3aeee%3afff%3aaaa%3abbb%5d@pcscf2.home.net

Contact: 
a locally unique token to identify the saved routing information.  

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf1.xyz.net” with credentials “9BV3072”.
8.2.1
(MT#1a) Mobile termination, roaming, without I-CSCF in home network providing configuration independence

6. INVITE (P-CSCF to UE) – see example in Table 8.2.1-6

P-CSCF determines the UE address from the value of the Request-URI (which was previously returned by P-CSCF as a contact header value in the registration procedure), and forwards the INVITE request to the UE. 

Table 8.2.1-6: INVITE (P-CSCF to UE)

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP pcscf.visited.net;branch=token1

Media-Authorization: 0020000100100101706366322e78797a2e6e6574000c020133315331343363231
Supported: 

Remote-Party-ID: 

Proxy-Require: 

Anonymity: 

From: 

To: 

Call-ID: 

Cseq: 

Contact: token1@pcscf.visited.net

Content-Type: 

Content-length: 

v=

o=

s=

c= 

b=

t=

m=

a= 

a=

a=

a= 

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:scscf.home.net, sip:scscf0.home.net,



sip:%5b5555%3a%3aaaa%3abbb%3accc%3addd%5d@pcscf0.home.net

Contact: 
a locally unique token to identify the saved routing information.  

Via:  
P-CSCF removes the Via headers, and generates a locally unique token to identify the saves values.  It inserts this as a branch value on its Via header.

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf2.xyz.net” with credentials “31S14621”.
8.2.2

(MT#1b) Mobile termination, roaming, with I-CSCF in home network providing configuration independence

8. INVITE (P-CSCF to UE) – see example in Table 8.2.2-8

P-CSCF determines the UE address from the value of the Request-URI (which was previously returned by P-CSCF as a contact header value in the registration procedure), and forwards the INVITE request to the UE. 

Table 8.2.2-8: INVITE (P-CSCF to UE)

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP pcscf.visited.net;branch=token1

Media-Authorization: 0020000100100101706366322e78797a2e6e6574000c020133315331343363231
Supported: 

Remote-Party-ID: 

Proxy-Require: 

Anonymity: 

From: 

To: 

Call-ID: 

Cseq: 

Contact: token1@pcscf.visited.net

Content-Type: 

Content-length: 

v=

o=

s=

c= 

b=

t=

m=

a= 

a=

a=

a= 

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:icscf.home.net, 



sip:Token(sip:scscf.home.net, sip:scscf0.home.net),



sip:%5b5555%3a%3aaaa%3abbb%3accc%3addd%5d@pcscf0.home.net

Contact: 
a locally unique token to identify the saved routing information.  

Via: 
P-CSCF removes the Via headers, and generates a locally unique token to identify the saves values.  It inserts this as a branch value on its Via header.

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf2.xyz.net” with credentials “31S14621”.
8.2.3  
(MT#2) Mobile termination, located in home network

6. INVITE (P-CSCF to UE) – see example in Table 8.2.3-6

P-CSCF determines the UE address from the value of the Request-URI (which was previously returned by P-CSCF as a contact header value in the registration procedure), and forwards the INVITE request to the UE.

Table 8.2.3-6: INVITE (P-CSCF to UE) 

INVITE sip:+1-212-555-2222@home.net;user=phone SIP/2.0

Via: SIP/2.0/UDP pcscf.home.net;branch=token1

Media-Authorization: 0020000100100101706366322e78797a2e6e6574000c020133315331343363231
Supported: 

Remote-Party-ID: 

Proxy-Require: 

Anonymity: 

From: 

To: 

Call-ID: 

Cseq: 

Contact: token1@pcscf.home.net

Content-Type: 

Content-length: 

v=

o=

s=

c= 

b=

t=

m=

a= 

a=

a=

a= 

P-CSCF removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE.  The saved value of the Route header is:

Route: sip:scscf.home.net, sip:scscf0.home.net,



sip:%5b5555%3a%3aaaa%3abbb%3accc%3addd%5d@pcscf0.home.net

Contact: 
a locally unique token to identify the saved routing information.  

Via: 
P-CSCF removes the Via headers, and generates a locally unique token to identify the saves values.  It inserts this as a branch value on its Via header.

Media-Authorization: a P-CSCF generated authorization token.  This particular example shows a Policy-Element generated by “pcf2.xyz.net” with credentials “31S14621”.
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