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Abstract

This document replaces N1-101583. Documents N1-010506, N1-010520 and N1-010546 define a and illustrate a SIP extension mechanism, the PATH header. The PATH header is used to provide an indication to the P-CSCF of the next-hop destination for INVITE messages generated by mobile terminals (UE). Some such technique is required by the apparent divergent paths produced by having two different types of I-CSCFs, one for registration and one for termination. Document N-105046  shows how in limited cases a similar effect can be achieved without a SIP extension. This document proposes an alternative using application logic that does NOT require an extension to the SIP protocol that does not have the limitations implicit in N-105046.
Background

In the typical visiting scenario, registrations originating at a mobile terminal (UE) transit a proxy CSCF in the visited network (P-CSCF), an interrogating CSCF in the home network capable of handling registrations, (I-CSCF-R), and is terminated by a serving CSCF (S-CSCF) in the home network which acts as a SIP REGISTRAR as defined in RFC2543. Both I-CSCF-R and S-CSCF may interrogate the home HSS in order to determine information approporiate to processing the registration. The I-CSCF-R uses the HSS to select an appropriate S-CSCF, and the S-CSCF uses the HSS information to perform authentication and authorization on the registration.

Invitations originating at UE need to transit a slightly different path. Rather than being processed by the I-CSCF-R, invitations may require processing by an interrogating CSCF that provides network hiding functions and does not have  access to the HSS. This distinction is made because the resulting CSCF, (I-CSCF-H) can be designed to operate in an extremely efficient stateless mode for INVITES, and can therefore be cost-effectively called and load balanced.

Difficulty arises in that P-CSCF has no ready mechanism for selecting an I-CSCF-R which is different than the I‑CSCF‑H. This is because the only routing information known to the I-CSCF is the DNS identfier (name) of the home network, and DNS has no means of distinguishing between INVITE and REGISTER messages.

It has been proposed (N1-010506, N1-010520 and N1-010546) that a new SIP extension (the PATH header) could be used to carry the location of the I-CSCF​‑H back to the P‑CSCF in the response to the REGISTER message. This document proposes an alternative that does not require a SIP extension, yet preserves the dynamic routing advantages of DNS noted in document N1-010546.
Discussion

The fundamental difficulty stems from the fact that the design goals seem to indicate a requirement that the I‑CSCF selectively route messages based on message type. The rationale is that such an approach is needed in order to satisfy the design goals of handling INVITES in efficient I-CSCFs which act as stateless proxies as described by RFC-2543.

We address the problem by adjusting the requirements by introducing behavior in the I-CSCF layer that provides optimal handling of INVITEs and protects the functionality of REGISTER.

Proposal

We propose to modify the call flows such that all messages are directed from P-CSCF through I-CSCF-H. Then I‑CSCF‑H applies message-selective routing such that REGISTERS and INVITES from an unregistered UE are further processed by I-CSCF-R, whereas INVITES or REGISTERS (re-registrations) from a registered UE are passed statelessly by I-CSCF-H to the appropriate S-CSCF.

The technique is illustrated in four call flows:

1. REGISTER from roaming unregistered UE

2. INVITE from roaming registered UE

3. REGISTER from roaming unregistered UE

4. INVITE from roaming unregistered UE

The example call flows involve a mobile terminal (UE), a proxy CSCF in the visited network (P-CSCF), a DNS environment (DNS),  and in the home network a  “hiding” interrogating CSCF, a “registering” I-CSCF  (I-CSCF-R), an HSS (HSS) and a serving CSCF (S-CSCF).

REGISTER from Roaming Unregistered UE
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Figure 1: REGISTER from Roaming Unregistered UE

1) REGISTER: UE discovered P-CSCF using the CSCF discovery protocol. UE sends a REGSITER message to P-CSCF. The Request-URI of the REGISTER is UE’s  home registrar “home.net”. The “To” and “From” fields are populated with the fully qualified identity being registered . By current 3GPP convention, this is a “private” identity, such as “private‑identity@home.net”. The “Contact” given in the REGISTER is the private-identity-name@address-of (UE), such as “sip:private-identity@[AAAA:BBBB:CCC:DDDD]”.  Additionall registrations COULD be issued with as many additional “private” or “public” identities as needed.

2) Lookup : P-CSCF requests SRV or A records for “home.net”.

3) Response: A or SRV record indicating a target of I-CSCF-H.

4) REGISTER: P-CSCF stores the Contact: from the REGISTER locally. P-CSCF forms a new local “Contact:” string using a locally unique string and the name or address of ths P-CSCF – example “sip:string1@p-cscf.visited.net”. P-CSCF stores an association of the original and local “Contact” strings.  P-CSCF also stores an the domain part of the “From: field” in this association.  P-CSCF adds itself to the “Record-Route” and “Via” headers. P‑CSCF sends the resulting Register message to I-CSCF-H.

5) Checkrule: I-CSCF-H local SIP-routing ruleset  for a rule matching messages from the source indicated by the “From” field (“sip:private-identity@home.net”) of the REGISTER message against the local SIP-routing ruleset. Since UE has not yet registered, there is no matching From-rule, and I‑CSCF-H selects its default SIP-route (I‑CSCF-R),

6) REGISTER: I-CSCF-H adds itself to the “Record-Route:” and “Via:” headers and sends the REGISTER message to I-CSCF-R as indicated by its default routing rule.

7) INQ: Based on the “From:” field in the REGISTER message (“sip:private-identity@home.net”) , I-CSCF-R interrogates HSS for the name or address of an appropriate serving CSCF.

8) RSP: The HSS returns a target of S-CSCF to I-CSCF-R.

9) Addrule: I-CSCF-R sends a message to I-CSCF-H updating its local SIP-routing ruleset instructing it to route further messages from UE to S-CSFS. Optionally, an expiry of this association is indicated, perhaps equivalent to the expiry period of the REGISTER.

10) REGISTER: I-CSCF-R adds itself to the “Record-Route:” and “Via:” headers and sends the REGISTER to S-CSCF

11) INQ: Based on the value of the “From” field in the REGISTER message, S-CSCF queries the HSS for user profile and authentication data. 

12) RSP: The HSS returns user profile data to S-CSCF. S-CSCF MAY authenticate UE as the source of the REGISTER at ths time and perform other message authentication or device authorization checks as needed. S-CSCF stores the registration information. Note that the Contact: string stored points back to P-CSCF and its user-part is the locally unique string generated in step 4.

13) ACK: S-CSCF acknowledges the registration to I-CSCF-R, using the “Route” header.

14) ACK: I-CSCF-R proxies the ACK to I-CSCF-H, using the “Route” header.

15) ACK: I-CSCF-H proxies the ACK to P-CSCF, using the “Route” header.

16) ACK:  P-CSCF returns the ACK to UE. In doing so, it modifies the value to correspond to the original REGISTER from UE, using information from the association stored in step 4.

INVITE from Roaming Unregistered UE

Illustration:
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Figure 1: INVITE from Roaming Unregistered UE

1) INVITE: UE sends to P-CSCF an INVITE having as its target an external address (“sip:user@external.net”). P-CSCF matches the “From:” field of the INVITE (“sip:private-identity@home.net) against its local store, and discovers that there is no local contact, as there is no current registration. It assigns a local contact (“sip:string2@p-cscf.visited.net”) and stores an association of this contact, 

2) Lookup:  P-CSCF queries its local store retrieves the target domain (“home.net) for UE from its local store and looks it up in DNS (it may be cached by the local resolver). 

3) Response:  DNS returns the address of I-CSCF-H to P-CSCF.

4) INVITE: P-CSCF replaces the Contact: field of the INVITE (“sip:private-identity@UE”) with the local contact string string associated during registration (“sip:string2@p-cscf.visited.net”).  P-CSCF adds itself to the “Record-Route:” and “Via:” headers. P-CSCF then sends the resulting message to to I-CSCF-H.

5) Checkrule:  I-CSCF-H checks its local SIP-routing rule database and finds no From-rule matching “From:” string from the INVITE (“sip:private-identity@home.net”).

6) INVITE:  I-CSCF-H adds itself to the “Record-Route:” and “Via:” headers, exercises its default SIP routing rule and sends the INVITE to I-CSCF-R.

7) INQ: Based on the “From:” field in the REGISTER message (“sip:private-identity@home.net”) , I-CSCF-R interrogates HSS for the name or address of an appropriate serving CSCF.

8) RSP: The HSS returns a target of S-CSCF to I-CSCF-R.

9) Addrule: I-CSCF-R adds a routing rule to I-CSCF-H indicating that messages from UE (“sip:private-identity@home.net”) should be forwarded to S-CSCF.

10)  INVITE: I-CSCF-R adds itself to the “Record-Route: ” and “Via:” headers and sends the INVITE to S-CSCF

11) INQ: Based on the value of the “From” field in the REGISTER message, S-CSCF queries the HSS for user profile and authentication data. 

12) RSP: The HSS returns user profile data to S-CSCF. S-CSCF MAY authenticate UE as the source of the INVITE at ths time and perform other message authentication or device authorization checks as needed.

13) External: S-CSCF optionally validates the INVITE and  MAY perform additional route hiding, substitue a public identity for the private identity, and perform other manipulations. S-CSCF sends it on towards its target (“sip:user@external.net”), who answers with an OK message. 

14) OK: S-CSCF sends the OK message to I-CSCF-H using the “Route:” header.

15) OK: I-CSCF-H proxies the OK message on to P-CSCF using the “Route:” header.

16) OK: P-CSCF sends the OK to UE.

17) ACK: UE sends an ACK to P-CSCF.

18) ACK: P-CSCF sends the ACK to the domain associated with UE, which DNS maps to I-CSCF-H.

19) ACK:  I-CSCF-H sends  the ACK to S-CSCF

20) External: S-CSCF sends the ack onward, and communications ensue.

REGISTER from Roaming Registered UE

Illustration:


[image: image3.wmf]UE

P-CSCF

DNS

I-CSCF-H

I-CSCF-R

HSS

S-CSCF

1-REGISTER

2-lookup

3-response

4-REGISTER

5-checkrule

6-REGISTER

7-ACK

8-ACK

9-ACK


Figure 1: REGISTER from Roaming Registered UE

1) REGISTER: UE transmits a REGISTER to P-CSCF. P-CSCF checks the mapping of the “Contact:” field (“sip:private-identity@[AAAA:BBBB:CCC:DDDD]”), verifying that there is an association with a localy-unique contact string (“sip:string1@p-cscf.visited.net”, assigned during the original REGISTER).

2) Lookup: P-CSCF looks for the target of the REGISTER’s Request-URI (“home.net”) in DNS.

3) Response: DNS returns the address of I-CSCF-H to P-CSCF.

4) REGISTER: P-CSCF rewrites the Contact: field of the Register, replacing it with the local unique contact string assigned during registration (“sip:string1@p-scsf.visited.net). P-CSCF adds itself to the “Record-Route:” and “Via:” headers, and sends the REGISTER message to I‑CSCF-H.

5) Checkrule: I-CSCF-H retrieves the value of the “From:” field (“sip:private-identity@home.net”) and checks its local SIP-routing ruleset for a “from” rule pertaining to this identity. It finds that it has a rule, indicating that S-CSCF is the next hop for messages from this identity.

6) REGISTER: I-CSCF-H adds itself to the “Record-Route:” and “Via:” headers and sends the REGISTER to S-CSCF.

7) ACK: S-CSCF optionally authenticates the REGISTER, updates the expiry and contact values in its store, and sends an acknowledgement to I-CSCF-H using the “Route:” header.

8) ACK:  I-CSCF-H proxies the acknowledgment to P-CSCF using the “Route:” header.

9) ACK: P-CSCF updates the REGISTER and proxies or forwards as a B2BUA to UE.

INVITE from Roaming Registered UE

Illustration:
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Figure 1: INVITE from Roaming Registered UE

1) INVITE: UE sends to P-CSCF an INVITE having as its target an external address (“sip:user@external.net”). P-CSCF matches the “From:” field of the INVITE (“sip:private-identity@home.net) against its local store, validating that there is a local translation assigned during the processing of REGISTER.

2) Lookup:  P-CSCF retrieves the target domain (“home.net) for UE from its local store and looks it up in DNS (it may be cached by the local resolver). 

3) Response:  DNS returns the address of I-CSCF-H to P-CSCF.

4) INVITE: P-CSCF replaces the Contact: field of the INVITE (“sip:private-identity@UE”) with the local contact string string associated during registration (“sip:string1@p-cscf.visited.net”).  P-CSCF adds itself to the “Record-Route:” and “Via:” headers. P-CSCF then sends the resulting message to to I-CSCF-H.

5) Checkrule:  I-CSCF-H checks its local SIP-routing rule database and finds a From-rule matching “From:” string from the INVITE (“sip:private-identity@home.net”). This rule indicates that the next hop is S-CSCF.

6) INVITE:  I-CSCF-H adds itself to the “Record-Route:” and “Via:” headers and sends the INVITE to S-CSCF.

7) External: S-CSCF optionally validates the INVITE and  MAY perform additional route hiding, substitue a public identity for the private identity, and perform other manipulations. S-CSCF sends it on towards its target (“sip:user@external.net”), who answers with an OK message. 

8) OK: S-CSCF sends the OK message to I-CSCF-H using the “Route:” header.

9) OK: I-CSCF-H proxies the OK message on to P-CSCF using the “Route:” header.

10) OK: P-CSCF sends the OK to UE.

11) ACK: UE sends an ACK to P-CSCF.

12) ACK: P-CSCF sends the ACK to the domain associated with UE, which DNS maps to I-CSCF-H.

13) ACK:  I-CSCF-H sends  the ACK to S-CSCF

14) External: S-CSCF sends the ack onward, and communications ensue.
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