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0
Abstract

This contribution analyses the various SIP drafts, and identifies the SIP requirements for the Proxy-Require header. It then identifies the values that need to be inserted in the profile tables of 24.229 regarding this header.

This contribution revises N1-010542.
1
An analysis of the SIP drafts with respect to the Proxy-Require header

1.1
Integration of resource management and SIP (draft-manyfolks-sip-resource-01.txt)

In section 5.2, table 4 "Summary of header fields, P-Z, the Proxy-Require header is listed as R (i.e. appears in requests) and o (i.e. optional) for the COMET method.

1.2
Event Notification in SIP (draft-roach-sip-subscribe-notify-03.txt)

In section 4.1, the Proxy-Require header is listed as R (i.e. appears in requests) and o (i.e. optional) for both the SUBSCRIBE and the NOTIFY method.

Section 5 contains the following text:

Note that neither SUBSCRIBE nor NOTIFY necessitate the use of "Require" or "Proxy-Require" headers; similarly, there is no token defined for "Supported" headers. If necessary, clients may probe for the support of SUBSCRIBE and NOTIFY using the OPTIONS request defined in RFC2543. Note also that the presence of the "Allow-Events" header in a message is sufficient to indicate support for SUBSCRIBE and NOTIFY.

1.3
Reliability of Provisional Responses in SIP (draft-ietf-sip-100rel-03.txt)

Section 6.3 contains the following text:

Finally, note that a proxy that wishes to send a non-100 provisional response, MUST do so reliably if the Require header (NOT the Proxy-Require header) is present in the request. This is because the proxy is acting effectively as a user agent, and is thus bound by the Require header instead of the Proxy-Require.

1.4
SIP Caller Preferences and Callee Capabilities (draft-ietf-sip-callerprefs-03.txt)

In section 6.3 the following is stated:

If the client wants to be sure that servers understand the headers described in this specification, it MAY include a Proxy-Require and Require option tag of "pref". However, this is NOT RECOMMENDED, as it leads to interoperability problems. In any case, client preferences can only be considered as preferences - there is no guarantee that the requested service or capability is executed. As such, inclusion of Proxy-Require and Require does not mean the preferences will be executed.

1.5
SIP Call Control - Transfer (draft-ietf-sip-cc-transfer-04.txt)

In section 3.3, the Proxy-Require header is listed as R (i.e. appears in requests) and o (i.e. optional) for the REFER method.

1.6
SIP Extensions for Caller Identity and Privacy (draft-ietf-sip-privacy-01.txt)

Section 4 (1st paragraph) contains the following text:

UACs that wish to use the extensions defined here MUST include a Proxy-Require header in the initial INVITE request containing the option tag "privacy". When such a UAC initiates a call, it SHOULD include a calling subscriber Remote-Party-ID header field in the initial INVITE request in order to identify the originator of the call. This Remote-Party-ID MUST contain a SIP-URL identifying the UAC and MAY contain a "display-name" for the UAC as well. The party type SHOULD be set to "calling" and the identity type SHOULD be set to "subscriber", however other types of party and identity information may be included as well. If Remote-Party-ID privacy is desired, the UAC MUST include a privacy token set to one or more of "uri", "name" or "full". If IP address privacy is desired, the UAC MUST include an Anonymity header set to "ipaddr".

Section 4 (4th paragraph) contains the following text:

Once a UAS supporting this extension receives the INVITE, it can use the calling subscriber Remote-Party-ID information provided to identify the originator of the call, unless the originator had requested privacy. If the INVITE contained a Proxy-Require with an option tag of "privacy", the UAS SHOULD include a called subscriber Remote-Party-ID identifying itself in the first non-100 response. The party information SHOULD be set to "called" and the identity information SHOULD be set to "subscriber". Additional Remote-Party-ID header fields may be provided as well. If the UAS desires privacy for a Remote-Party-ID, it MUST include a privacy request indication in that Remote-Party-ID header. If the UAS desires IP address privacy, the UAS MUST include an Anonymity header indicating this.

Section 4 (6th paragraph) contains the following text:

When a proxy supporting this extension receives a non-100 response to the initial INVITE, it looks for a Remote-Party-ID header field and applies similar processing as for the initial INVITE with one difference. If the INVITE did not contain a Proxy-Require with an option tag of "privacy", the proxy MUST ensure that any privacy requested in the response is provided prior to forwarding it, irrespective of whether the previous hop is trusted or not.

Section 6.1 (2nd paragraph) contains the following text:

If the UAC desires Remote-Party-ID privacy for the call, it MUST include an rpi-privacy parameter for each relevant Remote-Party-ID. The rpi-privacy parameter MUST specify the desired level of privacy, e.g. "uri", to maintain privacy of the "addr-spec". As honoring the privacy requested depends on the proxy, the UAC MUST furthermore include a Proxy-Require header with an option-tag of "privacy".

Section 6.2 (2nd paragraph) contains the following text:

If the initial INVITE contained a Proxy-Require header field with an option tag of "privacy", the UAS SHOULD insert a called subscriber Remote-Party-ID header field identifying itself into the first non-100 response it sends. The called subscriber Remote-Party-ID SHOULD contain an rpi-pty-type of "called" and an rpi-id-type of "subscriber. Otherwise, the rules for the Remote-Party-ID are similar to those for the initial INVITE sent by a UAC. In addition, the UAS MAY insert Remote-Party-ID headers in any further responses.

Section 6.3 (5th paragraph) contains the following text:

The proxy furthermore looks for the presence of a privacy request in any of the Remote-Party-ID headers as well as an Anonymity header. If privacy was requested, and the next hop is trusted, the proxy MUST ensure that a Proxy-Require header with an option-tag of "privacy" is present.

Section 6.3 (11th paragraph) contains the following text:

Prior to forwarding the request to an untrusted entity, the proxy MAY remove any "privacy" option tag present in a Proxy-Require header field to prevent unnecessary failure of the request if downstream proxies do not support this extension. Note that this will unfortunately also prevent downstream proxies and UASs from determining if their previous hop supports the extension.

Section 6.3 (13th paragraph) contains the following text:

If it did, the proxy examines the response for the presence of a called subscriber Remote-Party-ID and privacy requests (incl. IP address privacy) and applies similar processing as for an INVITE received from a UAC served by the proxy. Furthermore, if the original INVITE did not contain a Proxy-Require header field with an option tag of "privacy", the proxy can not determine if the previous hop supports the privacy extension or not. Consequently, if the response contains a request for privacy, the privacy MUST be applied by this proxy, irrespective of whether the upstream hop is trusted or not.

Section 6.3 (14th paragraph) contains the following text:

If the response came from an untrusted entity, and it was not a UAS the proxy serves, the proxy MUST either remove any called subscriber Remote-Party-ID header fields provided or set "screen=no" before the response is forwarded upstream. The same action MUST be taken when the initial INVITE did not contain a Proxy-Require with an option tag of "privacy", irrespective of whether the downstream hop was trusted or not. The reason for this is, that without the proxy- require in the initial INVITE, the proxy does not know if the downstream proxies performed proper privacy handling.

Section 7.1 (2nd paragraph) contains the following text:

The originating user agent (UA-o) sends an INVITE (1) to Proxy-o where it identifies itself and requests uri and name, i.e. full, privacy. Since the From header field contains calling identity information, UA-o supplies a cryptographically random identifier for the user info, and the non-identifying hostname "localhost" rather than its true identity:

INVITE

From:
sip:xyz@localhost

Remote-Party-ID:
"John Doe" <sip:jdoe@foo.com>;party=calling; id-type=subscriber;privacy=full

Proxy-Require:
privacy

Section 7.1 (3rd paragraph) contains the following text:

Proxy-o verifies the calling subscriber information before it sends INVITE (2) to Proxy-t, which in this case is trusted. Since the calling subscriber Remote-Party-ID was verified successfully, Proxy-o adds an rpi-screen parameter set to "yes". When Proxy-t receives the INVITE, it examines the privacy request included in the INVITE and sees that uri and name privacy is requested. Proxy-t therefore removes the "display-name" from the calling subscriber Remote-Party-ID, encrypts the "addr-spec" and rpi-privacy, puts the result in the "user" part, inserts itself as the "hostport" and adds a "user=private" user parameter. Also, Proxy-t removes the Proxy-Require "privacy":

INVITE

From:
sip:xyz@localhost 

Remote-Party-ID:
<sip:e(<sip:jdoe@foo.com>;privacy=full)@proxy-t.foo.com;user=private >;party=calling;id-type=subscriber; privacy=full;screen=yes

1.7
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-02.txt)

Table 3 describes the syntax for headers in general including Proxy-Require.

Table 5 defines the usage summary for Proxy-Require as being:

· a Response header;

· a proxy needs to be able to read the header;

· the header is optional in ACK, BYE, CANCEL, INVITE, OPTIONS and REGISTER methods;

Section 6.34 gives the following:

6.34 Proxy-Require

The Proxy-Require header field is used to indicate proxy-sensitive features that MUST be supported by the proxy. Any Proxy-Require header field features that are not supported by the proxy MUST be negatively acknowledged by the proxy to the client if not supported. Proxy servers treat this field identically to the Require field.

See Section 6.36 for more details on the mechanics of this message and a usage example.

Proxy-Require  =  "Proxy-Require" ":" 1#option-tag

Section 6.36 gives the following:

Proxy and redirect servers MUST ignore features that are not understood. If a particular extension requires that intermediate devices support it, the extension MUST be tagged in the Proxy-Require field as well (see Section 6.34).

Section 7.4.16 gives the following:

7.4.16 420 Bad Extension

The server did not understand the protocol extension specified in a Proxy-Require (Section 6.34) or Require (Section 6.36) header field.

Section A.4 (Table 6) gives the following processing requirements for the Proxy-require header:

· the header is a request header;

· a proxy must understand this header;

· the header is not relevant to a UAC, a UAS or a registrar.

1.8
The SIP Supported Header (draft-ietf-sip-serverfeatures-04.txt)

Section 1 contains the following text:

1 Introduction

The Session Initiation Protocol (SIP) [1] defines the Require and Proxy-Require request headers that indicate to the server that it should only process the request if it supports the features enumerated. These headers include option tags. A UAS or proxy, respectively, must understand the option tags in order to process a request.

However, SIP provides no support for the reverse case. In this case, a server wants to use a extension to process a request, but must determine if the client supports it. In this scenario, the client does not ask for the given extension, but the server wants to use the extension in the response. As the response cannot be processed without understanding this extension, the server needs a way to determine which extensions are supported by the client. The server also needs a way to signal to the client which extensions have been applied in the response.

Very much related to this, there is currently no way for a client to query a server to determine which extensions it supports. OPTIONS allows a client to query a server about capabilities, such as support for various methods and media types. However, the set of supported extensions is not among the information returned in an OPTIONS response.

This document defines an extension to SIP that enables the ability for clients and servers to indicate support for extensions. This is done through a new header, called Supported. Supported, like the Unsupported header, contains a list of option tags supported by the entity sending the message. This extension also allows the Require header to appear in responses. It is used to indicate what options must be understood by the UAC in order to process the response.

It is expected that this extension will be folded into the next revision of the SIP specification.

1.9
The SIP Session Timer (draft-ietf-sip-session-timer-04.txt)

Section 4 (UAC behaviour) contains the following:

The UAC MAY include a Require in the request with the value "timer" to indicate that the UAS must support the session timer to participate in the session. In addition, the UAC MAY include a Proxy-Require header in the request with the value "timer" to indicate that proxies must support session timer in order to correctly process the request. However, usage of either Require or Proxy-Require by the UAC is NOT RECOMMENDED. They are not needed, since the extension works even when only the UAC supports the extension.

1.10
SIP Extensions for supporting Distributed Call State (draft-ietf-sip-state-01.txt)

Section 1 contains the following text:

2)
A new option tag "state" is defined. This is to be used in the Supported header [5] by the initiating UA in its request to inform its proxy server that it understands and supports the behavior required by the State header. The responses would also include the Supported header with the option tag "state". In addition, proxy servers that transfer State to the UAS MUST also include a Require and a Proxy-Require header field with the option tag "state" if the proxy requires support for the extension.

Section 4 (Protocol overview) contains the following:

Consider a basic SIP INVITE-200 OK-ACK transaction. The UAC initiating the call sends an INVITE request to its proxy with the called party information. If the UAC supports the State header, the Supported header with the option tag "state" MUST be included in the request. The originating proxy locates the SIP proxy associated with the called party (referred to here as the terminating proxy) and forwards the INVITE to it. After the terminating proxy processes the INVITE, it has the information about the call being set up. The terminating proxy can pass this state information to the terminating/called UA in the State header. The State header includes a host value to identify the proxy that inserted the state token(s) that follows. In addition, the proxy MAY insert a Require and a Proxy-Require header field with the value "state" if it wishes the call to only be established if the State extension can be supported.

Section 5 contains the following:

A proxy in the signaling path MUST insert a Require and a Proxy-Require header with an option tag of "state" if it inserts a State header in the request or response.

1.11
The SIP INFO Method (RFC 2976)

Section 2.1 table defines that the Proxy-require header is a request header and is optional in the INFO method.

Section 4 has the following:

-
The INFO extension defined in this document does not depend on the use of the Require or Proxy-Require headers. Extensions using the INFO message may need the use of these mechanisms.  However, the use of Require and Proxy-Require should be avoided, if possible, in order to improve interoperability between SIP entities.

2
Summary of RFC status

It is mandatory for all proxies to be able to read (and understand) the Proxy-Require header. They should also be able to transmit this header on to the next proxy. The only exception is the registrar when this appears in a REGISTER request.

The header can be generated by User agent clients in any method.

The header is not meaningful to a User agent server when received in any method.

The header is not meaningful when received by a registrar.

Some extensions specificy that user agent clients must this header, as follows

· the privacy draft. This usage only applies for the INVITE request and is mandatory.

· the session-time draft. This usage only applies for the INVITE request and is optional (and not recommended).

One extension gives the option for a proxy to insert this header, i.e. the state draft. This usage is not fully clear, but applies at least to the INVITE method, and possibly to all other methods where the State header can appear, i.e. .

3
Summary of 3GPP status

As above, but:

· the state draft is currently not required by 3GPP.

· the P-CSCF, I-CSCF and S-CSCF use this header in association with the Path header during registration (i.e. in the REGISTER method).

4
Proposed changes to the tables of 24.229

The following changes are identified to the tables of 24.229.

Note that currently there is no requirement to support all the documented methods within 3GPP. If the 3GPP status of the associated PDU is n/a, then the 3GPP status within the header tables should also be n/a, and override what is specified below. No determination has yet been made for the content of the PDU 3GPP status columns.

4.1
Status at the user agent

Table 5.4 (ACK) should be modified as follows:

xx
Proxy-Require
[1] 6.34
o
n/a
[1] 6.34
n/a
n/a

Table 5.6 (BYE), 5.18 (CANCEL), 5.28 (COMET), 5.40 (INFO), 5.78 (PRACK), 5.90 (REFER) should be modified as follows:

xx
Proxy-Require
[1] 6.34
o
n/a
[1] 6.34, [10] 3
n/a
n/a

Table 5.65 (OPTIONS), and 5.103 (REGISTER) should be modified as follows:

19
Proxy-Require
[1] 6.34
o
o
[1] 6.34, [10] 3
n/a
n/a

Table 5.52 (INVITE request) should be modified as follows:

xx
Proxy-Require
[1] 6.34, [7] 4, [9] 4
c1
c1
[1] 6.34, [7] 4, [9] 4
n/a
n/a

cl: IF <privacy> THEN m ELSE o
<privacy> should be replaced by the relevant item in the major capabilities table.

Add the following note to the INVITE, OPTIONS, and CANCEL request tables:

Note: No distinction has been made in these tables between first use of a request on a From/To/Call-ID combination, and the usage in a subsequent one. Therefore the use of "o" etc. above has been included from a viewpoint of first usage. 
4.2
Status at the proxy, acting to a user agent

Contributor's note: The status below assumes that a proxy would never send this header to a user agent. This makes it different from that of a proxy acting towards another proxy. Should this occur in either the interpretation of the RFC or in 3GPP usage?

Table 5.118

xx
Proxy-Require
[1] 6.34
n/a
n/a
[1] 6.34
m
m

Table 5.120, 5.132, 5.142, 5.154, 5.179, 5.192, 5.204, 5.217

xx
Proxy-Require
[1] 6.34, [10] 3
n/a
n/a
[1] 6.34, [10] 3
m
m

Table 5.166

28
Proxy-Require
[1] 6.34, [7] 4, [9] 4, [10] 3
n/a
n/a
[1] 6.34, [7] 4, [9] 4, [10] 3
m
m

4.3
Status at the proxy, acting to another proxy
Contributor's note: There is no way of indicating a distinction between values that are passed on (where they have to be read rather than ignored) and values that have to be generated internally. Therefore at this level, it is not possible to make a distinction of the effects of the "path" and "state" values. This would occur if and when we start showing values within the Proxy-require header and would justify the inclusion of such a table.

Table 5.232

17
Proxy-Require
[1] 6.34
m
m
[1] 6.34
m
m

Table 5.234, 5.246, 5.256, 5.268, 5.293, 5.306, 5.318, 5.331

19
Proxy-Require
[1] 6.34, [10] 3
m
m
[1] 6.34, [10] 3
m
m

Table 5.280

28
Proxy-Require
[1] 6.34, [7] 4, [9] 4, [10] 3
m
m
[1] 6.34, [7] 4, [9] 4, [10] 3
m
m

