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Abstract

This contribution analyses the various SIP drafts, and identifies the SIP requirements for the Route header. It then identifies the values that need to be inserted in the profile tables of 24.229 regarding this header.

1
An analysis of the SIP drafts with respect to the Route header

1.1
Integration of resource management and SIP (draft-manyfolks-sip-resource-01.txt)

Section 5, 4th and 5th paragraphs contain the following:

If the initial request contained Record-Route headers, the provisional response MUST contain a copy of those headers, as if the response were a 200 OK to the initial request. Since provisional responses MAY contain Record-Route and Contact headers, the COMET request MUST contain Route headers if the Record-Route headers were present in the provisional response. The Route header is constructed as specified in [2]. The Route header that is constructed from some provisional response MUST NOT be placed in any other request except for the COMET for that provisional response.

A UAC MUST NOT insert a Route header into a COMET request if no Record-Route header was present in the response.

Table 4 in section 5.2 indicates that the Route header appears in COMET requests and that its status is optional.

Section 5.4 (for User Agents), 1st paragraph contains the following:

Unless stated otherwise, the protocol rules for the COMET request governing the usage of tags, Route and Record-Route, retransmission and reliability, CSeq incrementing and message formatting follow those in [2] as defined for the BYE request.

1.2
Event Notification in SIP (draft-roach-sip-subscribe-notify-03.txt)

1.3
Reliability of Provisional Responses in SIP (draft-ietf-sip-100rel-03.txt)

Section 6.1, 5th and 6th paragraphs contains the following text:

Since reliable provisional responses MAY contain Record-Route headers (if the request was an initial INVITE, for example), the PRACK request MUST contain Route headers according to the procedures specified in [1], as if the PRACK were a BYE. The Route header that is constructed from some provisional response MUST NOT be placed in any other request except for the PRACK for that specific provisional response. For reliable provisional responses to a request that contained Route headers, the PRACK MUST contain the same Route headers as the request.

Since provisional responses can arrive from different UAS's, and from proxies, the routes to those entities will all be different. This means a Record-Route in one response may be different from the Record-Route in another. To make sure the PRACK request gets to the right place, it has to contain the Route header that comes from the Record-Route header in the response it acknowledges.

A UAC MUST NOT insert a Route header into a PRACK request if (1) no Record-Route header was present in the response, and (2) no Route header was present in the request whose provisional response is being acknowledged.

Section 6.3, 1st paragraph contains the following:

This extension does not require active participation from proxies. As far as they are concerned, the PRACK is just another request to be forwarded. In most cases, the PRACK will have Route headers to indicate its proxy path. If there is no Route header, the PRACK is forwarded as any other request without a Route header. Rules for forking of a PRACK follow those for any non-INVITE request; the best response is forwarded upstream.

1.4
SIP Caller Preferences and Callee Capabilities (draft-ietf-sip-callerprefs-03.txt)

Section 6.4, 1st paragraph contains the following:

The behavior described here assumes a server (proxy or redirect) has received a valid request with either the Accept-Contact or Reject-Contact headers, and that this proxy has a list of Contact headers obtained from looking up the Request-URI in the location service. The location service may have obtained this data through registrations, as described in Section 6.1, but other means may exist. Note that the presence of Route headers in a request eliminates the need for processing of the caller preferences headers; as per RFC 2543, the proxy forwards the request to the URI in the top Route header.

1.5
SIP Call Control - Transfer (draft-ietf-sip-cc-transfer-04.txt)

Section 3, 3rd paragraph contains the following:

A REFER request MAY be placed outside the scope of a call-leg created with an INVITE. REFER MAY be Record-Routed, hence MUST contain a single Contact header. REFERs occurring inside an existing call-leg MUST follow the Route/Record-Route logic of that call-leg. REFERs occurring outside an existing call-leg effectively create a new call-leg following the behavior of SUBSCRIBE specified [3].

Section 3.1, 3rd (last) paragraph contains the following text:

The Refer-To header MAY be encrypted as part of end-end encryption. 

The Contact header is an important part of the Route/Record-Route mechanism and is not available for this task.

The table in section 3.3 indicates that the Route header appears in REFER requests, and has status optional.

1.6
SIP Extensions for Caller Identity and Privacy (draft-ietf-sip-privacy-01.txt)

Section 7.2, 3rd paragraph contains the following:

In addition to the requirements listed earlier, the following commonly used header fields may reveal privacy information as well, which can be remedied as described: 

· A Contact header field must be set to point to the anonymizer to prevent any direct signaling between UA-o and UA-t

· Via, Recourd-Route, Route, and any other header fields identifying either UA-o or Proxy-o must be hidden, e.g. by encryption or simple stateful removal and re-insertion by Proxy-t.

1.7
SIP: Session Initiation Protocol (draft-ietf-sip-rfc2543bis-02.txt)

Table 3 defines the syntax for the header name.

Table 5 indicates that the header appears in requests, and that proxies read the Route header (headers that need to be read cannot be encrypted). A status of optional is given for the following methods: ACK, BYE, CANCEL, INVITE, OPTIONS, REGISTER, i.e. all of those defined in the bis draft.

Section 6.15 relating to the Contact header contains the following:

INVITE and OPTIONS 2xx responses: 

A user agent server sending a definitive, positive response (2xx) MUST insert a Contact response header field indicating the SIP address under which it is reachable most directly for future SIP requests, such as ACK, within the same Call-ID. The Contact header field contains the address of the server itself or that of a proxy, e.g., if the host is behind a firewall. The value of this Contact header is copied into the Request-URI of subsequent requests for this call if the response did not also contain a Record-Route header. If the response also contains a Record-Route header field, the address in the Contact header field is added as the last item in the Route header field. See Section 6.35 for details.

Section 6.35.2 relating to the Record-Route header contains the following text:

6.35.2 Construction of Route Header

Once a proxy P inserts a Record-Route header in a request from UA A to UA B, all subsequent requests from A to B and from B to A visit P.

A UA builds the Route header field for subsequent requests from the Record-Route header fields received in either a response or a request.

If a UAC finds a Record-Route header in a final response, it copies it, including all parameters, into Route header fields of all subsequent requests within the same call leg, reversing the order of fields, so that the first entry is the server closest to the UAC. If the response contained a Contact header field, the user agent adds its content as the last Route header.

If a UAS finds a Record-Route header in a request, it copies the Record-Route maddr parameters as well as other Record-Route parameters and any port value, maintaining their ordering, to the Route header field of future requests issued as a UAC. Since the URIs contained in the Record-Route header fields are not useful for the reverse request path, the UA fills all other components of the Route name-addr value with the name-addr value found in the Contact or the From header field. The latter is used only if there is no Contact header field. All URI parameters in the Contact or From header field are copied.

If the request featured a Contact header field, the Contact header value is appended to the Route header list.

Section 6.39 contains the following text:

6.39 Route

The Route request-header field determines the route taken by a request. Each host removes the first entry and then proxies the request to the host listed in that entry, also using it as the Request-URI. The operation is described in more detail in Section 6.35.

The Route header field has the following syntax:

Route  =  "Route" ":" 1# ( name-addr *( ";" rr-param ))

Section 11.4, 4th paragraph contains the following:

The network destination and Request-URI of requests is determined according to the following rules:

· If the response from the previous request contained a Record-Route header field, the UAC sends the request to the last entry in the list and removes that entry. As described in Section 6.35, the Request-URI is set to that value.

· Otherwise, if the response for the previous request contained a Contact header field, the request is directed to the host and port identified there. The Request-URI is set to the value of the Contact header. The request does not contain a Route header field in this case.

· Otherwise, the Request-URI contains the same URL as the To header.

Section 11.4, 6th paragraph contains the following:

If a UAC does not support DNS resolution or the full Record-Route/Route mechanism, it MAY send all requests to a locally configured outbound proxy. In that case, that proxy behaves as described above. The UAC MUST, however, perform the mapping of Record-Route to Route header fields and MUST include all Route header fields, i.e., the UAC does not remove the first Route header field.

Section 11.5 contains the following:

When a request is received during a call, the following checks are made:

1)
If the Call-ID is new, the request is for a new call, regardless of the values of the To and From header fields.

It is possible that the To header in an INVITE request has a tag, but the UAS believes this to be a new call. This will occur if the UAS crashed and rebooted in the middle of a call, and the UAC has sent what it believes to be a re-INVITE. The UAS MAY either accept or reject the request. Accepting the request provides robustness, so that calls can persist even through crashes. UAs wishing to support this capability must choose monotonically increasing Cseq numbers even across reboots. This is because subsequent requests from the crashed-and-rebooted UA towards the other UA need to have a CSeq number higher than previous requests in that direction.

Note also that the crashed-and-rebooted UA will have lost any Route headers which would need to be inserted into a subsequent request. Therefore, it is possible that the requests may not be properly forwarded by proxies.

RTP media agents allowing restarts need to be robust by accepting out-of-range timestamps and sequence numbers.

Section A.3 contains the following text regarding client support:

Firewall-friendly: A firewall-friendly client understands the Route and Record-Route header fields and can be configured to use a local proxy for all outgoing requests.

Section A.4, Table 6 identifies the following required support for the Route header:

· Type is a request header

· The header is not meaningful to a UAC (although it might be generated by it)

· The header must be understood by a proxy

· The header is not meaningful to a UAS (although it might be generated by it)

· The header is not meaningful to a registrar (although it might be generated by it)

1.8
The SIP INFO Method (RFC 2976)

Section 2.1, table 2 indicates that the INFO request can contain the Route header, and that the status is optional.

Section 2.4 defines the following for User Agents:

Unless stated otherwise, the protocol rules for the INFO request governing the usage of tags, Route and Record-Route, retransmission and reliability, CSeq incrementing and message formatting follow those in [1] as defined for the BYE request.

1.9
SIP Extensions for supporting Distributed Call State (draft-ietf-sip-state-01.txt)

Section 6.1 (UAC behaviour) has the following:

3.
On a subsequent request, the UAC includes the State header(s) in the request if the From, To (including ones with From and To reversed), Call-ID and the tags on the From and To match those associated with the saved State header(s) and Request-URI matches the hostname of the saved State header(s). If Route header is present, the UAC also includes State headers that have hostname matching a component of the Route header.

Section 6.3 (Proxy behaviour) has the following:

4.
Requirements on a proxy that hides Record-Route headers in a response, or that hides Route headers, MUST nest all the State headers received in that request.  Further, the proxy MUST restore these State headers when that nested State header is received in a request or response.

2
Summary of RFC status

There is a mandatory requirement that the UA maps a received Record-Route header into a Route header in a subsequent request. Therefore the transmitted status of the Route header for a UA is mandatory in all requests other the first one of a From/To/Call-ID usage.

Where the request is the first one of a From/To/Call-ID usage, it is believed that text will be specified allowing the UA to insert a Route header. Therefore the usage in these circumstances is optional. 

Discussion: It is assumed that this applies to the first REGISTER request and the first INVITE request, and an OPTION request outside an existing session. Presumably for a reregistration, or for an INVITE after the first INVITE has been responded to (e.g. to hold or add a media), its usage becomes mandatory, because the previous request may have been record-routed.

It is mandatory for a proxy (not acting as a registrar for REGISTER request) to read a received Route header and process it. It is therefore presumably mandatory for a proxy to transmit a Route header when the received one has contents that have not been consumed.

Discussion of the meaning of A.3 of the bis draft is required.

When a proxy acting as a registrar receives a REGISTER containing a Route header, no requirements are apparently specified. It is assumed that the contents would be ignored.

When a UA receives a Route header, no requirements are apparently specified. It is assumed that the contents would be ignored.

3
Summary of 3GPP status

As above.

While the Route header is used in the INVITE request in 3GPP, this is inserted by the P-CSCF based on stored information, and this therefore does not affect the status at the transmitting UA.

4
Proposed changes to the tables of 24.229

The following changes are identified to the tables of 24.229.

Note that currently there is no requirement to support all the documented methods within 3GPP. If the 3GPP status of the associated PDU is n/a, then the 3GPP status within the header tables should also be n/a, and override what is specified below. No determination has yet been made for the content of the PDU 3GPP status columns.

4.1
Status at the user agent

In Table 5.4, 5.6, 5.28, 5.52, 5.65, 5.78, 5.90, 5.103 amend the Route header row as follows:

20
Route
[1] 6.39
m
m
[1] 6.39
n/a
n/a

It has been assumed that there is no requirement to treat separately the first INVITE, OPTION or REGISTER request with a new Call-ID. If this is necessary, then separate tables will need to be defined for these cases, as opposed to their usage with an existing Call-ID (session). It is also assumed by this that a Record-Route in the REGISTER response will have an impact on subsequent reregistrations.

Insert the following row in Table 5.18 (CANCEL request) - it is currently missing, and renumber items accordingly:

xx
Route
[1] 6.39
m
m
[1] 6.39
n/a
n/a

4.2
Status at the proxy, acting to a user agent

In Table 5.118, 5.120, 5.142, 5.154, 5.166, 5.179, 5.192, 5.204, 5.217 amend the Route header row as follows:

28
Route
[1] 6.39
o

[1] 6.39
m
m

Insert the following row in Table 5.132 (CANCEL request) - it is currently missing, and renumber items accordingly:

xx
Route
[1] 6.39


[1] 6.39
m
m

Discussion point: This above two table modifications represents the inclusion of the Route header from a proxy to a UAC (and in the reverse direction). Not sure what to do with the send status in the above amendment. As a UAC does not know what to do with a Route header, then the last proxy should never send one. However, can such a proxy police out such headers. 

4.3
Status at the proxy, acting to another proxy

In Table 5.232, 5.234, 5.256, 5.280, 5.268, 5.293, 5.306, 5.318, 5.331 amend the Route header row as follows:

28
Route
[1] 6.39
m
m
[1] 6.39
m
m

Insert the following row in Table 5.246 (CANCEL request) - it is currently missing, and renumber items accordingly:

xx
Route
[1] 6.39
m
m
[1] 6.39
m
m

