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1. Introduction

At the CN1 #15 meeting, CN1 agreed principles in document N1-010089 of providing the S-CSCF name to the P-CSCF with a note that the security aspects and other cases, e.g. where no hiding is required, need to be considered.  The corresponding text changes to 23.228 have been proposed in S2-010325.

Nortel supports the I-CSCF requirement of "hiding" or "network configuration independence" as it appears in 23.228 sections 4.4 and Annex H.  However, Nortel would like to propose a modification to the principles in N1-010089 with the aim of removing the additional standardisation implied by the use of encryption techniques in the I-CSCF to perform the hiding.  

2. Discussion

Nortel's understanding of the principles defined in N1-010089 is that the encrypted S-CSCF name is not “used” by the visited network.  The visited network simply stores the encrypted S-CSCF name against the subscriber at registration and sends it back to the home network in subsequent session origination requests.  

If this is the case, then the technique used to encrypt the name does not need to be standardized.  In fact, a much simpler and flexible token concept could be used in place of mandating encryption.  The token concept would use a field of an undefined format, which only has significance to the home network that supplies the token. 

The token could be used to transport an encrypted S-CSCF name, another representation of the S-CSCF name, or simply a pointer to where the S-CSCF name can be found.  To conform to SIP message encoding, this token is assumed to have an alphanumeric representation.

The token concept has the following benefits:

· Removes the need to standardise security algorithms and key exchange mechanism that are implied by the “encrypted S-CSCF name” proposal.

· Removes the need to perform encryption/decryption at the I-CSCF, which may result in additional call processing delay (depending on the strength of the encryption).

· Allows the option for innovative solutions to meet the hiding requirement.

3. Proposal

Nortel proposes that N1 and S2 approve this alternative token mechanism and update the earlier principles agreed by N1. Annex A contains a revision to the text included in contribution S2-010325rev1.

Annex A

This section contains revisions to 23.228 in S2-010325rev1.  Additionally, the following changes are proposed:

· Include the new Path header only in the 200 OK response of the Register.

· Editorial modifications.

Interrogating-CSCF (I-CSCF) is the contact point within an operator’s network for all connections destined to a subscriber of that network operator, or a roaming subscriber currently located within that network operator’s service area. There may be multiple I-CSCFs within an operator’s network. The functions performed by the I-CSCF are:

Registration

· assigning a S-CSCF to a user performing SIP registration (see section on Procedures related to Serving CSCF assignment)
· 
Session Flows 

-
Route a SIP request received from another network towards the S-CSCF.

-
Obtain from HSS the Address of the S-CSCF.

-
Forward the SIP  request or response to the S-CSCF  determined by the step above  

-
 Forward the SIP request or response to a MGCF for Optimal MGW assignment (Home Control of roamers).

-
Forward the SIP request or response to an I-CSCF in another operator’s network for Optimal MGW assignment (for third party PSTN termination)

In performing the above functions the operator may use the I-CSCFor other techniques to hide the configuration, capacity, and topology of  its network from the outside  The technique to be used is an implementation detail, but this could be achieved by tokenising the information that the operator considers to be sensitive.  When the I-CSCF is chosen to meet the hiding requirement then for sessions traversing across different operators domains, I-CSCF may forward the SIP request or response to another I-CSCF allowing the operators to maintain configuration independence.

5.2.3 Procedures Related to Interrogating CSCF

The architecture shall support multiple I-CSCFs for each operator.   A DNS-based mechanism for selecting the I-CSCF shall be used to allow requests to be forwarded to an I-CSCF based, for example, on the location or identity of the forwarding node.
During the registration procedure, I-CSCF of the serving network may tokenise the S-CSCF name to achieve network configuration hiding.  The I-CSCF would then provide this token along with  the I-CSCF name to the P-CSCF.

5.2.4
Procedures Related to Proxy CSCF

The routing of the SIP registration information flows shall not take into account previous registrations (ie registration state). 
P-CSCF stores the serving network contact informationand associates it with the subscriber under registration. This information will then be used to route this subscriber's subsequent session origination requests to the serving network.
5.3.2.5
Registration Information Flow B: Continuation of Registration – S-CSCF in home network

The continuation of the registration flows for the S-CSCF in the home network is initiated after the reception of information flow 7 in subclause 5.3.2.4, and for the case that the home network has decided that the S-CSCF is to be in the home network.
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Figure 5-2 Continuation of Registration - serving CSCF in home network

1.   The I-CSCF, using its role of the S-CSCF selection, shall determine the name of an appropriate S-CSCF.

2.   The I-CSCF, using the name of the S-CSCF, shall determine the address of the S-CSCF through a name-address resolution mechanism I-CSCF shall then send the register information flow (P-CSCFs “name” in the contact header, subscriber identity, visited network contact name) to the selected S-CSCF. 
3.   The S-CSCF shall send Cx-Put (subscriber identity, S-CSCF name) to the HSS.  The HSS stores the S-CSCF name for that subscriber.

4.   The HSS shall send Cx-Put Resp to the I-CSCF to acknowledge the sending of Cx-Put.

5.   On receipt of the Cx-Put Resp information flow, the S-CSCF shall send the Cx-Pull information flow (subscriber identity) to the HSS in order to be able to download the relevant information from the subscriber profile to the S-CSCF.  The S-CSCF shall store the P-CSCFs name, as supplied by the visited network.  This represents the name that the home network forwards the subsequent terminating session signalling to for the Ue.

6.   The HSS shall returns the information flow Cx-Pull Resp (user information) to the S-CSCF.  The S-CSCF shall store the it for that indicated user.

7. The S-CSCF shall return the 200 OK information flow (S-CSCF name) to the I-CSCF.

8.   The I-CSCF shall send information flow 200 OK (serving network contact information) to the P-CSCF. The serving network contact information may either be an S-CSCF name itself, an I-CSCF name, or both an I-CSCF name and a token. The I-CSCF shall release all registration information after sending information flow 200 OK.

9.   The P-CSCF shall store the serving network contact name, and shall send information flow 200 OK  to the Ue. 

5.3.2.12
Stored Information.

Table 5.1 provides an indication of the information stored in the indicated nodes during and after the registration process.

Node
Before Registration
During Registration
After Registration

UE - in local network
Credentials

Home Domain

Credentials

Home Domain

Proxy Name/Address

Proxy CSCF

- in local network
Routing Function


Network Entry point

UE Address

(Editors Note: Supplies potential list of Visited Serving CSCFs is FFS)
Network Entry point and/or S-CSCF name and/or a token
UE Address

Interrogating CSCF - in Home network
HSS Address
Serving CSCF address/name

(Editors Note: Access to Potential list of Serving CSCFs is FFS)
No State Information

Interrogating CSCF (visited)

- in visited network
HSS  Address
Serving CSCF (visited)

(Editors Note: Access to Potential list of serving CSCFs Is FFS)
No State Information

HSS
User Service Profile

Serving CSCF address/name

Proxy address/name?

Serving CSCF (Home)
No state information
HSS Address/name

Subscriber profile (limited – as per network scenario)

Proxy address/name
May have call state Information

HSS Address/name

Subscriber information

Proxy address/name

Serving CSCF (visited)


Local Service information

No state information
HSS (Home) Address/name

Subscriber profile (Limited – as per operator agreement)

Proxy address/name
May have state Information

HSS (home) Address/name

Subscriber information (limited - as per operator agreement)

Proxy address/name

Table 5.1 Information Storage before, during and after the registration process

Annex B (provided for information only)
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1) UE(A) initiates registration procedure:

REGISTER 
home_a.com SIP/2.0

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

User_A <sip:ue_a@12.34.56::EF:5060>

2) The P-CSCF forwards the registration request to the contact point of the home network:

REGISTER 
home_a.com SIP/2.0

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

Visited network contact name

3) The I-CSCF selects a suitable S-CSCF for the subscriber.

4) 
5) I-CSCF forwards the registration request to the selected S-CSCF:

REGISTER 
home_a.com SIP/2.0

Via:

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060


From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

Contact:

Visited network contact name

6) S-CSCF adds its own name to the Path header.

7) S-CSCF sends a 200OK response to the registration request to I-CSCF:

SIP/2.0  200OK

Via:

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

Path:

<sip:s_cscf.home_a.com>

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

8) To achieve network configuration, the I-CSCF may tokenise the S-CSCF name in the Path header and adds its own name.

9) I-CSCF forwards the 200OK response to the P-CSCF:

SIP/2.0  200OK

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

Path:

<sip:token>
Path:

<sip:i_cscf.home_a.com>
From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER

10) P-CSCF stores the names from the Path header and associates it with UE(A). 

11) P-CSCF removes the Path header from the 200OK response, and forwards the response to UE(A):

SIP/2.0  200OK

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_A <sip:ue_a@home_a.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 REGISTER


An example origination flow is shown below:
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1) UE(A) initiates the establishment of a new session, accordingly sends an INVITE request to P-CSCF:

INVITE 

ue_b@home_b.com  SIP/2.0

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

2) P-CSCF looks up the serving network information for the subscriber that was stored during registration. A Route header is inserted into the INVITE request, its content is generated based on the stored serving network information.

3) P-CSCF forwards the session initiation request to the element specified in the stored serving network information. Accordingly, the request is forwarded to the I-CSCF, and the tokenis inserted as a Route header into the request:

INVITE 

ue_b@home_b.com  SIP/2.0

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

Route:

<sip: token>
From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

4) I-CSCF determines the S-CSCF name using the token in the Route header field to retrieve the routing information.

5) I-CSCF forwards the session initiation request to S-CSCF:

INVITE 

ue_b@home_b.com  SIP/2.0

Via: 

SIP/2.0/UDP i_cscf.home_a.com

Via: 

SIP/2.0/UDP p_cscf.visited_a.com

Via: 

SIP/2.0/UDP 12.34.56::EF:5060

From: 

User_A <sip:ue_a@home_a.com>

To: 

User_B <sip:ue_b@home_b.com> 

Call-Id:

12345@ue_a.home_a.com

Cseq: 

1 INVITE

6) S-CSCF starts originating service control for UE(A), and the call will proceed according to regular procedures.
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8) Encrypt Tokenise the S-CSCF name in the Path header and add another Path header with the I-CSCF name.







11) 200OK







10) Store the name(s) in the Path header, remove Path header 
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4) Add the name of a decrypting entity (contact point) to the Path header 
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4) Decrypt Determine the S-CSCF name in the Route header







Regular origination flow continues...







6) Start originating service control
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