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1 Proposal

It has been decided that TS24.229 will contain Protocol Implementation Conformance Statement (PICS) proforma specifications, as the mechanism to define the requirements for the use of the SIP protocol.

As an aid in producing such a specification, it is proposed that the following text be included as an Informative Annex in TS24.229 as a basis for further contributions.

X
SIP Procedures for a Firewall I-CSCF

This section describes the messages required to support IP Multi-Media Sessions between endpoints that use SIP Signaling. The signaling messages are sent from one endpoint to another through a network of CSCFs. When the signaling path leaves the network of one operator and enters the network of another, the network operator has the option of routing through an I-CSCF that maintains configuration independence between operators.  This exit/entry point is referred to here as a Firewall I-CSCF.

The Firewall I-CSCF is a network element inserted into the signaling path during the registration process, or during handling of an initial INVITE request.  

Signaling messages are never sent unsolicited to a Firewall I-CSCF.  Any such unsolicited messages MAY be ignored.

All signaling messages are based on the Session Initiation Protocol (SIP), as specified in RFC 2543. The Firewall I-CSCF MUST support all request methods, and all responses. 

X.1
Retransmission, Reliability, and Recovery Strategy

The Firewall I-CSCF SHOULD be a stateless SIP proxy in the handling of requests and responses.  The Firewall I-CSCF does not perform retransmissions of requests, rather depends on retransmissions being performed by other network elements.  The Firewall I-CSCF therefore does not participate in reliability or recovery strategies.

X.2
General Requirements for SIP Message Headers

The table below lists general syntax and processing requirements for SIP header extensions in SIP messages received or sent by Firewall I-CSCFs.  The table also lists any additional requirements or exceptions for standard headers in SIP messages received or sent by Firewall I-CSCFs.  All other headers are processed by the Firewall I-CSCF according to the requirements listed in RFC2543. 

Header Name
Direction
Requirements, Comments

Request Line
Request
MUST conform to rules for URLs as stated in TS 24.229

MUST NOT contain a private-param.  


Response
MUST NOT be present in a Response message

Via
Request
MUST be IP address or FQDN of UE  

In responses from UEs:  Proxy-CSCF MUST recover and replace the unencrypted Via list saved from request, and MUST forward the response to the address in the next Via header.


Response
Proxy-CSCF copies and saves the Via headers received in all requests sent to UEs. 

The topmost Via header is added by the Proxy-CSCF, is an IP address or FQDN, and is unencrypted. 

Route
Request
MUST be present; MUST contain at least one entry


Response
MUST NOT be present

Record-Route
Request
MUST be present; MUST contain at least one entry (for P-CSCF)


Response
MUST be present

From
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

To
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification.  Response may contain a tag added by destination endpoint

Call-ID
Request and Response
MUST be present.  Is provided by originating endpoint in initial request and is forwarded without modification

X.3
Firewall I-CSCF Processing of Request

A Firewall I-CSCF receiving a request MUST make the following checks on the validity of the request message:

Request: (originator -> I-CSCF)

Header:
Requirement of Firewall I-CSCF

<METHOD> URL  SIP/2.0
MUST be present. URL MUST identify the Firewall I-CSCF.

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

Route:
MUST be present.  MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the headers indicated in the above table are not present in the received message, the Firewall I-CSCF MUST not accept the request and MUST generate an appropriate client 4xx response, as given in RFC2543.

If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST decrypt (if necessary) the Route header with its private key.  

A Firewall I-CSCF receiving a request MUST use the contents of the Route header to determine the routing to the destination endpoint.   

The Firewall I-CSCF removes the first entry in the (new) Route header, and replaces the URL in the request line.  

If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST add itself to the Record-Route header, by adding a SIP URL at the beginning of the list containing a hostname identifying the Firewall I-CSCF.  This URL MAY contain a username of local significance to the Firewall I-CSCF.  The Firewall I-CSCF MUST encrypt the remaining Record-Route headers with a private key, and MUST encrypt the Via header values with a private key.  The encrypted value of Record-Route and Via are converted into alphanumeric strings, and replace the original values in the Record-Route and Via headers.

The Firewall I-CSCF then adds itself to the list of Via headers, and sends the request to the network element identified by the new Request-URI.

X.4
Firewall I-CSCF Processing of Responses

A Firewall I-CSCF receiving a response MUST make the following checks on the validity of the response message:

Response: (dest. -> I-CSCF)

Header:
Requirement of Firewall I-CSCF

SIP/2.0 xxx
MUST be present. 

Via: 
At least a single Via: header MUST be present. 

Record-Route:
MUST be present. MUST contain at least one entry.

From: 
From:,To:, Call-ID:, and CSeq  MUST be present.  These are a direct copy of the corresponding headers from the INVITE message sent by originating endpoint. The CSCFs do not modify any of these header fields.

To: 


Call-ID: 


CSeq: 


Content-length: (…)
MAY be present.


If a Content-Length is present and non-zero, an empty line (CRCR, LFLF, or CRLFCRLF) MUST be present between the headers and the message body.


If a Content-Length is present and non-zero, a message body MUST be present..



If the network operator utilizes the option to maintain configuration independence, the Firewall I-CSCF MUST decrypt the Via headers with its private key, and restore the Via header to its value in the corresponding request.  The Firewall I-CSCF MUST locate its own entry in the Record-Route header, and the MUST decrypt the entry immediately following.  All Record-Route header values prior to the entry for this I-CSCF MUST be reversed and encrypted with a private key, making a single alphanumeric string syntactically identical to a hostname.

The Firewall I-CSCF removes the topmost Via header in the response, and sends the response to the address given in the next Via header.
