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1 Introduction

This contribution is based on the call flow procedures given in 23.228, and the end-to-end examples given in the informational annexes, with additional details included in the flows.  

In developing specifications for the procedures at each network element, it is extremely useful to have a known accurate sample message sequence.

It is proposed that an informational annex be created in TS24.228 containing a complete end-end flow, with detailed message contents.

It is further proposed by this contribution that:

· The mechanisms of draft-ietf-sip-manyfolks-resource be utilized to perform the integration of call signaling and resource reservation.

· The mechanisms of draft-ietf-sip-100rel be utilized for reliable delivery of provisional responses.

· The mechanisms of draft-ietf-sip-privacy be utilized to provide authenticated caller identification

· The mechanisms of draft-byerly-sip-hide-route be utilized to provide configuration independence

· The mechanisms of draft-ietf-sip-call-auth be utilized to provide the media authorization token to the UE for resource reservations

· The Via, Record-Route, and Route headers be stripped by the P-CSCF, and stored at the P-CSCF rather than passing to the UE over the critical-bandwidth air interface.

· As a result of registration, P-CSCF stores a partial Route header containing the routing information to reach the S-CSCF; S-CSCF stores a partial Route header containing the routing information to reach the UE, and HSS stores a partial Route header containing the routing information to reach the S-CSCF.

· Probably more details are decided by the message contents as well.

2 Proposal

It is proposed that an Informational Annex A of TS24.228 be created as follows.

Annex A (Informational): End-to-end Call Flow Example 

For this end-to-end call flow, we assume the originator is a mobile station located outside the service area of the network operator to whom the mobile station is subscribed.  The mobile station has already established the proper PDP contexts for exchanging SIP signaling messages, has performed the proxy discovery procedures described in section 5.2.1, and has registered in the IM subsystem.  During registration the home network operator chose to exercise home control, and a S-CSCF has been chosen in the home network.  Also during registration the home network operator chose to utilize a firewall between the visited network and its S-CSCF.

The UE originating the call addresses a mobile subscriber of a different network operator.  The originating network operator chose to utilize a firewall between its S-CSCF and the terminating network.

The called party is a mobile station located in a service area of a network operator different from that of its service subscription.  This mobile station has already established the proper PDP contexts for exchanging SIP signaling messages, has performed the proxy discovery procedures described in section 5.2.1, and has registered in the IM subsystem.  During registration, the home network operator chose to exercise home control, and a S-CSCF was chosen in the home network. The home network operator also chose to utilize a firewall between the visited network and its S-CSCF.

The following notation is used in this example:

B36(SHA-1(……..))
Alphanumeric encoding of the 16-byte value produced by a SHA-1 cryptographic hash of the given information.

{……..}K1
Alphanumeric encoding of an encrypted value of the given information, encrypted with key K1.  In this example, key K1 is owned by I-CSCF#1, key K2 is owned by I-CSCF#2, etc.

As a result of registration, the following information is stored:

In P-CSCF#1
Route to S-CSCF#1
Route: <sip:icscf1.home1.net>, 
<sip:{<sip:scscf1.home1.net>}K1>

In HSS
Route to S-CSCF#2
Route: <sip:scscf2.home2.net>

In S-CSCF#2
Route to UE#2
Route: <sip:icscf4.home2.net>, 
<sip:{<sip:pcscf2.visited2.net>, 
<sip:ue2.visited2.net>}K4>
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Step-by-step processing of this end-to-end call flow is as follows:

1. UE sends the SIP INVITE request, containing an initial SDP, to the P-CSCF determined via the CSCF discovery mechanism.  

The number dialed by the originator is given as 555-2222, possibly referring to a private dialing plan.  It is therefore encoded into a sip URL referencing the subscriber’s home network, with user=phone.

This example shows the anonymous values of the call leg identification headers, From, To, and Call-ID, even though the Anonymity value is set “off.”  The Remote-Party-ID header always identifies the originating subscriber, regardless of the choice of name in the From header.

The SDP includes all of the codecs supported by the originator.  In this case there are two listed, G.711 and G.726 (32kb/s).

INVITE sip:555-2222@home1.net;user=phone SIP/2.0

Via: SIP/2.0/UDP ue1.visited1.net

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, UE#1 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

2. P-CSCF#1 responds to the INVITE request with a 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP ue1.visited1.net 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

UE#1 receives the 100-Trying provisional response and stops the retransmission timer.

3. P-CSCF#1 verifies the Remote-Party-ID value given by UE#1, and corrects it if invalid.  

Since this is a new call attempt (no matching From, To, Call-ID), P-CSCF#1 inserts the saved Route header from the registration.  This contains the next hop CSCF for this UE, on the path to the assigned S-CSCF.  For this example, the next hop address is I-CSCF#1, and the Route header contains an encrypted value of the further hops.  The Request-URI from the UE is placed at the end of this Route header.

P-CSCF#1 inserts itself into the Record-Route header.

P-CSCF verifies the codec choices are valid in the visited network, and would remove any that were not supported according to policy of the visited network operator.

INVITE sip:icscf1.visited1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net

Route: <sip:{scscf1.home1.net}K1>, <sip:555-2222@home1.net;user=phone>

Record-Route: sip:pcscf1.visited1.net

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, P-CSCF#1 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

4. I-CSCF#1 decodes the private value of the Route header and determines the next hop CSCF for this UE.  It forwards the INVITE request to that CSCF.  For this example, the next hop address is S-CSCF#1.

INVITE sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:555-2222@home1.net;user=phone>

Record-Route: <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

5. S-CSCF#1 responds to the INVITE request with a 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

6. I-CSCF#1 decrypts the Via header, and forwards the 100-Trying provisional response to P-CSCF#1.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

P-CSCF#1 receives the 100-Trying provisional response and stops the retransmission timer.

7. S-CSCF#1 validates the service profile, and performs any origination service control required for this subscriber.  The value of username contained in the Remote-Party-ID header is verified based on subscription information for the caller.

8. S-CSCF#1 performs an analysis of the destination address, determines the network operator to whom the destination subscriber belongs, and rewrites the destination URL based on this information.  For this example, the revised URL is sip:555-2222@home2.net;user=phone. 

The INVITE is an inter-operator message to the I-CSCF entry point for the terminating subscriber.  Since the originating operator desires to keep their internal configuration hidden, S-CSCF#1 sends the INVITE request to an I-CSCF firewall (I-CSCF#2), who will forward it to the well-known entry point into the terminating subscriber’s network based on a Route header inserted by S-CSCF#1.

Editor’s Note:  Need for additional headers to transport e.g. Billing-Correlation-Identifier is FFS.

INVITE sip:icscf2.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <icscf3.home2.net>, <sip:555-2222@home2.net;user=phone>

Record-Route: <sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, S-CSCF#1 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

9. I-CSCF#2 encrypts the via headers and Record-Route headers, hiding them from the terminating network.  It removes the next-hop entry in the Route header, and forwards the INVITE request to the indicated entry point in the terminating subscriber’s network, I-CSCF#3.

INVITE sip:icscf3.home.net SIP/2.0

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Route: <sip:555-2222@home2.net;user=phone>

Record-Route: <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

10. I-CSCF#3 responds to the INVITE request with a 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

11. I-CSCF#2 decrypts the Via header, and forwards the 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

S-CSCF#1 receives the 100-Trying provisional response and stops the retransmission timer.

12. I-CSCF#3 (at the border of the terminating subscriber’s network) queries the HSS for current location information.  

13. HSS responds with the address of the current Serving-CSCF for the terminating subscriber.

14. I-CSCF#3 forwards the INVITE request to the S-CSCF (S-CSCF#2) that will handle the call termination.  It also acts as a firewall and encrypts the Via and Record-Route headers.

INVITE sip:scscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Route: <sip:555-2222@home2.net;user=phone>

Record-Route: <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, I-CSCF#3 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

15. S-CSCF#2 responds to the INVITE request with a 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

I-CSCF#3 receives the 100-Trying provisional response and stops the retransmission timer.

16. S-CSCF#2 validates the service profile, and performs any termination service control required for this subscriber.

17. S-CSCF#2 uses the registration information to construct a Route header for the INVITE request to reach the terminating subscriber. It forwards the INVITE to P-CSCF (P-CSCF#2) in the visited network, through an I-CSCF (I-CSCF#4).

INVITE sip:icscf4.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:scscf2.home2.net>, <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, 
<sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

Route: sip:pcscf2.visited2.net, sip:ue2.visited2.net, sip:555-2222@home2.net;user=phone

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, S-CSCF#2 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

18. I-CSCF#4 forwards the INVITE request to P-CSCF#2, determined during the registration procedures of the terminating subscriber.  It encrypts the Via headers and Record-Route headers.

INVITE sip:pcscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

Route: sip:ue2.visited2.net, sip:555-2222@home2.net;user=phone

Supported: 100rel

Remote-Party-ID: John Doe <tel:555-1111>

Anonymity: Off 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

19. P-CSCF#2 responds to the INVITE request with a 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

20. I-CSCF#4 decrypts the Via header, and forwards the 100-Trying provisional response.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

S-CSCF#2 receives the 100-Trying provisional response and stops the retransmission timer.

21. P-CSCF#2 allocates an authorization token, which will be used to correlate the authorization it will perform in step #24 with the resource reservation made by UE#2.  It includes this token in a Media-Authorization header in the INVITE request.

P-CSCF#2 stores the Via headers, Record-Route headers, and Contact header, and does not pass them over the radio interface to conserve bandwidth.  Stored values are:

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

Contact: <sip:ue1.visited1.net>

A local token value (‘token1’) is placed into the Via header and Contact header in the request, to identify this particular transaction out of (possibly) many with matching call leg identification.

P-CSCF#2 obtains the UE address from the Route header supplied by S-CSCF#2, and forwards the INVITE to the UE#2. 

INVITE sip:ue2.visited2.net SIP/2.0

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token1

Route: sip:555-2222@home2.net;user=phone

Supported: 100rel

Remote-Party-ID: John Doe; <tel:+1-212-555-1111>

Media-Authorization: 31S14621

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:token1@pcscf2.visited2.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

a=rtpmap:96 G726-32/8000

m=audio 3456 RTP/AVP 0 96

a=qos:mandatory sendrecv

After sending this message, P-CSCF#2 starts its retransmission timer T1.  Retransmissions cease upon receipt of any provisional or final response.

22. UE#2 may optionally send a 100-Trying provisional response to P-CSCF#2.

SIP/2.0 100 Trying

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token1

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

P-CSCF#2 receives the 100-Trying provisional response and stops the retransmission timer.

23. UE determines the subset of the media flows proposed by the originating endpoint that it supports, and responds with a 183-SDP message back to the originator.  

UE#2 inserts its identity into the Remote-Party-ID header, and inserts a Content-disposition header indicating preconditions exist for this session.

This response is sent to P-CSCF#2.  It requests a provisional acknowledgement (PRACK).

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token1

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

P-CSCF#2 receives the 183-SDP provisional response and, if there was no 100-Trying provisional response, stops the retransmission timer.

24. P-CSCF#2 authorizes the resources necessary for this session.

25. P-CSCF#2 restores the Via and Record-Route header values, and forwards the 183-SDP message to S-CSCF#2, through the I-CSCF#4 firewall.  

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

26. I-CSCF#4 decrypts the Via headers in the response, and removes its own entry.  The Record-Route header entry to the right of I-CSCF#4’s entry is decrypted; any entries to the left are reversed and encrypted.  I-CSCF#4 forwards the resulting 183-SDP message to S-CSCF#2.

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

27. S-CSCF#2 forwards the 183-SDP to I-CSCF#3

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

28. I-CSCF#3 decrypts the Via headers in the response and removes its own entry.  The Record-Route header entry to the right of I-CSCF#3’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#3 forwards the 183-SDP to I-CSCF#2.  

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

29. I-CSCF#2 decrypts the Via headers in the response and removes its own entry.  The Record-Route header entry to the right of I-CSCF#2’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#2 forwards the 183-SDP to S-CSCF#1.  

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

30. S-CSCF#1 forwards the 183-SDP message to P-CSCF#1, through the I-CSCF#1 firewall.

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

31. I-CSCF#1 decrypts the Via headers in the response and removes its own entry.  The Record-Route header entry to the right of I-CSCF#1’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#1 forwards the 183-SDP message to P-CSCF#1

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9021

Content-disposition: precondition

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

32. P-CSCF#1 authorizes the resources necessary for this session, and assigns a media authorization token to be used by UE#1 in requesting these resources.

33. P-CSCF#1 removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE#1.  The saved values of the Route header is:

Route: <sip:icscf1.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, 
<sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

A Contact header is added with a locally unique token to identify the saved routing information.  P-CSCF#1 adds the Media-Authorization header to the response, and forwards the 183-SDP message to the originating endpoint UE#1.

SIP/2.0 183 Session Progress

Via: SIP/2.0/UDP ue1.visited1.net

Media-Authorization: 9BV3072

Remote-Party-ID: John Smith <tel:555-2222>

Anonymity: off

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Rseq: 9021

Content-disposition: precondition

Contact: sip:token2@pcscf1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue2.visited2.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 6544 RTP/AVP 0 

a=qos:mandatory sendrecv confirm

34. UE#1 decides the final set of media streams for this session, and includes this information in the provisional acknowledgement (PRACK) message to P-CSCF#1.  The Request-URI in the PRACK is taken from the Contact header, which identifies the proper routing stored at P-CSCF#1.

PRACK sip:token2@pcscf1.visited1.net SIP/2.0

Via: SIP/2.0/UDP ue1.visited1.net 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

35. P-CSCF#1 adds the saved Route header, and forwards the PRACK to S-CSCF#1, through the I-CSCF#1 firewall.

PRACK sip:icscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net 

Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

Record-Route: sip:pcscf1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

36. I-CSCF#1 decrypts the Route header, encrypts the Via headers, and forwards the PRACK message to S-CSCF#1

PRACK sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

37. S-CSCF forwards this message to S-CSCF#2, through the I-CSCF#2 firewall.

PRACK sip:icscf2.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

38. I-CSCF#2 forwards the PRACK message to I-CSCF#3.

PRACK sip:icscf3.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Route: <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, 
<sip:ue2.visited2.net>

Record-Route: <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

39. I-CSCF#3 forwards the PRACK message to S-CSCF#2.

PRACK sip:scscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Route: <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

40. S-CSCF#2 forwards the PRACK message to P-CSCF#2, through the I-CSCF#4 firewall.

PRACK sip:icscf4.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf2.home2.net>, <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, 
<sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

41. I-CSCF#4 forwards the PRACK message to P-CSCF#2

PRACK sip:pcscf2.visited2.net SIP/2.0

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Route: <sip:ue2.visited2.net>

Record-Route: <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue1.visited1.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

42. P-CSCF#2 removes the Via headers, saves them with a local identifier of ‘token2’, and forwards the PRACK message to UE#2.

PRACK sip:ue2.visited2.net SIP/2.0

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token2

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:token2@pcscf2.visited2.net

Rack: 9021 127 INVITE

Content-Type: application/sdp 
Content-length: (…)
v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a-qos:mandatory sendrecv

43. UE#2 acknowledges the PRACK with a 200-OK final response sent to P-CSCF#2.

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token2

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

44. P-CSCF restores the Via and Record-Route headers and forwards the 200-OK to I-CSCF#4

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

45. I-CSCF#4 forwards the 200-OK to S-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

46. S-CSCF#2 forwards the 200-OK to I-CSCF#3

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

47. I-CSCF#3 forwards the 200-OK to I-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

48. I-CSCF#2 forwards the 200-OK to S-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

49. S-CSCF#1 forwards the 200-OK to I-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

50. I-CSCF#1 forwards the 200-OK to P-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:ue2.visited2.net

51. P-CSCF#1 forwards the 200-OK to UE#1.

SIP/2.0 200 OK

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 128 PRACK

Contact: sip:token3@pcscf1.visited1.net

52. After determining the final media streams in step #34, UE#1 initiates the reservation procedures for the resources needed for this session.  After receiving the final media stream definitions in step #41, UE#2 initiates the reservation procedures for the resources it needs for this session.

53. When the resource reservation is completed, UE#1 sends the COMET message to the terminating endpoint, via the signaling path established by the INVITE message.  The message is sent first to P-CSCF#1.

COMET sip:token2@pcscf1.visited1.net SIP/2.0

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

54. P-CSCF#1 adds the saved Route header, and forwards the COMET to I-CSCF#1.

COMET sip:icscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net 

Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

Record-Route: sip:pcscf1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

55. I-CSCF#1 forwards the COMET to S-CSCF#1.

COMET sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

56. S-CSCF#1 forwards the COMET to I-CSCF#2

COMET sip:icscf2.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

57. I-CSCF#2 forwards the COMET to I-CSCF#3

COMET sip:icscf3.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Route: <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, 
<sip:ue2.visited2.net>

Record-Route: <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

58. I-CSCF#3 forwards the COMET to S-CSCF#2.

COMET sip:scscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Route: <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

59. S-CSCF#2 forwards the COMET to I-CSCF#4

COMET sip:icscf4.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf2.home2.net>, <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, 
<sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

60. I-CSCF#4 forwards the COMET to P-CSCF#2

COMET sip:pcscf2.visited2.net SIP/2.0

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Route: <sip:ue2.visited2.net>

Record-Route: <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue1.visited1.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

61. P-CSCF#2 removes the Via headers, saves them with local identifier ‘token3’, and forwards the COMET to UE#2.

COMET sip:ue2.visited2.net SIP/2.0

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token3

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:token3@pcscf2.visited2.net

Content-Type: application/sdp 

Content-length: (…)

v=0

o=- 2987933615 2987933615 IN IP4 A3C47F2146789F0

s=-

c= IN IP4 ue1.visited1.net

b=AS:64

t=907165275 0

a=rtpmap:0 PCMU/8000

m=audio 3456 RTP/AVP 0 

a=qos:success sendrecv

62. The destination endpoint responds to the COMET message with a 200-OK, sent to P-CSCF#2.

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token3

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

63. P-CSCF#2 restores the Via headers and forwards the 200-OK to I-CSCF#4

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

64. I-CSCF#4 forwards the 200-OK to S-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

65. S-CSCF#2 forwards the 200-OK to I-CSCF#3

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

66. I-CSCF#3 forwards the 200-OK to I-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

67. I-CSCF#2 forwards the 200-OK to S-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

68. S-CSCF#1 forwards the 200-OK to I-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

69. I-CSCF#1 forwards the 200-OK to P-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:ue2.visited2.net

70. P-CSCF#1 forwards the 200-OK to UE#1.

SIP/2.0 200 OK

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 129 COMET

Contact: sip:token4@pcscf1.visited1.net

71. Before proceeding with session establishment, UE#2 waits for two events.  First, the resource reservation initiated after receipt of the PRACK containing the final SDP (step #41) must complete successfully.  Second, the resource reservation initiated by the originating endpoint must complete successfully (which is indicated by message #61 received by UE#2).  UE#2 may now immediately accept the session (and proceed with step #98), or alert the destination subscriber of an incomming call attempt; if the latter it indicates this to the calling party by a 180-Ringing provisional response sent to P-CSCF#2.  This provisional response requests an acknowledgement from the originator to ensure reliable delivery.

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token1

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

72. P-CSCF#2 restores the Via headers, and forwards the 180-Ringing message to S-CSCF#2, through the I-CSCF#4 firewall.  

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

73. I-CSCF#4 forwards the 180-Ringing message to S-CSCF#2.

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

74. S-CSCF#2 forwards the 180-Ringing to I-CSCF#3

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

75. I-CSCF#3 forwards the 180-Ringing to I-CSCF#2.

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

76. I-CSCF#2 forwards the 180-Ringing to S-CSCF#1.  

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

77. S-CSCF#1 forwards the 180-Ringing message to P-CSCF#1, through the I-CSCF#1 firewall.

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

78. I-CSCF#1 forwards the 180-Ringing message to P-CSCF#1

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

Rseq: 9022

79. P-CSCF#1 forwards the 180-Ringing message to the originating endpoint UE#1

SIP/2.0 180 Ringing

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:token5@pcscf1.visited1.net

Rseq: 9022

80. UE indicates to the originating subscriber that the destination is ringing.  It responds to the 180-Ringing provisional response with a PRACK message.

PRACK sip:token5@pcscf1.visited1.net SIP/2.0

Via: SIP/2.0/UDP ue1.visited1.net 

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

81. P-CSCF#1 adds the saved Route header (based on ‘token5’ in the Request-URI), and forwards the PRACK to S-CSCF#1, through the I-CSCF#1 firewall.

PRACK sip:icscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net 

Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

Record-Route: sip:pcscf1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

82. I-CSCF#1 decrypts the Route header, encrypts the Via headers, and forwards the PRACK message to S-CSCF#1

PRACK sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

83. S-CSCF#1 forwards this message to S-CSCF#2, through the I-CSCF#2 firewall.

PRACK sip:icscf2.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

84. I-CSCF#2 forwards the PRACK message to I-CSCF#3

PRACK sip:icscf3.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Route: <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, 
<sip:ue2.visited2.net>

Record-Route: <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

85. I-CSCF#3 forwards the PRACK message to S-CSCF#2.

PRACK sip:scscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Route: <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, <sip:ue2.visited2.net>

Record-Route: <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

86. S-CSCF#2 forwards the PRACK message to P-CSCF#2, through the I-CSCF#4 firewall.

PRACK sip:icscf4.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:ue2.visited2.net>

Record-Route: <sip:scscf2.home2.net>, <sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, 
<sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

87. I-CSCF#4 forwards the PRACK message to P-CSCF#2

PRACK sip:pcscf2.visited2.net SIP/2.0

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Route: <sip:ue2.visited2.net>

Record-Route: <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:ue1.visited1.net

Rseq: 9022 127 INVITE

88. P-CSCF#2 removes the Via headers, saves them with local identifier ‘token4’, and forwards the PRACK message to UE#2.

PRACK sip:ue2.visited2.net SIP/2.0

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token4

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Contact: sip:Host(mta-t.provider)

Cseq: 130 PRACK

Contact: sip:token4@pcscf2.visited2.net

Rseq: 9022 127 INVITE

89. UE#2 acknowledges the PRACK with a 200-OK final response sent to P-CSCF#2.

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token4

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

90. P-CSCF#2 restores the Via headers and forwards the 200-OK to I-CSCF#4

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

91. I-CSCF#4 forwards the 200-OK to S-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

92. S-CSCF#2 forwards the 200-OK to I-CSCF#3

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

93. I-CSCF#3 forwards the 200-OK to I-CSCF#2

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

94. I-CSCF#2 forwards the 200-OK to S-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

95. S-CSCF#1 forwards the 200-OK to I-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

96. I-CSCF#1 forwards the 200-OK to P-CSCF#1

SIP/2.0 200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:ue2.visited2.net

97. P-CSCF#1 forwards the 200-OK to UE#1.

SIP/2.0 200 OK

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 130 PRACK

Contact: sip:token6@pcscf1.visited1.net

98. When the called party answers, UE#2 sends a SIP 200-OK final response to P-CSCF#2.

SIP/2.0  200 OK

Via: SIP/2.0/UDP pcscf2.visited2.net;branch=token1

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

99. P-CSCF#2 restores the Via and Record-Route header values, and forwards the 200-OK to I-CSCF#4

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Record-Route: <sip:pcscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf3.home2.net>, 
<sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>}K4>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

100. I-CSCF#4 decrypts the Via headers in the response, and removes its own entry.  The Record-Route header entry to the right of I-CSCF#4’s entry is decrypted; any entries to the left are reversed and encrypted.  I-CSCF#4 forwards the resulting 200-OK to S-CSCF#2

SIP/2.0  200 OK

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

101. S-CSCF#2 performs whatever service control is appropriate for the completed call.

102. S-CSCF#2 forwards the 200-OK to I-CSCF#3

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Record-Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:icscf4.home2.net>, <sip:scscf2.home2.net>, 
<sip:icscf3.home2.net>, <sip:{<sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>}K3>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

103. I-CSCF#3 decrypts the Via headers in the response and removes its own entry. The Record-Route header entry to the right of I-CSCF#3’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#3 forwards the 200-OK to I-CSCF#2

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Record-Route: <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>,   
<sip:icscf3.home2.net>, <sip:icscf2.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf1.home1.net>, 
<sip:{pcscf1.visited1.net}K1>}K2>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

104. I-CSCF#2 decrypts the Via headers in the response and removes its own entry.  The Record-Route header entry to the right of I-CSCF#2’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#2 forwards the 200-OK to S-CSCF#1

SIP/2.0  200 OK

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

105. S-CSCF#1 performs whatever service control is appropriate for the completed call.

106. S-CSCF#1 forwards the 200-OK to I-CSCF#1

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Record-Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:icscf2.home1.net>, <sip:scscf1.home1.net>, 
<sip:icscf1.home1.net>, <sip:{pcscf1.visited1.net}K1>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

107. I-CSCF#1 decrypts the Via headers in the response and removes its own entry.  The Record-Route header entry to the right of I-CSCF#1’s entry is decrypted, and entries to the left are reversed and encrypted.  I-CSCF#1 forwards the 200-OK to P-CSCF#1

SIP/2.0  200 OK

Via: SIP/2.0/UDP pcscf1.visited1.net, ue1.visited1.net

Record-Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, 
<sip:{<sip:scscf2.home2.net>, <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, 
<sip:icscf1.home1.net>, 
<sip:pcscf1.visited1.net >

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:ue2.visited2.net

108. P-CSCF#1 removes the Record-Route and Contact headers, calculates the proper Route header to add to future requests, and saves that information without passing it to UE#1. The saved value of the Route header is:

Route: <sip:icscf1.home1.net>, <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, 
<sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

A Contact header is added with a locally unique token to identify the saved routing information.  P-CSCF#1 forwards the 200-OK to UE#1.

SIP/2.0  200 OK

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 INVITE

Contact: sip:token7@pcscf1.visited1.net

109. UE#1 starts the media flow for this session, and responds to the 200-OK with a SIP ACK message sent to P-CSCF#1.

ACK sip:token7@pcscf1.visited1.net SIP/2.0

Via: SIP/2.0/UDP ue1.visited1.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

110. P-CSCF#1 adds the saved Route header, and forwards the ACK to S-CSCF#1, through the I-CSCF#1 firewall.

ACK sip:icscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP pcscf1.visited1.net

Via: SIP/2.0/UDP ue1.visited1.net 

Route: <sip:{<sip:scscf1.home1.net>, <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>, 
<sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>}K1>, <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

111. I-CSCF#1 decrypts the Route header, encrypts the Via headers, and forwards the ACK message to S-CSCF#1

ACK sip:scscf1.home1.net SIP/2.0

Via: SIP/2.0/UDP icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:icscf2.home1.net>, <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

112. S-CSCF#1 forwards this message to S-CSCF#2, through the I-CSCF#2 firewall.

ACK sip:icscf2.home1.net SIP/2.0

Via: SIP/2.0/UDP scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1
Route: <sip:{<sip:icscf3.home2.net>, <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, 
<sip:{<sip::pcscf2.home2.net>}K4>}K3>}K2>, <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

113. I-CSCF#2 forwards the ACK message to I-CSCF#3

ACK sip:icscf3.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2
Route: <sip:{<sip:scscf2.home2.net>,  <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, 
<sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

114. I-CSCF#3 forwards the ACK message to S-CSCF#2.

ACK sip:scscf2.home2.net SIP/2.0

Via: SIP/2.0/UDP icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, {pcscf1.visited1.net, 
ue1.visited1.net}K1}K2}K3
Route: <sip:icscf4.home2.net>, <sip:{<sip::pcscf2.home2.net>}K4>}K3>, <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

115. S-CSCF#2 forwards the ACK message to P-CSCF#2, through the I-CSCF#4 firewall.

ACK sip:icscf4.home2.net SIP/2.0

Via: SIP/2.0/UDP scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, icscf1.home1.net, 
{pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3
Route: <sip:{<sip::pcscf2.home2.net>}K4>, <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

116. I-CSCF#4 forwards the ACK message to P-CSCF#2

ACK sip:pcscf2.visited2.net SIP/2.0

Via: SIP/2.0/UDP icscf4.home2.net, {scscf2.home2.net, icscf3.home2.net, {icscf2.home1.net, {scscf1.home1.net, 
icscf1.home1.net, {pcscf1.visited1.net, ue1.visited1.net}K1}K2}K3}K4
Route: <sip:ue2.visited2.net>

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

117. P-CSCF#2 removes the Via headers (without saving them, since the ACK message has no acknowledgement) and forwards the ACK message to UE#2.

ACK sip:ue2.visited2.net SIP/2.0

Via: SIP/2.0/UDP pcscf2.visited2.net

From: “Alien Blaster” <sip:B36(SHA-1(555-1111; time=36123E5B; seq=72))@localhost>

To: <sip:B36(SHA-1(555-2222; time=36123E5B; seq=73))@localhost>;tag=314159

Call-ID: B36(SHA-1(555-1111;time=36123E5B;seq=72))@localhost

Cseq: 127 ACK

