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1 Introduction

As a result of registration, certain information is noted as being stored in network elements.  This contribution discusses alternative techniques that may be used to reduce that storage.  

However, there is a tradeoff between reducing the storage requirements in the SIP elements, and the length of the SIP messages carried over the air interface.

These conflicting goals must be carefully weighed to determine the optimal system design.

2 The Registration ‘Trail of Breadcrumbs’

As a result of the registration procedures of TS 23.228 section 5.3, the UE and its Serving-CSCF have exchanged identity and routing information, and have left behind a “trail of breadcrumbs” to enable future signaling messages sent by the UE to reach the S-CSCF (for call attempts from the UE), and signaling messages sent by the S-CSCF to reach the UE (for call attempts destined to the UE).

For signaling messages initiated by the UE, there are several ways to implement this “trail of breadcrumbs”:

1. All of the message routing information could be stored in the UE.  This would likely take the form of a SIP ‘Route’ header, and would include information about the P-CSCF, any optional I-CSCF, and the S-CSCF.  This ‘Route’ header would be included in all INVITE requests sent by the UE.

2. The mechanism of draft-dcsgroup-sip-state-02 could be extended to allow the CSCF to establish state information during registration, to be returned in all future INVITE requests.

3. All of the message routing information could be stored in the P-CSCF, and added to the INVITE request sent by the UE

4. Each of the CSCFs could store a portion of the routing information, the ‘next hop’ from each, so that the P-CSCF stores the name/address of the I-CSCF (or S-CSCF directly), and the I-CSCF stores the name/address of the S-CSCF.

Choice (1) and (2) minimize the storage requirements of the CSCFs.  However, they cause additional information to be transferred over the air interface from the UE to P-CSCF.

Choices (3) and (4) minimize the storage requirements of the UE, and reduce the message size of the INVITE request.  However, they require the P-CSCF to store information about all the UEs currently located in the area it serves.  Note this includes all roaming mobiles, which is beyond the records normally stored about subscribers of the service.

For signaling messages regarding call attempts to the UE (i.e. mobile terminations), there are again several ways to implement the “trail of breadcrumbs”:

1. All of the message routing information could be stored in the subscriber’s entry in his home network’s HSS.  In addition to the S-CSCF name/address, routing information from the S-CSCF to the UE could be included, such as a SIP ‘Route’ header.  This is information that is written only at time of registration, and fetched only in handling of the initial INVITE request for a new call.

2. All of the message routing information could be stored in the S-CSCF, and added to the INVITE request as part of the service control.

3. Each of the CSCFs could store a portion of the routing information, the ‘next hop’ from each, so that the S-CSCF stores the name/address of the I-CSCF (or P-CSCF directly), and the I-CSCF stores the name/address of the P-CSCF.

Choice (1) has the advantage of storing the information in a place where there is already per-subscriber information, and adds no new storage requirements on the CSCFs.

Choices (2) and (3) seem to have no clear advantages.

3 SIP ‘Via’ and ‘Route’ headers, and route hiding

The requirement of caller-id-blocking (aka calling-line-identification-blocking, CLIB), in an IP environment requires that the IP address of the caller be blocked as well.  If it was not, a mere ‘traceroute’ would provide the called party essentially all the information of caller-id.  The SIP ‘Via’ and ‘Record-Route’ and ‘Route’ headers would also provide identity information about the caller, and should also be blocked.

Hiding of ‘Via’ headers is discussed in RFC2543 section 6.40.5, though that text is likely to be deleted in future versions of draft-ietf-sip-rfc2543bis.  The mechanism should be retained for 3GPP, as a recommended extension to SIP.

Hiding of ‘Route’ and ‘Record-Route’ headers is discussed in draft-byerly-sip-hide-route-00.  The mechanism should be adopted for 3GPP.

In both of these cases, there are generally two alternatives for hiding this information from the UE.

1. The information in the ‘Via’, ‘Record-Route’, or ‘Route’ headers could be removed from the SIP message and stored in the P-CSCF.  When needed for a response or future request, they can be inserted by P-CSCF.

2. The information in the ‘Via’, ‘Record-Route’, and ‘Route’ headers can be encrypted by P-CSCF and the encrypted form be given to the UE.  In responses or future requests, the P-CSCF will decrypt the values and restore them to their original values.

Choice (1) clearly increases the storage requirements of the P-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

4 Return-call service when originator requested CLIB

If the caller requested their caller-id to be blocked, but the network operator desires to offer the return-call service (*69), some mechanism is needed to hide the caller identity from the UE but still allow it to be addressed in a future call attempt.  The PacketCable DCS specification used a ‘private-URL’ for this purpose, encrypting the destination information.  The format of such a ‘private-URL’ was typically


sip:somelongstringofjibberishthatcanbedecryptedbytheCSCF@S-CSCF;private

There are actually two alternatives for dealing with this type of information

1. The information to be hidden from the user, e.g. caller identity, could be stored in the P-CSCF or S-CSCF.  When needed for the subsequent call attempt, it can be inserted by the CSCF.

2. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

5 Temporary storage of billing information for Call-Transfer, Call-Forward-No-Answer, and other services

In developing mechanisms for call features in the PacketCable DCS group, there were several situations where hidden information was given to an endpoint for immediate use in establishing a new call.  The DCS design was to keep the SIP proxy stateless, and this information (which included typically special billing arrangements for the new call to be established) was encrypted and given to the endpoint.  The ‘private-URL’ always contained a timeout value, which limited its useable lifetime.

There are actually two alternatives for dealing with this type of information

1. The information to be hidden from the user, e.g. special billing information for a call, could be stored in the P-CSCF or S-CSCF.  When needed for the subsequent call attempt, it can be inserted by the CSCF.

2. The design followed by DCS could be used, and the hidden information could be encrypted and stored in the UE

Choice (1) clearly increases the storage requirements of the P-CSCF or S-CSCF, while choice (2) clearly increases the bandwidth requirements of the air interface.

6 Recommendation

S2 should do the analysis and pick one of the options in each of the above cases.  Not all the options should be supported in release 2000 (Rel5).

