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1. Overview

This paper presents detailed SIP registration call flows for the UE roaming with home control scenario. High level flows and the CSCF requirements are defined by S2 WG. The definitions require both P-CSCF and S-CSCF to be call statefull SIP servers, meaning that both P-CSCF and S-CSCF have to be in the path for all Mobile Originated and Mobile Terminated transactions for this user.  The flows presented in this contribution address the issues of having the P-CSCF in the path for future requests. Two solutions are presented. One way of achieving this is to have the P-CSCF intercept the SIP register message and insert itself as the contact point for this user at the home registrar before forwarding the REGISTER message to the S-CSCF.  The second solution is to have P-CSCF terminate the UE originated registration, and start a new request, on behalf of the user, to the S-CSCF using itself as the contact for the user. The details of the call flows using these two solutions are discussed in this paper.

2. Registration Solutions
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Two solutions for registration of a roaming UE are presented in this section.  Figure 2‑1 applies to both solution 1 and 2.   Figure 2‑1 describes an application registration when the UE (user1@home_network.net) is 

Figure 2‑1: UE roaming with Home control  

in the visiting network and the Serving CSCF is in the Home network, with a proxy in the path.  This scenario exists as part of  Registration Procedure call flows in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).  The intention of this contribution is to provide detailed Session Initiation Protocol (SIP) messages for the shown flows.

2.1. Solution 1: P-CSCF forwards REGISTER Message

2.1.1.    Solution Overview and Assumptions

The UE gets the address of the P-CSCF as part of the CSCF discovery mechanism.  It uses this address to send its SIP registration to a registrar (in this case the registrar is chosen to be in the home network).  The P-CSCF, being call stateful, is required to be in the path for all SIP requests terminating to and orginating from this mobile.  

In Solution 1, the P-CSCF intercepts the REGISTER message from the UE, changes the contact to itself and forwards the altered REGISTER message.  Since the contact for this UE at the registrar in the home network is the P-CSCF in the visited network, all requests coming from/through the S-CSCF to the UE will be routed through the P-CSCF in the visited network.  

This solution raises some issues which are discussed later on.

Below are some of the definitions that are used to construct the SIP messages.

· User SIP URL :  user1@home_network.net

· IP address assigned to UE during PDP context negotiation:  aaa.bbb.ccc.ddd
· Visited P-CSCF address:  pcscf.visited_network.net
· Home I-CSCF address:  icscf.home_network.net
· Home S-CSCF address: scscf.home_network.net

· User’s Temporary SIP URI: user1%40home_network.net@pcscf.visted_network.net
· Registrar in the home domain: registrar.home_network.net  This address is used in the initial SIP REGISTER message as part of the request URI.  It is used by the UE because the actual address of the serving CSCF (intended Registrar) is not known.  This address is also used by the P-CSCF and the I-CSCF to  route the SIP request to the proper S-CSCF in the home domain.

2.1.2.    Detailed Call Flow Description

These flows correspond to the flows in Figure 2‑1.

1. GPRS Attach / PDP Context Establishment ( UE ( GPRS)

This flow is shown to indicate the GRPS Attach and PDP Context Activation procedures that must be completed prior to application registration. When complete, the UE will have aquired an IP address (provided by the GGSN) which serves as the host address for the duration of the PDP context. 

2. CSCF Discovery ( UE ( GPRS/ DHCP)

This flow is the procedure to discover the Proxy CSCF using  DHCP.  When complete, the address of the proxy server (pcscf.home.net) is made known to the UE.
3. SIP REGISTER ( UE ( P-CSCF)

The purpose of this message is to register the user’s SIP URI with a S-CSCF in the home network.  This message is routed to the P-CSCF because it is the only SIP server known to the UE for the voice application. In the following SIP message, the Contact field contains the user’s host address.

The P-CSCF will perform two actions, binding and forwarding.  The binding is between the  User’s SIP address (user1@home_network.com) and the host (terminal) address (aaa.bbb.ccc.ddd) which was acquired during PDP context activation process.  

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:aaa.bbb.ccc.ddd>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

4. DNS Query ( P-CSCF  ( DNS)

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network.  The look up in the DNS is based on the address specified in the Request URI.

5. DNS Response ( DNS ( P-CSCF)

The DNS provides the P-CSCF with an address of the I-CSCF in the home network.

6. SIP REGISTER ( P-CSCF ( I-CSCF)

Since this P-CSCF is call stateful, it is required to be in the path for all Mobile Originated and Mobile Terminated requests for this user.  To ensure this, the P-CSCF has to put itself into the path for future requests.  One solution of achieving this is to have the P-CSCF as the contact point for this user at the home registrar.  

To do this the P-CSCF creates a temporary SIP URI for the user called user1%40home_network.net@pcscf.visited_network.net.  As part of its internal registration procedure the P-CSCF binds the temporary SIP URI to the user’s SIP URI which was also bound to the IP address of the UE as shown in step 3.  The P-CSCF then forwards the REGISTER message for user1@home_network.net, to the home registrar, using a contact address of user1%40home.net@pcscf.visited_network.net.  

This flow shows the SIP Register message being forward from the P-CSCF to the I-CSCF in the home domain.

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP pcscf.visited_network.com

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home_network.net@pcscf.visited_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

7. Control Query ( I-CSCF ( HSS) 

This flow is initiated from the I-CSCF to the HSS for purpose of choosing the serving network. The HSS selects whether the serving network is in the home network or the visited network.  This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

8. Control Query Response ( HSS ( I-CSCF)

Query Response is sent from the HSS to the I-CSCF with information required to select the serving system. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

9. Selection Pull ( I-CSCF ( HSS) 

The I-CSCF sends Selection Pull  to the HSS to request the information related to the required S-CSCF capabilities which shall be input into the S-CSCF selection function. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

10. Selection Pull Response ( HSS ( I-CSCF)

The HSS sends the Selection Pull Response  to the I-CSCF with the capability information required for S-CSCF selection.  The I-CSCF uses this information to select a suitable S-CSCF. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

11. SIP REGISTER ( I-CSCF  ( S-CSCF)

This flow  forwards the SIP Register message from the I-CSCF  to the S-CSCF selected. The  address in the request line is changed to the address of the S-CSCF.

REGISTER sip: scscf.home_network.net SIP/2.0

Via: SIP/2.0/UDP icscf.home_network.com

Via: SIP/2.0/UDP pcscf.visited_network.com

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home.net@pcscf.visited_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

12. Location Put ( S-CSCF ( HSS)

The S-CSCF shall send  Location Put to the HSS.  The HSS stores the S-CSCF name for that subscriber.

13. Location Response ( HSS ( S-CSCF)

The HSS sends Location Put Response to the I-CSCF to acknowledge the sending of Location Put. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

14. Profile Pull ( S-CSCF ( HSS)

On receipt of the Location Put Response information flow, the S-CSCF shall send the Location Pull information flow (subscriber identity) to the HSS in order to be able to download the subscriber profile to the S-CSCF. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

15. Profile Pull Response ( HSS ( S-CSCF)

The HSS returns the information flow Profile Pull Resp (subscriber profile) to the S-CSCF.  The S-CSCF shall store the subscriber profile for that indicated user. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

16. SIP 200 OK ( S-CSCF ( I-CSCF)

The S-CSCF sends acknowledgment to the I-CSCF indicating that Registration was successful.  This message will traverse the path that the REGISTER message took as described in the Via list.

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf.home_network.com

Via: SIP/2.0/UDP pcscf.visited_network.com

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

17. SIP 200 OK ( I-CSCF ( P-CSCF)

The I-CSCF forwards acknowledgment from the S-CSCF to the P-CSCF indicating that Registration was successful.  This message will traverse the path that the REGISTER message took as described in the Via list.

SIP/2.0  200 OK

Via: SIP/2.0/UDP pcscf.visited_network.com

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

18. SIP 200 OK ( P-CSCF ( UE)

The P-CSCF forwards acknowledgment from the I-CSCF to the UE indicating that Registration was successful. 

SIP/2.0  200 OK

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

2.2.   Solution 2: P-CSCF re-initiates REGISTER Message

2.2.1. General Assumptions

The UE gets the address of the P-CSCF as part of the CSCF discovery mechanism.  It uses this address to send its SIP registration to a registrar (in this case the registrar is chosen to be in the home network).  The P-CSCF, being call stateful, is required to be in the path for all SIP requests terminating to and orginating from this mobile.  

In Solution 2, the P-CSCF receives the REGISTER message from the UE and recognizes that a visiting UE is being registered.   In order to remain in the path, the P-CSCF holds the Register message received from the UE and creates a new  Register message which is destined to the S-CSCF.   This new message registers the UE at the Registrar in the home network with the contact as the P-CSCF.  This differs from Solution 1 in that a new Register message is created as opposed to forwarding of the REGISTER request from the UE.

This solution has issues that are discussed at the end of this section.

Below are some of the definitions that are used to construct the SIP messages.

· User SIP URL :  user1@home_network.net

· IP address assigned to UE during PDP context negotiation:  aaa.bbb.ccc.ddd
· Visited P-CSCF address:  pcscf.visited_network.net
· Home I-CSCF address:  icscf.home_network.net
· Home S-CSCF address: scscf.home_network.net

· User’s Temporary SIP URI: user1%40home_network.net@pcscf.visted_network.net
· Registrar in the home domain: registrar.home_network.net  This address is used in the initial SIP REGISTER message as part of the request URI.  It is used by the UE because the actual address of the serving CSCF (intended Registrar) is not known.  This address is also used by the P-CSCF and the I-CSCF to  route the SIP request to the proper S-CSCF in the home domain.

2.2.2.    Detailed Call Flow Description

These flows correspond to the flows in Figure 2‑1.

1. GPRS Attach / PDP Context Establishment ( UE ( GPRS)

This flow is shown to indicate the GRPS Attach and PDP Context Activation procedures that must be completed prior to application registration. When complete, the UE will have aquired an IP address (provided by the GGSN) which serves as the host address for the duration of the PDP context. 

2. CSCF Discovery ( UE ( GPRS/ DHCP)

This flow is the procedure to discover the Proxy CSCF using  DHCP.  When complete, the address of the proxy server (pcscf.home.net) is made known to the UE.
3. SIP REGISTER ( UE ( P-CSCF)

The purpose of this message is to register the user’s SIP URI with a S-CSCF in the home network.  This message is routed to the P-CSCF because it is the only SIP server known to the UE for the voice application. In the following SIP message the Contact field contains the user’s host address. 

The P-CSCF will perform two actions, binding and the spawning of a new REGISTER message.  The binding is between the  User’s SIP address (user1@home_network.com) and the host (terminal) address (aaa.bbb.ccc.ddd) which was acquired during PDP context activation process.  

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:aaa.bbb.ccc.ddd>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

4. DNS Query ( P-CSCF  ( DNS)

Based on the user’s URI, the P-CSCF determines that UE is registering from a visiting domain and performs a DNS query to locate the I-CSCF in the home network.  The look up in the DNS is based on the address specified in the Request URI.

5. DNS Response ( DNS ( P-CSCF)

The DNS provides the P-CSCF with an address of the I-CSCF in the home network.

6. SIP REGISTER ( P-CSCF ( I-CSCF)
Since this P-CSCF is call stateful, it is required to be in the path for all Mobile Originated and Mobile Terminated requests for this user.  To ensure this, the P-CSCF has to put itself into the path for future requests.  One solution of achieving this is to have the P-CSCF as the contact point for this user at the home registrar.  

To do this the P-CSCF creates a temporary SIP URI for the user called user1%40home_network.net@pcscf.visited_network.net.  As part of its internal registration procedure the P-CSCF binds the temporary SIP URI to the user’s SIP URI which was also bound to the IP address of the UE as shown in step 3.  The P-CSCF then creates a new REGISTER message for user1@home_network.net, using a contact address of user1%40home.net@pcscf.visited_network.net and sends it to the registrar in the home network.

This flow shows the new SIP Register message being send from the P-CSCF to the I-CSCF in the home domain.  Note that, unlike flow 6 in Solution 1, this message is a whole new transaction where the Call-ID and the From fields are different.

REGISTER sip:registrar.home_network.net SIP/2.0

Via: SIP/2.0/UDP pcscf.visited_network.com

From:  <sip:pcscf.visited_network.net>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home_network.net@pcscf.visited_network.net>

Call-ID: 1234567890@pcscf.visited_network.net

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

7. Control Query ( I-CSCF ( HSS) 

This flow is initiated from the I-CSCF to the HSS for purpose of choosing the serving network. The HSS selects whether the serving network is in the home network or the visited network.  This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

8. Control Query Response ( HSS ( I-CSCF)

Query Resp is sent from the HSS to the I-CSCF  with information that is required to select the serving network. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

9. Selection Pull ( I-CSCF ( HSS) 

The I-CSCF sends Selection Pull  to the HSS to request the information related to the required S-CSCF capabilities which shall be input into the S-CSCF selection function. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

10. Selection Pull Response ( HSS ( I-CSCF)

The HSS sends the Selection Pull Response  to the I-CSCF with the capability information required for S-CSCF selection.  The I-CSCF uses this information to select a suitable S-CSCF. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

11. SIP REGISTER ( I-CSCF  ( S-CSCF)

This flow  forwards the SIP Register message from the I-CSCF  to the S-CSCF selected.The  address in the request line is changed to the address of the S-CSCF.

REGISTER sip: scscf.home_network.net SIP/2.0

Via: SIP/2.0/UDP icscf.home_network.com

Via: SIP/2.0/UDP pcscf.visited_network.com

From:  <sip:pcscf.visited_network.com>

To:  <sip:user1@home_network.net>

Contact: <sip:user1%40home.net@pcscf.visited_network.net>

Call-ID: 1234567890@pcscf.visited_network.com

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

12. Location Put ( S-CSCF ( HSS)

The S-CSCF shall send  Location Put to the HSS.  The HSS stores the S-CSCF name for that subscriber.

13. Location Response ( HSS ( S-CSCF)

The HSS sends Location Put Response to the I-CSCF to acknowledge the sending of Location Put. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

14. Profile Pull ( S-CSCF ( HSS)

On receipt of the Location Put Response information flow, the S-CSCF shall send the Location Pull information flow (subscriber identity) to the HSS in order to be able to download the subscriber profile to the S-CSCF. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

15. Profile Pull Response ( HSS ( S-CSCF)

The HSS returns the information flow Profile Pull Resp (subscriber profile) to the S-CSCF.  The S-CSCF shall store the subscriber profile for that indicated user. This information is discussed in [ 1] 3G TS 23.228 v1.0.0 (2000 – 09).

16. SIP 200 OK ( S-CSCF ( I-CSCF)

The S-CSCF sends acknowledgment to the I-CSCF indicating that Registration was successful.  This message will traverse the path that the REGISTER message took as described in the Via list.

SIP/2.0  200 OK

Via: SIP/2.0/UDP icscf.home_network.com

Via: SIP/2.0/UDP pcscf.visited_network.com

From:  <sip:pcscf.visited_network.com>

To:  <sip:user1@home_network.net>

Call-ID: 1234567890@pcscf.visited_network.com

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

17. SIP 200 OK ( I-CSCF ( P-CSCF)

The I-CSCF forwards acknowledgment from the S-CSCF to the P-CSCF indicating that Registration was successful.  This message will traverse the path that the REGISTER message took as described in the Via list.

SIP/2.0  200 OK

Via: SIP/2.0/UDP pcscf.visited_network.com

From:  <sip:pcscf.visited_network.com>

To:  <sip:user1@home_network.net>

Call-ID: 1234567890@pcscf.visited_network.com

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

18. SIP 200 OK ( P-CSCF ( UE)

Upon reciept of flow 17, the P-CSCF will acknowledge the REGSITER message send from the UE in flow 3.  

SIP/2.0  200 OK

Via: SIP/2.0/UDP aaa.bbb.ccc.ddd

From:  <sip:user1@home_network.net>

To:  <sip:user1@home_network.net>

Call-ID: 123456789@aaa.bbb.ccc.ddd

CSeq: 1 REGISTER

Expires: 7200

Content-Length: 0

3.   Issues

The UE is required to send un-encrypted messages to the P-CSCF.

The initial REGISTER message as shown in flow 3 can be cryptographically signed by the UE.  In this case, the P-CSCF cannot replace the Contact field.  Thus the above discussed solution for outbound proxy registration REQUIRES the UE to send un-encrypted messages to the P-CSCF.  The P-CSCF can later encrypt this message before forwarding to the I-CSCF, if required.

A well established trust relationship is required between SIP servers of different networks.

If the P-CSCF is allowed to alter the SIP REGISTER message, a mechanism is required to establish the trust –relationship between the P-CSCF and I-CSCF. The P-CSCF is required to have the authority to register a visiting mobile. 

S-CSCF is not in the call path for a Mobile Originated request.

This issue is discussed in another contribution.
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