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[bookmark: foreword][bookmark: _Toc153792578][bookmark: _Toc153792663][bookmark: _Toc160444836][bookmark: _Toc160444900][bookmark: _Toc160444962]Foreword
[bookmark: spectype3]This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).
The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:
Version x.y.z
where:
x	the first digit:
1	presented to TSG for information;
2	presented to TSG for approval;
3	or greater indicates TSG approved document under change control.
y	the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.
z	the third digit is incremented when editorial only changes have been incorporated in the document.
In the present document, modal verbs have the following meanings:
shall		indicates a mandatory requirement to do something
shall not	indicates an interdiction (prohibition) to do something
The constructions "shall" and "shall not" are confined to the context of normative provisions, and do not appear in Technical Reports.
The constructions "must" and "must not" are not used as substitutes for "shall" and "shall not". Their use is avoided insofar as possible, and they are not used in a normative context except in a direct citation from an external, referenced, non-3GPP document, or so as to maintain continuity of style when extending or modifying the provisions of such a referenced document.
should		indicates a recommendation to do something
should not	indicates a recommendation not to do something
may		indicates permission to do something
need not	indicates permission not to do something
The construction "may not" is ambiguous and is not used in normative elements. The unambiguous constructions "might not" or "shall not" are used instead, depending upon the meaning intended.
can		indicates that something is possible
cannot		indicates that something is impossible
The constructions "can" and "cannot" are not substitutes for "may" and "need not".
will		indicates that something is certain or expected to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
will not		indicates that something is certain or expected not to happen as a result of action taken by an agency the behaviour of which is outside the scope of the present document
might	indicates a likelihood that something will happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
might not	indicates a likelihood that something will not happen as a result of action taken by some agency the behaviour of which is outside the scope of the present document
In addition:
is	(or any other verb in the indicative mood) indicates a statement of fact
is not	(or any other negative verb in the indicative mood) indicates a statement of fact
The constructions "is" and "is not" do not indicate requirements.
[bookmark: introduction][bookmark: scope][bookmark: _Toc153792579][bookmark: _Toc153792664][bookmark: _Toc160444837][bookmark: _Toc160444901][bookmark: _Toc160444963]
1	Scope

The Technical Report continues the study on key issue description, solution and conclusion on UPF enhancement for Exposure and SBA Phase 2.
The scopes include the following aspects:
-	Study potential enhancements on UPF selection to discover UPF with specific user plane functionalities, e.g. NAT, Packet inspection, etc;
-	Study potential enhancements on UPF event exposure service to optimize the procedures related to UPF data collection, e.g. direct/indirect subscription of the UPF via control plane from application;
-	Study potential enhancements to support the AF instruction via 5GC to UPF for packet inspection (e.g. UPF detection of certain IP header, HTTP header, etc.) for UL/DL traffic, as well as report collection of the indicated packet inspection from UPF.
[bookmark: references][bookmark: _Toc153792580][bookmark: _Toc153792665][bookmark: _Toc160444838][bookmark: _Toc160444902][bookmark: _Toc160444964]2	References
The following documents contain provisions which, through reference in this text, constitute provisions of the present document.
-	References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.
-	For a specific reference, subsequent revisions do not apply.
-	For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.
[1]	3GPP TR 21.905: "Vocabulary for 3GPP Specifications".
 [2]	3GPP TS 23.501: "System Architecture for the 5G System (5GS); Stage 2".
[3]	3GPP TS 23.502: "Procedures for the 5G System; Stage 2".
[4]	3GPP TS 23.503: "Policies and Charging control framework for the 5G System; Stage 2".
[5]	3GPP TS 29.510: "5G System; Network function repository services; Stage 3".
[6]	3GPP TS 29.244: "Interface between the Control Plane and the User Plane nodes".
[bookmark: definitions][bookmark: _Toc153792581][bookmark: _Toc153792666][bookmark: _Toc160444839][bookmark: _Toc160444903][bookmark: _Toc160444965]3	Definitions of terms and abbreviations
[bookmark: _Toc153792582][bookmark: _Toc153792667][bookmark: _Toc160444840][bookmark: _Toc160444904][bookmark: _Toc160444966]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.

[bookmark: _Toc153792584][bookmark: _Toc153792669][bookmark: _Toc160444841][bookmark: _Toc160444905][bookmark: _Toc160444967]3.2	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
<ABBREVIATION>	<Expansion>

[bookmark: clause4][bookmark: _Toc153792585][bookmark: _Toc153792670][bookmark: _Toc160444842][bookmark: _Toc160444906][bookmark: _Toc160444968]4	Architectural Assumptions and Requirements
[bookmark: _Toc160444843][bookmark: _Toc160444907][bookmark: _Toc160444969]4.1	Architectural Assumptions
-	The architecture and framework as specified in TS 23.501 [2], TS 23.502 [3], and TS 23.503 [4] are regarded as the baseline for this study. 
-	User plane architecture changes are outside of scope and user plane architecture as defined in TS 23.501 [2] will be taken as a basis.
-	The functional split in 5GS between UPF and other functional entities remains unchanged.
-	Selection of the UPF for the PDU Session remains an SMF functionality, not replicated in any other NF. 
-	Functionalities of other NFs, for example, the NEF functionality to authorize requests from the Application Functions are not replicated in UPF. 
[bookmark: _Toc153792587][bookmark: _Toc153792672][bookmark: _Toc160444844][bookmark: _Toc160444908][bookmark: _Toc160444970]4.2	Architectural Requirements
The following architectural requirements are applicable to this study:
-	Solutions shall build on the 5G System architectural principles as defined in TS 23.501 [2], including flexibility and modularity for newly introduced functionalities.
-	UPF event exposure service registration/deregistration and discovery as defined in Release-18 will be taken as basis.
-	Indirect subscription of UPF event exposure via SMF can use either PFCP message or SBI interface based on the event type.
-	The performance of UPF user plane traffic handling shall not be degraded due to mechanisms defined in this study.
-	No impact is introduced on N3, N9 interfaces for this study.
-	The N4, N6 interfaces are based on the existing interface design and remain backward compatible.  
-	Any new mechanisms compared to the Rel. 18 UPEAS need to be justified. 
-	The co-existence for the UPF supporting new functionality included in this study and UPF supporting previous release should be considered.
[bookmark: _Toc22192646][bookmark: _Toc23402384][bookmark: _Toc23402414][bookmark: _Toc26386411][bookmark: _Toc26431217][bookmark: _Toc30694613][bookmark: _Toc43906635][bookmark: _Toc43906751][bookmark: _Toc44311877][bookmark: _Toc50536519][bookmark: _Toc54930291][bookmark: _Toc54968096][bookmark: _Toc57236418][bookmark: _Toc57236581][bookmark: _Toc57530222][bookmark: _Toc57532423][bookmark: _Toc153792588][bookmark: _Toc153792673][bookmark: _Toc160444845][bookmark: _Toc160444909][bookmark: _Toc160444971]5	Key Issues
[bookmark: _Toc160444846][bookmark: _Toc160444910][bookmark: _Toc160444972][bookmark: _Hlk500943653]5.1	Key Issue #1: Selection of UPF providing a selected user plane functionality 
[bookmark: _Toc160444847][bookmark: _Toc160444911][bookmark: _Toc160444973]5.1.1	Description
Currently a UPF advertises the features it supports in the NF profile of UPF registered in NRF as specified in e.g. 3GPP TS 29.510 [5] clause 6.1.6.2.13 and/or over PFCP as defined in 3GPP TS 29.244 [6]. An SMF leverages the exposed UPF information for proper UPF discovery and selection. A UPF implementation may support more optional functionalities like NAT, Packet Inspection, etc which are not fully specified by 3GPP. The following should be studied:
-	Whether there is a need and how to extend the existing UPF advertising capabilities.
-	Whether and how the input parameter(s) for UPF selection by SMF should be enhanced to support selection of UPF supporting specific user plane functionalities, e.g. NAT, Packet Inspection, etc. 
[bookmark: _Toc435670433][bookmark: _Toc436124703][bookmark: _Toc510604403][bookmark: _Toc22214904][bookmark: _Toc509905226][bookmark: _Toc23254037][bookmark: _Toc160444848][bookmark: _Toc160444912][bookmark: _Toc160444974]5.2	Key Issue #2: Enhancements on UPF information exposure
[bookmark: _Toc23254038][bookmark: _Toc22214905][bookmark: _Toc160444849][bookmark: _Toc160444913][bookmark: _Toc160444975]5.2.1	Description
UPF Event Exposure service is supported in 5GS since Rel-17 and enhanced in Rel-18. Rel-18 UPEAS has defined mechanisms for both direct and indirect subscription to the UPF Event Exposure Service. In Release 19, further study is proposed on whether and how to enhance UPF information exposure, including the direct or indirect subscription to the UPF event exposure service.
The key issue is to identify use cases for enhancements on UPF event exposure service and for each use case determine whether and how the consumer can directly or indirectly contact the UPF for its subscription.
The following aspects should be studied in relation to UPF exposure service(s):
-	Identify the specific use case and scenarios that require optimizing the procedures related to UPF data collection with enhancements on UPF direct or indirect subscription;
-	Whether and how the consumer NF can directly or indirectly contact the UPF for its subscription;
-	How to authorize the consumer NF for directly subscribing to UPF event exposure service(s), and how to update/release the subscription;
-	How to support the UPF relocation when some NFs have subscribed the direct or indirect subscription of UPF information.
-	Which Event ID(s) can be subscribed/requested directly or indirectly to the UPF exposure service;
-	Whether there are use cases that require other enhancements on UPF exposure services
NOTE: 	Any enhancements with existing mechanisms need to be justified by analysing the benefits vs. drawbacks compared to existing mechanisms.

[bookmark: _Toc160444850][bookmark: _Toc160444914][bookmark: _Toc160444976]5.3	Key Issue #3: Study enhancements for UPF handling of headers
[bookmark: _Toc160444851][bookmark: _Toc160444915][bookmark: _Toc160444977]5.3.1	Description
This KI maps to the WT#3 of the SID.
The KI will study the enhancements needed to permit additional handling of packet headers by UPF. The following aspects will be studied:
-	Analyse the use cases and problems to be solved and the feasibility of headers handling (i.e. insert, detect) in UPF for the different protocol layers (e.g. application, transport, IP layer…), including for the case of encrypted and unencrypted protocols.
-	Whether and how to enhance the interface between  a trusted AF or untrusted AF (i.e. via NEF) and 5GC to permit configuration of the UPF to insert or detect specific headers in different protocol layers in uplink and downlink directions, with consideration to:
-	User Privacy and anonymity.
-	Applicability of the configuration, e.g. S-NSSAI/DNN, FQDN, PDU Session, traffic flows, per subscriber , DNAI, etc 
-	Frequency of the insertion/detection, e.g. only once, all packets in the applied configuration, upon changes of traffic destination, etc.  
-	Whether and how the Policy and Charging Control framework and 5GC interfaces (e.g. N4) need to be enhanced
-	Whether and how to enhance the interface between trusted AF or untrusted AF (i.e. via NEF) and 5GC for the UPF to expose information related to the detection of packet headers in uplink and downlink.

[bookmark: _Toc26431228][bookmark: _Toc30694626][bookmark: _Toc43906648][bookmark: _Toc43906764][bookmark: _Toc44311890][bookmark: _Toc50536532][bookmark: _Toc54930304][bookmark: _Toc54968109][bookmark: _Toc57236431][bookmark: _Toc57236594][bookmark: _Toc57530235][bookmark: _Toc57532436][bookmark: _Toc153792591][bookmark: _Toc153792676][bookmark: _Toc160444852][bookmark: _Toc160444916][bookmark: _Toc160444978]6	Solutions
[bookmark: _Toc22192650][bookmark: _Toc23402388][bookmark: _Toc23402418][bookmark: _Toc26386423][bookmark: _Toc26431229][bookmark: _Toc30694627][bookmark: _Toc43906649][bookmark: _Toc43906765][bookmark: _Toc44311891][bookmark: _Toc50536533][bookmark: _Toc54930305][bookmark: _Toc54968110][bookmark: _Toc57236432][bookmark: _Toc57236595][bookmark: _Toc57530236][bookmark: _Toc57532437][bookmark: _Toc153792592][bookmark: _Toc153792677][bookmark: _Toc160444853][bookmark: _Toc160444917][bookmark: _Toc160444979][bookmark: _Toc16839382]6.0	Mapping of Solutions to Key Issues
Table 6.0-1: Mapping of Solutions to Key Issues
	
	Key Issues

	Solutions
	Key Issue #1
	Key Issue #2
	Key Issue #3

	Solution #1: Provisioning of information for header handling
	
	
	x

	Solution #2: UPF provision and selection based on new UPF functionality #2
	x
	
	

	Solution #3: Selection on UPF with extended user plane capabilities
	x
	
	

	Solution #4: Selection of UPF providing specific user plane functionalities
	x
	
	

	Solution #5: Direct subscription of UPF event exposure service for TSC management
	
	x
	

	Solution #6: UPF selection based on the status of the supported functionalities
	x
	
	

	Solution #7: Translating SUPI/GPSI to NATed IP address
	
	x
	

	
	
	
	




[bookmark: startOfAnnexes][bookmark: _Toc500949097][bookmark: _Toc92875660][bookmark: _Toc93070684]6.X	Solution #X: <Solution Title>
[bookmark: _Toc500949099][bookmark: _Toc92875662][bookmark: _Toc93070686]6.X.1	Description
[bookmark: _Toc500949101]Editor's Note:	This clause will describe the solution principles and architecture assumptions for corresponding key issue(s). Sub-clause(s) may be added to capture details. 
[bookmark: _Toc92875663][bookmark: _Toc93070687]6.X.2	Procedures
Editor's Note:	This clause describes high-level procedures and information flows for the solution.
[bookmark: _Toc326248711][bookmark: _Toc510604409][bookmark: _Toc92875664][bookmark: _Toc93070688]6.X.3	Impacts on services, entities and interfaces
[bookmark: _Toc250980595][bookmark: _Toc326037266][bookmark: _Toc510604411][bookmark: _Toc92875665][bookmark: _Toc93070689][bookmark: _Toc310438366][bookmark: _Toc324232216][bookmark: _Toc326248735][bookmark: _Toc510604412]Editor's note:	This clause captures impacts on existing services, entities and interfaces.
[bookmark: _Toc160444854][bookmark: _Toc160444918][bookmark: _Toc160444980][bookmark: _Toc148498832]6.1	Solution #1: Provisioning of information for header handling
[bookmark: _Toc160444855][bookmark: _Toc160444919][bookmark: _Toc160444981]6.1.1	Description
Network operators can reach agreements with Application Service Providers to handle traffic specific to their applications in a particular way and/or under specific conditions, in terms of SLAs between both business parties. 
Automation capabilities of 5G for network slicing, charging, interactions with AFs, use of analytics, etc permit MNOs to engage in agreements with Application service providers in a dynamic way compared to previous technologies and to provide relevant configurations for devices and network nodes using rules and policies to support such agreements.
One way of implementing agreements with an ASP is by exchanging in-band information included in the relevant protocols. Client, server or proxies in the traffic path can insert specific information or use specific protocols that imply a particular behaviour for the receiving entity. An example of insertion of information in Release 18 is the use of ECN for L4S to permit rate adaptation for a particular flow.
Release 18 specifications have also included functionality for Service Function Chaining capabilities so that an Application Function can request a particular steering of user plan traffic towards specific service functions in the N6-LAN. Additionally, in earlier releases, the enrichment of packet headers was possible in the uplink direction by including specifically the IMEI as part of the header. This capability has evolved in 5G to be more generic and make use of containers in FAR rules, however, it is still not available for request from the AF/operator platform and no functionality exists for notification upon detection of headers.
Recenly, different standards organizations are engaged in developing protocols and market is developing mechanisms that permit the network to recognise the content so specific handling can be provided, while keeping the content encrypted.
The solution leverages existing functionality to address mechanisms that facilitate SLAs, in an environment where the variety of mechanisms and protocols keep on growing, using in-band information specific to the particular agreement:
-	Header/tag(s) handling request in N6 or in N3 and reporting.
The existing functionality for AF traffic influencing, together with use of PFDs as needed, is used as baseline for the solution proposed.
Different use cases may require procedures at different levels. The HTTP traffic is being reduced while encrypted protocols grow, so any potential insertion or detection would need to be at different layers, mainly transport and IP. To make the mechanism generic for different cases, it is proposed to use a a rule referred to by an AF.
[bookmark: _Toc160444856][bookmark: _Toc160444920][bookmark: _Toc160444982]6.1.2	Procedures
[bookmark: _Toc160444857][bookmark: _Toc160444921][bookmark: _Toc160444983]6.1.2.1	Insertion/detection request
The proposed rule shall include:
-	Identifier
-	Conditions for header/tag handling e.g. always, at initiation, during certain period; 
-	Actions: Add, Remove, Replace, Modify, Detect one or more header/tag(s);
-	Reporting conditions: Threshold based, periodical with the relevant threshold values and periodicity;
-	Reporting content e.g. header/tag “x” detected, header/tag “a” is replaced by header/tag “b”, header/tag “c” is added, etc.
- 	Information relevant to parties in SLA   
The information relevant to the parties in the SLA is handled as metadata and is assumed as pre-agreed information between the parties to include header/tags related information. 
Leveraging on the NF service Nnef_TrafficInfluence, and following the description in clauses 5.6.7 and  5.6.16 of TS 23.501, an AF may request the SMF, via NEF and PCF, handling some header/tag to the protocol at the user plane for:
-	a particular S-NSSAI/DNN and 
-	a particular application and/or 
-	a particular UE/group of UEs or any UE. 
The actual rule(s) is(are) provided in the relevat Nnef_TrafficInfluence operation (create/update/delete) by the AF, together with the direction for handling, i.e. uplink, downlink. As opposed to influencing on routing or SFC, in this case the AF request may not always need to be linked to an ongoing PDU session. The request can be applied to the ongoing or future PDU session.  
The following sequence is extracted from TS 23.502 clause 4.3.6.2 to apply for this solution:


Figure 6.1.2-1 Nnef_TrafficInfluence operation (TS 23 502 [3] clause 4.3.6.2)
In step#1, the AF inserts the rule contents, including the information that is relevant for the parties (as metadata). In step#2, NEF confirms the AF is authorised to use this rule based on local configuration, and then will store/update the received data in the UDR for data set pointing to application data.  
At notification from UDR, PCF verifies the content of the metadata as the pre-agreed information between the parties and transforms it in the relevant information to be inserted/detected (e.g. header/tag, protocol layer, etc), including in addition the rule contents together with the direction of handling, in the PCC rule. If the AF requests reporting on header/tag detection, the PCF includes in the PCC rule(s) the information required for reporting the event.
In step#5, the PCF determines if existing PDU Sessions are potentially impacted by the AF request. For each of these PDU Sessions, the PCF updates the SMF with corresponding new policy information about the PDU Session.
In step#6, SMF installs PDR/FAR and URR (if reporting required) rules using N4 procedures into the UPF.   
Editor’s Note:	Whether header handling exposure is part of Nnef_TrafficInfluence or another service (e.g. a new service) is FFS
[bookmark: _Toc160444858][bookmark: _Toc160444922][bookmark: _Toc160444984]6.1.2.2	Header/tag reporting/notification leveraging Nnef_TrafficInfluence_Notify
When a detection action is requested by the AF, SMF and UPF are instructed to report information included by the client or server side under the SLA. The instruction for detecting a header/tag may or may not be associated with an insertion/removal/modification/replacement. 
In case the detection action is not associated with any insertion/removal/modification/replacement, the procedure in TS 23.502 clause 4.4.2.2 is applicable to this solution upon detection in the UPF of a PDR associated to a URR.


Figure 6.1.2.2-1 N4 Session Report (TS 23.502[3] clause 4.4.2.2)
Upon detection of the header/tag requested by the AF, the N4 Session Report with “Start of Traffic (usage report)” is assumed to be used by UPF. This usage report shall include the information related to the header/tag that has been detected. 
If the detection action is associated with an insertion/removal, modification or replacement, the N4 Session report with “Start of Traffic (usage report)” is proposed to be used as well by the UPF. The usage report shall include instead information about the header/tag detected and the action performed on it.
Editor’s Note:	Whether to use Start of Traffic (usage report) or a new parameter is FFS

The following sequence from TS 23.502 clauses 4.3.6.3 to apply for this solution upon notification from the UPF:


Figure 6.1.2.2-2 Notification from UPF(TS 23.502 [3] clause 4.3.6.3)

Editor’s Note:	What parameters are to be used in Nsmf_EventExposure for header/tag handling is FFS
After the step 2b, the actions the AF may execute are not depicted; those will depend on the agreement with the MNO.
NOTE:	Reporting detection of a header for Any UE or for some popular applications can cause UPF to issue lots of reports and consequently high signaling load. Requesting reporting of a header/tag detection in UEs traffic needs to be considered with care.
[bookmark: _Toc157584574][bookmark: _Toc160444859][bookmark: _Toc160444923][bookmark: _Toc160444985]6.1.3	Impacts on services, entities and interfaces
-	NEF
-	Nnef_TrafficInfluence service, adding optional header tag rule Id, container/metadata, direction (uplink/downlink) and handling new event in the Event ID reported to AF
-	UDR
-	Nudr_DataManagement service, adding new data subset in the Application data set.
-	PCF
-	PCC rule to add a header tag identifier and metadata
-	SMF
-	Nsmf_EventExposure service, to include new event for notification to the AF
-	To depict PDR/FAR/URR rules handling for header/tag handling. 
-	N4 updates
-	UPF
-	N4 updates: Header handling capability, for insertion/modification/removal/replacement and/or detection

[bookmark: _Toc160444860][bookmark: _Toc160444924][bookmark: _Toc160444986]6.2	Solution #2: UPF provision and selection based on new UPF functionality  
[bookmark: _Toc97036719][bookmark: _Toc160444861][bookmark: _Toc160444925][bookmark: _Toc160444987]6.2.1	Key Issue mapping
This solution is for KI #1 Selection of UPF providing a selected user plane functionality.
[bookmark: _Toc97036720][bookmark: _Toc160444862][bookmark: _Toc160444926][bookmark: _Toc160444988]6.2.2	Description
 UPF has supported to register in NRF. This registration phase uses the Nnrf_NFManagement_NFRegister operation. But some the UPF capabilities are not included in the UPF Provisioning Information in the NRF.    
For example, there are identified 3 scenarioes that justify use case that necessitate a need to extend the existing UPF capabilities in case UPF has integrated additional functionalities as below:
[bookmark: _Hlk158504295]-	Scenario 1: Identifying UPF supporting features as NAT.
Background: Multi solution environment where some of UPF support NAT, it is difficult to select UPF as per requirement. 
-	Scenario 2: DDoS protection or Firewall support in UPF.
Background: To identify which UPF enabled with security features. 
-	Scenario 3: Layer 7 DPI inspection
Background: One of the key product capabilities that is often integrated in the UPF is Deep Packet Inspection (DPI) based services. DPI is the examination of layer 7 (L7), which contains Uniform Resource Identifier (URI) information. In some cases, layer 3 (L3) and layer 4 (L4) analyzers that identify a trigger condition are insufficient for billing purposes, so layer 7 examination is used.
It would be beneficial that the UPF can register its capabilities in the NRF and NRF provides them to SMF, without relying on the N4 interface.  
By adding the specific user plane functionalities of each UPF instance into the UPF Provisioning Information when registering in NRF, a consumer NF or an SMF can issue a request to the NRF including the UPF capabilities for proper UPF discovery and selection.
This contribution proposes to register/update the new UPF functionalities in NRF to support UPF selection/discovery with the specific user plane functionalities.

[bookmark: _Toc97036721][bookmark: _Toc160444863][bookmark: _Toc160444927][bookmark: _Toc160444989]6.2.3	Procedures
[bookmark: _Toc51834853][bookmark: _Toc36192044][bookmark: _Toc47592766][bookmark: _Toc27894963][bookmark: _Toc45193134][bookmark: _Toc153802106][bookmark: _Toc20204271]Procedures in TS 23.502 clause 4.17.1 and clause  4.17.2 are reused to support registering specific UPF functionalities in NRF. The following UPF functionalities are added in UPF profile stored in NRF:
-	NAT functionality, and the type of the NAT functionality e.g. static NAT, pooled NAT, NAPT, easy IP, and NAT server. 
-	Packet Inspection functionality, i.e., Layer 7 DPI.
-	DDoS protection or Firewall
-	DNS snooping
Procedures in TS 23.502 clause  4.17.6 is reused to support SMF provisioning of UPF via the NRF by providing the new UPF functionalities above in the request.
Procedures in clause 4.15.4.5.3 is reused to support UPF discovery via the NRF by providing the new UPF functionalities above in the request.

[bookmark: _MON_1720333833][bookmark: _Toc97036722][bookmark: _Toc160444864][bookmark: _Toc160444928][bookmark: _Toc160444990]6.2.4	Impacts on services, entities and interfaces
NRF:
-	Storing new UPF functionalities in UPF profile.
-	Support of new query parameters accords with the new UPF functionalities, e.g. NAT, packet inspection.
SMF
-	Discovery of several UPFs that accords with the new UPF functionalities, e.g. NAT, packet inspection.
UPF:
-	Enhanced to register new UPF functionalities in the NRF

[bookmark: _Toc100839753][bookmark: _Toc100839818][bookmark: _Toc100839950][bookmark: _Toc100840027][bookmark: _Toc113421472][bookmark: _Toc113421910][bookmark: _Toc122508732][bookmark: _Toc160444865][bookmark: _Toc160444929][bookmark: _Toc160444991]6.3	Solution #3: Selection on UPF with extended user plane capabilities
[bookmark: _Toc96958846][bookmark: _Toc96964623][bookmark: _Toc97307777][bookmark: _Toc100839754][bookmark: _Toc100839819][bookmark: _Toc100839951][bookmark: _Toc100840028][bookmark: _Toc113421473][bookmark: _Toc113421911][bookmark: _Toc122508733][bookmark: _Toc160444866][bookmark: _Toc160444930][bookmark: _Toc160444992]6.3.1	Description
[bookmark: _Toc113421474][bookmark: _Toc113421912][bookmark: _Toc122508734][bookmark: _Toc160444867][bookmark: _Toc160444931][bookmark: _Toc160444993]6.3.1.1	Solution Description
[bookmark: _Toc100839755][bookmark: _Toc100839820][bookmark: _Toc100839952][bookmark: _Toc100840029][bookmark: _Toc113421476][bookmark: _Toc113421914][bookmark: _Toc122508736]This solution proposes to improve current UPF selection by extending the baseline UPF capabilities announced in N4 and UPF NF profile in NRF by defining an open and generic value (e.g. octet string) which can be used for non-standard or partially supported features:
-	The content of this new information element shall be configured by operator at UPF, and it represents the characteristics of this NF, which could be beyond current 3GPP standardized capabilities.
-	The content syntax could be just a string or a sequence of bits values. This is for stage 3 to define what is the best syntax.
-	SMF can use this information to choose right UPF according to the capabilities of UPF and the needs of the PDU session. 
-	This new information element is to be considered in the selection/re-selection of UPF (see clause 6.3.3.3 in TS 23.501 [1]).
The proposed solution can be used for addressing many scenarios. As an example, the new information element can be defined to correspond to: 
-	Different hardware configurations (e.g CPU or NIC (Network Interface Controller) that brings better capacity or latency characteristics).
-	Partial support of a standardized feature.
-	Non-standard features implemented in UPF, such as e.g. NAT, firewalling or advanced non standardized reporting or forwarding features that cannot be mapped to current information elements as capabilities.
And combinations of the above, simplifying management of complex deployments where several UPFs (potentially from different vendors and/or for special purpose e.g. tuned for the Edge) coexist.
The new information element proposed is referred to as AdditionalSupportInfo in following clauses.

[bookmark: _Toc160444868][bookmark: _Toc160444932][bookmark: _Toc160444994]6.3.2	Procedures
The solution enhances the following procedures:
-	It extends the PFCP Association Setup (see clause 4.4.3.1 with “N4 Association Setup Procedure” and clause 4.4.3.2 “N4 Association Update Procedure” in TS 23.502 [3]) adding new capabilities for supported functionalities. This is for stage 3 to define, for example extending current IE Supported-Features IE in PFCP with one more bit and adding a new AdditionalSupportInfo IE with a new octet string that contains the information configured locally in UPF (as described in 6.3.1). 
-	It extends UPF registration in NRF (clause 4.17.1	“NF service Registration” and clause  4.17.2	“NF service update” in TS 23.502 [3]) by adding in NF profile for UPF new capabilities. This is for stage 3 to define, for example extending SupportedPfcpFeatures in UpfInfo element in Nnrf_NFManagement NFRegister Request message with one more bit and adding a new AdditionalSupportInfo IE that contains the information configured locally in UPF (as described in clause 6.3.1). 
-	It enhances UPF discovery  assisted by NRF (see discovery procedures, e.g. clause 4.17.4	 “NF/NF service discovery by NF service consumer in the same PLMN” in TS  23.502 [3]). The Consumer may include in Nnrf_NFDiscovery Request message the desired value of new AdditionalSupportInfo parameter in the NFProfile. 
-	It enhances UPF selection by the SMF. As part fo PDU Session Management, SMF must select the UPF for the PDU Session. As indicated in clause 6.3.3.3	“Selection of an UPF for a particular PDU Session” in TS 23.501 [1], the capability of the UPF including the new AdditionalSupportInfo IE and the functionality required for the particular PDU session shall be considered so an appropriate UPF can be selected by matching the functionality and features required.
See below in figure  6.3.2-1 how this solution enhances UPF Selection during PDU Session Establishment (based on clause 4.4.3 in TS  23.502 [3]). 
When this procedure is triggered, UPF has already provided its capabilities to SMF over N4 or SMF gets them from NRF as described above. As shown in figure 6.3.2-1, it is in the step 8 of this procedure where SMF performs UPF selection. For such selection, the UPF new capabilities (including AdditionalSupportInfo IE) are considered by SMF in addition to the baseline ones so an appropriate UPF can be selected by matching the functionality and features required
Editor's Note: it is FFS if there is any existing IE in PFCP/NF profile that can be used
How the SMF determines information about the user plane network topology, also including this new AdditionalSupportInfo, is based on operator configuration (as indicated in NOTE1 in clause 6.3.3.3 Selection of an UPF for a particular PDU Session in TS 23.501.
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Figure 6.3.2-1 Example of UE-requested PDU Session Establishment for non-roaming and roaming with local breakout (TS 23.502[3] clause 4.3.2.2)
[bookmark: _Toc100839756][bookmark: _Toc100839821][bookmark: _Toc100839953][bookmark: _Toc100840030][bookmark: _Toc113421477][bookmark: _Toc113421915][bookmark: _Toc122508737][bookmark: _Toc160444869][bookmark: _Toc160444933][bookmark: _Toc160444995]6.3.3	Impacts on existing nodes and functionality
UPF, SMF, NRF are impacted. 
Impacts results from adding the AdditionalSupport Info information in UPF configuration and in the procedures for:
-	PFCP Association Setup. 
-	UPF registration in NRF. 
-	UPF discovery assisted by NRF.
-	UPF selection by the SMF.
As described in clause 6.3.1.

[bookmark: _Toc160444870][bookmark: _Toc160444934][bookmark: _Toc160444996]6.4	Solution #4: Selection of UPF providing specific user plane functionalities
[bookmark: _Toc160444871][bookmark: _Toc160444935][bookmark: _Toc160444997]6.4.1	Key Issue mapping
This solution addresses Key Issue #1.
[bookmark: _Toc160444872][bookmark: _Toc160444936][bookmark: _Toc160444998]6.4.2	Description
The functionality of the UPF is defined in 3GPP TS 23.501 clause 6.2.3. Currently a UPF advertises the features it supports in the NF profile of the UPF registered in NRF as specified in e.g. 3GPP TS 29.510 clause  6.1.6.2.13, and/or over PFCP as defined in 3GPP TS 29.244. An SMF leverages the exposed UPF information for proper UPF discovery and selection. A UPF implementation may support optional functionalities like NAT, Packet Inspection, etc. which might be useful for a PDU session. For the most optimal UPF selection for a PDU session a solution needs to address the following aspects:
1.	How does the SMF determine the UPF functionalities that should be considered for the selection of the most appropriate UPF for a given PDU session?
2.	How the UPF discovery is enhanced to enable an SMF to discover a UPF offering functionalities like NAT, Packet Inspection, etc. which are considered useful for the relevant PDU session?
The current solution proposes that the SMF determines the UPF functionalities for a PDU session based on:
1.	Configuration: The SMF may be configured with the UPF functionalities to use for PDU sessions established for a given DNN/S-NSSAI. The UPF functionalities may be required and/or desired for the PDU Session. 
2.	Subscription information from the UDM/UDR: The SMF may receive subscription information from the UDM, during (or after) the establishment of the PDU session, indicating functionalities that are required and/or desired for the PDU session. For example, subscription information for children might require parental control for the internet DNN/S-NSSAI.
3.	Policy information received from the PCF: The SMF may receive policy information from the PCF, during (or after) the establishment of the PDU session, indicating functionalities that are required and/or desired for the PDU session. The PCF may be configured with relevant policies e.g. per DNN/S-NSSAI, or per subscriber, group(s) of subscribers, etc. For example, for subscribers of a specific enterprise some functionalities might be required and/or preferred.
4.	Input from the incoming request. The incoming request is not modified in this solution, existing input can be leveraged.  
When the SMF determines a UPF functionality as required for the PDU Session it only selects a UPF supporting the UPF functionality. If such a UPF does not exist, the PDU Session Establishment request is rejected. When the SMF determines a UPF functionality as desired for the PDU Session the SMF prefers selecting a UPF supporting the desired functionality, however if such a UPF is not available the PDU Session is served by a UPF supporting at least all required functionalities. For a combination of required and desired functionalities for a PDU Session the SMF selects a UPF for the PDU Session supporting all the required functionalities and most of the desired functionalities possible. For the cases were the optimal UPF for a PDU Session is loaded or located away from the current UE location etc. it is up to the SMF implementation/configuration to make the best possible UPF selection considering all relevant functionalities and the rest KPIs. The following flowchart describes the logic followed by the SMF:


Figure 6.4.2-1: UPF selection logic at the SMF
Examples of UPF functionalities that may be required or desired for a PDU session are the following:
-	support of Deep Packet Inspection (DPI) with specific DPI levels, e.g. specific transport levels such as QUIC, MP-QUIC, MP-TCP, MASQUE and/or application such as HTTP, RTP, SIP, WebRTC, etc.;
-	support of parental control, with optionally specific controls to be enforced to the traffic;
-	support of MASQUE proxy functionality.
The UPF advertises its functionalities in its NF profile via proper extensions. Discovery query parameters used by the SMF are enhanced accordingly to support the discovery of the UPF functionalities. The SMF leverages the Nnrf_NFDiscovery service to retrieve UPF profiles. Desired functionalities are queried as optional to the NRF so that the NRF returns UPFs either supporting these functionalities, if such UPFs exist, or UPFs which do not support the desired functionalities. Utilizing the returned UPF profiles from the NRF, SMF selects the best possible UPF to serve a PDU Session. 
UPF functionality advertisement can also take place over N4 via the existing PFCP messages and proper extensions of the UP Function Features.  

[bookmark: _Toc160444873][bookmark: _Toc160444937][bookmark: _Toc160444999]6.4.3	Procedures
Figure 6.4.3-1 depicts the procedure summarizing the solution. Only changes to existing TS 23.502 procedures to include new parameters are mentioned.


Figure 6.4.3-1: Procedure for selecting the optimal UPF for a PDU Session supporting required and desired functionalities
1.	A PDU Session Establishment (Modification) request is received at the SMF. No modifications are foreseen by this solution to this message.
2.	SMF retrieves session related subscription information from the UDM which might include required and/or desired functionalities for the PDU Session.
3.	Policy association (modification) is triggered by the SMF.
4.	PCC rules might include required and/or desired functionalities for the PDU Session.
5.	SMF discovers UPFs with the help of NRF by issuing an Nnrf_NFDiscovery request. Required and desired UPF functionalities are included in the query.
6.	NRF returns the profiles of the UPFs supporting at least the required UPF functionalities.
7.	SMF selects the best UPF supporting all the required functionalities, if it exists, and the maximum set of desired functionalities. 
8.	N4 Session Establishment/Modification request properly extended, if needed, to configure the UPF as necessary for using the required and/or optional functionalities.
[bookmark: _Toc160444874][bookmark: _Toc160444938][bookmark: _Toc160445000]6.4.4	Impacts on services, entities and interfaces
-	UDM/UDR – Session subscription information might include required and/or desired functionalities for the PDU Session of the subscription.
-	PCF – includes in the PCC rule required and/or desired functionalities for the PDU Session.
-	NRF – supports the UPF profile with the extended functionalities. The NRF also supports enhanced discovery with new query parameters for the UPF functionalities.  
-	SMF – supports extended UPF discovery and selection based on required and/or desired UPF functionalities for the PDU Session. The SMF also supports any N4 extensions for the proper UPF configuration for using the required and/or desired UPF functionalities.
-	UPF – supports extended UPF functionalities, their advertisement in UPF profile and/or N4 interface and their configuration if needed from the SMF via PFCP messages.
[bookmark: _Toc160444875][bookmark: _Toc160444939][bookmark: _Toc160445001]6.5	Solution #5: Direct subscription of UPF event exposure service for TSC management 
[bookmark: _Toc104883061][bookmark: _Toc117496634][bookmark: _Toc122517856][bookmark: _Toc113426209][bookmark: _Toc160444876][bookmark: _Toc160444940][bookmark: _Toc160445002]6.5.1	Description
This solution is applicable for a case the UPF employs the NW-TT functionality. According to the latest TS 23.501 specification, the assumptions are as follows.
-	5GS TSN bridge has a single NW-TT entity within UPF.
-	Bridge ID is to distinguish between bridge instances within 5GS
-	To support TSN, the user plane node ID is Bridge ID.
-	To support integration with IETF DetNet, the user plane node ID can be Router ID. The user plane node ID may be pre-configured in the UPF based on deployment.
-	TSN AF or TSCTSF has and stores the Bridge ID or Router ID and its address before subscription of UPF event exposure service for TSC management.
Based on the assumption, TSN AF or TSCTSF can directly subscribe UPF event exposure service to exchange TSC management information (i.e. UMIC and/or PMIC). 

[bookmark: _Toc104883062][bookmark: _Toc117496635][bookmark: _Toc122517857][bookmark: _Toc113426210][bookmark: _Toc160444877][bookmark: _Toc160444941][bookmark: _Toc160445003]6.5.2	Procedures
[bookmark: _Toc160444878][bookmark: _Toc160444942][bookmark: _Toc160445004]6.5.2.1	Direct subscription of UPF Event Exposure service for TSC management 


 
Figure 6.5.2.1: Direct subscription of UPF Event Exposure service for TSC management 
1.	TSN AF or TSCTSF gets user plane node ID as Bridge ID or Router ID through PDU session establishment procedure.
2.	TSN AF or TSCTSF gets UMIC for the address of user plane node ID through PDU session modification procedure via PCF and SMF.
3.	TSN AF or TSCTSF stores user plane node ID and its address.
4.	The consumer NF directly subscribes the UPF event exposure service for TSC management or time synchronization and deterministic networking between TSN AF or TSCTSF and NW-TT via Nupf_EventExposure_Subscribe service operation. 
5.	When the subscribed event is occurred, the UPF sends the collected UPF data (i.e., TSC management information) via Nupf_EventExposure_Notify service operation to the consumer NF.
Editor’s Note:	The impact of this procedure to the existing procedures of TSN Bridge information exchange and management is FFS.

[bookmark: _Toc104883063][bookmark: _Toc117496636][bookmark: _Toc122517858][bookmark: _Toc113426211][bookmark: _Toc160444879][bookmark: _Toc160444943][bookmark: _Toc160445005]6.5.3	Impacts on services, entities and interfaces
TSN AF or TSCTSF:
-	Supports direct subscription of UPF event exposure services for TSC management (i.e., Event ID).
UPF:
-	Supports direct subscription of event exposure services for TSC management (i.e., Event ID).

[bookmark: _Toc93674514][bookmark: _Toc160444880][bookmark: _Toc160444944][bookmark: _Toc160445006]6.6	Solution #6: UPF selection based on the status of the supported functionalities
[bookmark: _Toc160444945][bookmark: _Toc160445007]6.6.1	Key Issue mapping
The solution applies to Key Issue #1: Selection of UPF providing a selected user plane functionality.

[bookmark: _Toc160444946][bookmark: _Toc160445008]6.6.2	Description
As described in the Key Issue #1, UPF advertises the features it supports in the NF profile of UPF registered in NRF. A UPF implementation may support more optional functionalities like NAT, Packet Inspection, etc. An SMF leverages the exposed UPF information for UPF selection.
In the context of TS 23.501[2], the exposed features are introduced as following parameter(s) and information that may be considered in the UPF selection by the SMF.
-	Capability of the UPF and the functionality required for the particular UE session: An appropriate UPF can be selected by matching the functionality and features required for an UE.
Note: 
-	The capability or functionality to be provided may be further described as a part of UPF Provisioning Information in the NRF.
In UPF implementations, individual functionality can be enabled/ disabled after the provisioning. In such a case, the individual functionality may be seen as to be provided from the NF profile perspective because it has been provisioned. But it may not be available. 
The objective of the UPF selection in the SMF is to discover available UPF instance(s). NFDiscovery can be used to clarify if individual functionalities are supported or non-supported. 
This solution further clarifies if the individual functionalities are available or unavailable out of the discovered UPF(s) so that SMF can accurately select available UPF(s) 
Assumptions:
-	As described in TS 23.501 [2], OAM configures NF Profile for the UPF. 

[bookmark: _Toc160444947][bookmark: _Toc160445009]6.6.3	Procedures
[image: ]
Figure 6.6.3-1 Procedure to notify status of functionalities in UPF


1.	UPF invokes Nnrf_NFManagement_NFRegister service to request NRF to register the configured NF Profile for the UPF.
2.	In PDU session establishment, for example, SMF invokes Nnrf_NFDiscovery service to request NRF to discover UPF(s) that supports event exposure service to notify status of running functionalities (e.g. active, inactive of NAT, Packet Inspection, etc.).
3.	NRF responds SMF to give NF Profile for the UPF that matches the request.
4.	SMF has:
-	a list of UPF(s) that supports targeted functionalities

5.	UPF informs status of the individual functionalities in the discovered UPF(s)
6.	NRF informs status of the individual functionalities in the discovered UPF(s)
Editor’s note: Which operation  is used and impacts are for further study. 
-	Leveraging Nnrf_NFManagement service operations
-	N4 Node Level Procedures
Editor’s note:  Impacts to the existing PDU session needs to be studied.
7.	SMF executes UPF selection based on the status of the supported functionalities in the UPF. For example, UPF in which the status of NAT is active is selected if UPF with NAT is requested.
Editor’s Note:	How UPF know which SMF is to be notified and how to notify it as no SMF endpoint information. 
Editor’s Note:	It is FFS for SMF what is the difference of the one functionalities in the UPF is disable comparing to the one functionalities is not included in the UPF NF profile.

[bookmark: _Toc160444948][bookmark: _Toc160445010]6.6.4	Impacts on services, entities and interfaces
SMF: 
-	UPF selection based on the status of the supported functionalities
UPF: 
-	Notification about status of supported functionalities
NRF:
-	Notification about status of supported running functionalities

[bookmark: _Toc157752219][bookmark: _Toc160444881][bookmark: _Toc160444949][bookmark: _Toc160445011]6.7	Solution #7: Translating SUPI/GPSI to NATed IP address
[bookmark: _Toc157752220][bookmark: _Toc160444882][bookmark: _Toc160444950][bookmark: _Toc160445012]6.7.1	Description
[bookmark: _Toc160444883][bookmark: _Toc160444951][bookmark: _Toc160445013]6. 7.1.1		Background and problem description
While in R18 UPEAS item, the NAT related issues are introduced and solved. If NAT deployed in network, there exists the mapping table between internal private UE IP address (used in 5GC internally) and public UE IP address used in application server. 
If NAT is supported in network, there exists the problem that in eNA UE data collection procedure listed below: 
-	As indicated in step 3a and 3b in section 6.2.8.2.3 of TS 23.288[x], the NWDAF subscribes to the AF in trusted/untrusted domain for UE data collection. In the request from NWDAF, the SUPI or to GPSI is included to identify the target UE for data collection. And also indicated in the section 6.2.8.2.4.1 of TS  23.288[x], the UE IP address is used to identify the user plane connection established between the UE application and the AF for data collection. The AF is required to correlate the UE IP address to the SUPI or to GPSI. Or, as indicated in section 6.2.8.2.4.4, the NWDAF should correlate the UE IP address to the SUPI or to GPSI.
-	And as described in section 6.2.8.2.4.2, 6.2.8.2.4.3 and 6.2.8.2.4.4, the AF or NWDAF uses the SUPI/GPSI to obtain the serving SMF id(s) from UDM, and request the SMF to obtain the allocated IPv4 address or IPv6 prefix for the UE. After these procedures, the AF or NWDAF gets the UE IP address.
However, the allocated IPv4 address here that AF or NWDAF gets from SMF is a private IP address, not the public UE IP address. The SMF or DHCP can only allocate the private UE IP address. And in the internal 5GC, between the interaction of each 5GC elements, only the private UE IP address is used. 
Even if the AF receives the private UE IP address, the AF cannot identify the target UE for data collection, because the AF can only identify the public UE IP address, if the NAT function is deployed in UPF.
So, as the description above, after introducing the NAT functionality, there is a lack of a process to provide public UE IP address to AF to identify the target UE for data collection. 
[bookmark: _Toc160444884][bookmark: _Toc160444952][bookmark: _Toc160445014]6.7.1.2	High level description
NWDAF can subscribe to the AF in order for the AF to collect data from UE which can be used by NWDAF for analytics to the UE. In the subscription, the NWDAF can provide the SUPI/GPSI to the AF, and the AF then needs to be able to correlate the IP flow between itself and the UE with the received SUPI/GPSI. The NWDAF can also by itself provide the IP address to the AF, i.e. NWDAF translates SUPI to UE IP address.
One solution to this correlation is for the AF/NEF to query UPF for this mapping e.g. via SMF. Since a UE can have many PDU sessions for a DNN and S-NSSAI each with its own NAT address, and the UE can also have many ongoing IP flows on a PDU session where only one of these is towards the AF, there must be a way to distinguish the flow between the UE and the AF from all other flows. This solution proposes that the AF provides a list of its IP addresses that the AF uses for its communication with the UEs, or if AF uses NEF, the NEF is configured with the list of IP address the AF uses for its communication with UEs, or the UPF provides the full NAT mapping table for a UE address.
[bookmark: _Toc157752221][bookmark: _Toc160444885][bookmark: _Toc160444953][bookmark: _Toc160445015]6.7.2	Procedures
[bookmark: _Toc160444886][bookmark: _Toc160444954][bookmark: _Toc160445016]6.7.2.1	Procedure
SMF
NF/AF
UPF

1. Nsmf_GetPublicIPaddressAndPort req.

2. Nupf_GetPublicIPaddressAndPort req.

3. Nupf_GetPublicIPaddressAndPort resp.

2. Nsmf_GetPublicIPaddressAndPort req.


Figure 6.7.2-1: Getting NATed IP address and port
0.	PDU session(s) has been established. If GPSI is known, NF(e.g. NEF or NWDAF)/AF has translated GPSI to SUPI. NF has discovered SMF(s) handling a the PDU session(s) for the combination of SUPI and DNN and S-NSSAI. The NF needs to know the endpoint addresses of the remote end (that is, all possible destination IP addresses of the UE IP flows e.g. the AF endpoints) if it is the NF and not AF that is to execute the procedure.
1.	NF/AF sends 1. Nsmf_GetPublicIPaddressAndPort request (SUPI, DNN, S-NSSAI, optionally: list of public IP addresses for the remote endpoint, e.g. the AF endpoints) to SMF. The NF (e.g. NEF or NWDAF) consumes Nudm_UECM_Get to obtain the address of SMFs that serving this UE.
NOTE 1: If the UE has several PDU sessions for the DNN and S-NSSAI, and these are served by different SMFs, the NF/AF sends a request to each of those SMFs.
2.	SMF translate the SUPI, DNN and S-NSSAI to UE private IP address(es), and sends  Nupf_GetPublicIPaddressAndPort request (UE private IP address and, DNN, S-NSSAI, and if received, list of public IP addresses for the remote end) to UPF.
NOTE 2: If the UE has more than one PDU session for the DNN and S-NSSAI, then if the SMF uses IP address in the request to UPF, the SMF sends several requests to UPF.   
3.	UPF finds all related NAT mappings for the received UE private IP address (or SUPI) and if a list of public addresses was received in step 2., UPF selects the NAT mapping of the UE flows with destination IP address within the received list of public IP addresses for the remote end, and UPF responds with Nupf_GetPublicIPaddressAndPort response (UE's NATed Public IP address, TCP/UDP Port). If UPF did not receive a list of public IP addresses for the remote end, UPF responds with all NAT mappings related to UE IP address in Nupf_GetPublicIPaddressAndPort response.
4.	SMF forwards the received info in step 3 to NF/AF.
If AF requested the public IP address via NEF, and if NEF receives the full mapping NAT mapping table (i.e., UPF did not receive a list of public IP addresses for the remote end), NEF only provides the public IP address and port that is relevant for the AF.
NOTE 3:	providing full mapping table to an untrusted AF might have some privacy issues.
Editor's note:	The main use case is data collection, it is FFS if the IP connection used between AF and UE in TS 26.531 is short lived or if it is long lived.
[bookmark: _Toc160444887][bookmark: _Toc160444955][bookmark: _Toc160445017]6.7.2.2	Service definition
[bookmark: _Toc160444888][bookmark: _Toc160444956][bookmark: _Toc160445018]6.7.2.2.1	Nupf_GetPublicIPaddressAndPort
Service operation name: Nupf_GetPublicIPaddressAndPort_Get
Description: NF service consumer gets the NATed UE public IP address and Port, for the IP flow between the UE and a remote end, e.g. an AF.
Inputs, Required: private UE address (UE IP address assigned by 5GC for the PDU session).
Inputs, Optional: DNN, S-NSSAI, IP domain, list of public IP addresses of the remote end.
Outputs, Required: if list of public IP addresses was in Inputs: a public IP address and source TCP/UDP port (or non, if no NAT mapping was found). If no list of public IP addresses was in Inputs: the full NAT mapping table for the UE IP address.
Outputs, Optional: None

[bookmark: _Toc157752222][bookmark: _Toc160444889][bookmark: _Toc160444957][bookmark: _Toc160445019]6.7.3	Impacts on services, entities and interfaces
NWDAF: New service operation, need to know the end point addresses of the remote end, e.g. via configuration.
NEF:	New service operation, need to know the end point addresses of the remote end, e.g. via configuration, or via signalling from AF.
AF: New service operation, can provide the end point addresses of the remote end to NEF. A trusted AF provides these endpoint addresses.
SMF: new service.
UPF: new service, providing NAT mapping.

[bookmark: _Toc160444890][bookmark: _Toc160444958][bookmark: _Toc160445020]7	Overall Evaluation
Editor's Note:	This clause will provide a general evaluation and comparison of the solutions per Key Issue #<X>
[bookmark: _Toc92875666][bookmark: _Toc93070690][bookmark: _Toc160444891][bookmark: _Toc160444959][bookmark: _Toc160445021]8	Conclusions
Editor's Note:	This clause will capture conclusions for the study..
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